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Disaster Recovery Planning—Special
Concerns for “Open” Systems

B y  L e o  A . W r o b e l

IT’S NO SECRET THAT MODES OF OPERATION HAVE CHANGED DRASTICALLY

over the last ten years with regard to information processing. Open
System computing has overtaken mainframes, especially in critical
revenue producing applications such as customer support. Concurrent
with these changes, many of the technical decisions associated with
these open systems are falling into the hands of users who are often
non-technical. On the “plus” side, these users are largely free of the
“glass house” mentality of traditional mainframe computing environ-
ments. That fact often makes them enormously productive because
they are close to the business and know the application better than any-
one. On the minus side, since these users often gather their experience
in a “seat of the pants” fashion, standards, controls and disaster recov-
ery issues often lag the deployment of these technologies. If
unchecked, as this article shows, these trends could place the whole
organization at significant risk in a disaster.

Don’t misunderstand the previous statement. The rapid explosion of
“seamless” customer connectivity is a good thing. It brings the busi-
ness even closer to the customer and makes it easier for your customer
to buy your organization’s products or services. Seamless solutions
make the organization profitable. The key is to enjoy the many bene-
fits while being sure that a plan for backup of these open systems is
also in place. Consider the following example.

For many years now, nationwide local calling afforded by “toll free”
800 numbers has shortened the typical sales cycle by making it easier
for the customer to buy. In the process, new vulnerabilities have
opened up as well. If a business was dependent on inbound 800 num-
bers to generate business, and something happened to disrupt these
calls, the organization’s cash register would literally stop. That’s why
today we have myriad products for backing up 800 services ranging
from command routing of traffic to alternate locations to “hot sites” for
the attendant positions of large call centers. The trouble is, not all tech-
nologies associated with open systems have such readily available
backup solutions. To fully understand the dynamics in play here, con-
sider the example in Figure 1.

The first thing you’ll note is that the process, like any good process,
begins and ends with the customer. Starting on the left-hand side of the
diagram, you see a customer dialing in, probably on an incoming
“800” number to a customer service center. As we already stated, voice
communication services turn the whole thing into a revenue generator,
since the business has no storefront. Let’s assume this is a medium
sized bank, which has started to dabble in the money management and
retirement market though a separate subsidiary. They have just
received a call on their “800” number from an interested prospect
responding to a special promotional offer. Look at the cool things that

all come into play in a properly designed open system and how they
each add to the profitability of the bank:

1. The caller’s telephone number (the bank has Automated
Number Identification or ANI) has triggered a file that displays
on the banking agent’s screen while the phone is ringing.
Although the agent generically answers the call “Thank you for
calling ABC bank” the agent already knows who the caller is.

2. The caller inquires as to the terms of the promotional offer.
While on the line with the caller, the agent also noticed that the
caller has a certificate of deposit coming due. He or she offers
to renew it during the call—another profit opportunity during
the same communication. Perhaps the representative adds on
someone in personal banking to the call to complete this
transaction while the caller is still on the line. That’s better
customer service.

3. The agent then notices demographic data displayed on the
corner of his or her screen. It indicates a birth date of 3/21/43.
“Maybe this person has just retired” the screen prompts. “Ask
him where he is rolling his IRA,” “Ask him who is financing his
motor home.” You get the idea. The agent, in turn, can make an
inquiry to other departments (indicated by the other circles) to
sell other stuff while the caller is on line!

4. If this is scripted just right, several sales opportunities can exist
on a single call. It might be no more complicated than for the
system to prompt the agent to ask the caller if they want credit
life insurance or an extended warranty. In my own personal
experience, American Express always politely offers another
service each time I make a routine account inquiry. This is the
beautiful part of open systems and one reason why companies
deploy them so frequently.

By having fast access to information, the agents can respond
quickly, efficiently, and accurately to a customer’s inquiry, while the
customer is on the phone. What would have been an “I’ll call you
later,” now becomes, “How many would you like to order right now?”
Open Networks make all this possible.

HOW DO THESE TRENDS AFFECT THE ORGANIZATION’S
DISASTER RECOVERY PLAN?

Look again at the diagram. Which circle would you say is most
important in the process, as far as the bank’s long-term profitability?
Most would answer, “The customer service function,” and that answer
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is probably correct. The “walk in” market for
many banking services is small. I mean, when
was the last time you walked into a bank?
People are depending on the phone, and the
Internet to access these services. Therefore,
the job of today’s technologists must include
looking at what technical platforms support
the Customer Service Center, and other criti-
cal departments, and make these as fault-tol-
erant and resilient as possible. This can be
difficult however as many of these systems
now reside beyond the direct control of a tra-
ditional MIS department. Equally important,
however, is the restoration of the voice and
data communications services that intercon-
nect these systems and turn them into revenue
generators for the company. So where does
one start?

WHERE DOES ONE BEGIN TO
ADDRESS THESE ISSUES?

Sound technical planning begins with a
sound understanding of your company’s
CORE business. What new areas of exposure
manifest themselves when the conduct of
your business, not only the technical plat-
forms which support it, changes profoundly?
For this reason, it is best to begin by acquir-
ing an understanding of your business. That
means asking people what your company
really does, what it sells, and where it is
going. Do you consider this perspective when
developing your disaster recovery solutions?

▼ Do you PRIORITIZE your most
important core business functions first,
AND THEN evaluate technical
solutions for their recovery? Some
business functions are obviously more
important than others. Don’t even make
the mistake of trying to force your
revenue generators to adapt to what is
convenient technologically. It is your
job to adapt the system to the revenue
generators so that the company
continues to enjoy the benefits afforded
by the open system.

▼ Do you cross-train your technical staff
to reduce dependence on a single
person, or small group of persons?
Remember many good open systems
technologists are in high demand. What
would you do if your principal
technologist were hired away today?

▼ Do you document Operating and
Security Standards that govern the
procurement, deployment, and

operation of open systems? Do these
standards make permanent changes in
the daily operating environment that
enhances your capabilities to respond to
an unexpected disaster?

▼ Who is responsible, for example, for
keeping the equipment inventory
current in case you have to recreate
your entire equipment room tonight?
This person should be defined in your
standards, in writing.

WRITING A BUSINESS RESUMPTION
PLAN FOR OPEN SYSTEMS

Not only banks but many other kinds of
companies, already have elaborate (and
oftentimes federally mandated) disaster
recovery plans. Sometimes however these are
decades old, and revolve chiefly around a
computer center environment. As new tech-
nology such as open systems or Internet
access is adopted into the core business,
oftentimes critical components of these plans
lag such implementation, or are deficient, or
are missing altogether. This is particularly
worrisome because of what resides on each
platform. Sometimes for example, main-
frames contain internal financial applications,
like payroll, which executive management
has been too skittish to move to an open plat-
form. Mainframe applications might there-
fore include things like accounts payable.
Open Systems on the other hand, often have a
direct correlation to the CORE business, that
is, all the things that make money for the com-
pany. In the worst case, an organization might
have the capability to restore batch-oriented

financial applications in a disaster (which
happen to correlate with everything that gets
money out of the company like accounts
payable and payroll) but have nothing to
bring money in to the company. Conceivably
such a company could be worse off with a
deficient plan than with no plan at all. The
point here is to thoroughly review which
applications reside on mainframe systems
and which reside on “open” systems. Then
prioritize the applications that are responsible
for bringing revenue into the organization in
any recovery plan.

DON’T FORGET
TELECOMMUNICATIONS

As part of this process, don’t forget that it
is often telecommunications services, namely
inbound “800” numbers, that often are
responsible for turning the “seamless solu-
tion” into a revenue generator. Many busi-
nesses no longer have a storefront, and most
take some (if not all) orders over the phone.
Make doubly sure that critical telephone
numbers—those indispensable to your core
businesses—will work and not change after a
disaster. It surprises many people to learn that
over the last 25 years or so, most activations
of commercial computer disaster recovery
centers (hot sites) have been directly or indi-
rectly related to loss of TELECOMMUNI-
CATIONS! In other words, companies have
been activating expensive computer recovery
centers simply to use the phones! This is
because the concept of an incoming “800”
number and on-line point of sale terminal
manifests itself everywhere in our economy
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Figure 1: Seamless Solution

Reprinted with permission from “Writing Disaster Recovery Plans for Telecommunications Networks and LANS,” by Leo A.
Wrobel, © Artech House Books, Norwood, MA.



from discount brokerages, to credit card
clearing houses, to 1-800-FLOWERS.
Therefore, integration of your recovery plan
with key communication providers may be
essential to the plan’s success. Get the
providers involved early. Sure, you can
always find exceptions to the rule. ebay, for
example, never even uses an 800 number for
its core business. Its core business depends
wholly on the web. (For an interesting exer-
cise, try redrawing the “seamless solution” in
this article using the ebay model and think
about where its vulnerabilities lie) As far as
most other organizations go, when the phone
stops ringing, the cash register stops. This
should be of paramount concern as your plan-
ning efforts develop.

REVIEW KEY EMPLOYEES AND
UPDATE DOCUMENTATION

We all have them, especially when it comes
to open systems. That one “Guru” who tells
everyone just enough to operate the system,
but keeps the really meaty stuff close to the
vest. (After all, it’s job security, right?)
Problem is, what happens if this person is on
a golf course in Mexico on vacation when
disaster strikes? Why not try bumping this
person off before your next test and see how
things operate then? Of course I do not mean
that literally, but one of the best kinds of tests
you can run is to call everyone in for an 8 AM
Monday morning meeting and not tell them
the reason for it. At the meeting, announce
that the company has had a disaster and that
what they have in front of them is what they
have to recover. Then escort them from the
building. Before doing so, announce… “You,
you and you, are DEAD.” It’s disruptive to be
sure, and I would get clearance before doing
it, but nothing will make your point better.
After leaving them outside for an hour or so
in the rain, reconvene the meeting to discuss
the surprise test and to set goals for docu-
mentation to be used in future tests.

ESTABLISHING ADEQUATE
DOCUMENTATION

What should be documented as far as oper-
ational instructions? Do you document every-
thing, or only unusual things like home
grown software? Do you document only mis-
sion critical applications? Think about what
is the correct level of documentation for your
organization, but at least get the discussion
rolling. It is not only a disaster recovery concern

but a financial one as well. If a key manager
leaves the company, do you want him back as
a $200/hr consultant to troubleshoot all that
home grown code? The level of documenta-
tion and what should be documented is out-
lined in a document that lives hand in hand
with your recovery plan: The Operating and
Security Standards Document.

Standards are documented for two reasons.
The first is to prevent disasters from happen-
ing in the first place. That’s why there are
procedures for how often you change pass-
words, how often you do backups, how you
store data off site, and what kind of fire pro-
tection you are going to have. The other rea-
son standards are written is so your disaster
recovery plan executes gracefully. For exam-
ple, if your recovery plan says to call every-
one back to work, it has to assume that an
accurate list of home telephone numbers

resides somewhere. A standard is written in
this case to assure that it does. How often you
update the recovery plan is something you
will want to consider. To put it another way
readers, how many of you have the same open
network configuration you had six months
ago? Three months ago? Yesterday? Using
the same “Seamless Solution” approach
described earlier, it can be easy to IMPORT
critical data from reliable sources in the
organization. These include equipment inven-
tories, personnel telephone numbers, vendor
telephone numbers, etc. Object linking data-
bases, which reside throughout the organiza-
tion to the recovery plan, are great, when you
can do it. That way, when the data in the
organization changes, so does your plan. (See
Figure 2) What’s cool about this is it does not
require anything more sophisticated that
Microsoft Word or a comparable product.
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Figure 2: “Importing” Critical Data

Adapted with permission from Business Resumption Planning, © Taylor and Francis Publishing, New York, NY.



TALK TO YOUR END USERS AND REVENUE PRODUCERS

It may sound funny, but the majority of technical service recovery
plans in existence were written without even talking to the end users
(those actually selling, engineering, building or marketing the com-
pany’s services) about what is important! Consider the “seamless solu-
tion” example and diagram presented earlier. What if the Director of
Technical Services failed to document a plan for the critical Inbound
Call center, opting instead to concentrate on an obscure administrative
department, simply because that department screamed loudest when
the system was down? Can you imagine anything more ruinous if a
disaster struck? It’s not always the technologist’s fault yet we see this
time and again. Technologists are up to their elbows in operational
issues and have little time to self-actualize about disaster recovery
planning. To help in this regard, here are a few tips on how to get some
traction under your firm’s own Open Systems Disaster Recovery plan.

WHAT ARE YOU REALLY PROTECTING?

Make sure you have some understanding of WHAT we are really try-
ing to protect and WHY that focuses on the most critical BUSINESS
SYSTEMS. Initiate a study to quantify your company’s dependence
on the network. Consider what your business would lose in the event
it lost critical equipment or telephone service for an extended period,
in terms of:

A. Lost Sales / Direct Revenue
B. Lost Market Share
C. Lost Customer Confidence
D. Lost Productivity (Idle Employees)
E. Legal Liability Issues

These are terms that are understandable to executive management.
Use consultants or outside resources when necessary. Other things you
can do include attending classes and seminars. You could utilize an
outside consultant or internal subject matter expert. For that matter,
you should establish liaisons with those within your organization that
have experience in recovery planning matters. Building security MIS
or facility management may already have written disaster recovery
procedures for their area of responsibility. If so, perhaps you can use
their plan as a template or base your plan on what they have started.
Such collaboration will also build “ownership” in the plan and help
assure its acceptance by everyone, since technically a little bit of
everyone’s plan contributed.

SUMMARY

This article only scratches the surface of recovery planning for Open
Systems but hopefully it gives you food for thought about the unique
dynamics of these systems and underscores the need to begin integrat-
ing these systems into your plans immediately. During the phase-in of
new standards and procedures, your organization will remain exposed
to many types of disasters. These include INTERNAL threats to resi-
dent equipment from fire, flood, sabotage, etc. They also include expo-
sure from OUTSIDE sources—like disasters involving telephone
companies—which are equally devastating to operations when disas-
ter strikes. In other words, someone else’s disaster could prove to be
your company’s undoing.

Rest assured however, there ARE things you can do right now that
will provide a greater measure of security and protection to the open
environment. This equates to a greater peace of mind to you and
greater protection to your stakeholders and customers.  
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