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Legislation Spotlight: NIAC
B y  R a c h a e l  Z i m m e r m a n n

THE NATIONAL INFRASTRUCTURE ADVISORY COUNCIL HELD THE SECOND

of its four annual meetings on April 11 in Washington D.C. This
meeting, attended by roughly one third of members in person and the
rest via teleconference, focused on the progress made by four of the
working groups currently on the council. The Intelligence
Coordination Working Group, the Workforce Preparation, Education,
and Research Group, the Chemical, Biological, Radiological Events
and the CI Workforce Working Group, and the Convergence Working
Group all presented their findings and recommendations to the 30
member panel.

This meeting was an opportunity for these groups to present to the
council the recommendations they had been working on for the sub-
sequent two months. The groups that seemed to have the most results
and recommendations were the Intelligence Coordination (IC)
Working Group and the Workforce Preparation, Education, and
Research Group.

The IC group’s primary purpose is to improve communication
between “critical infrastructure sectors” and the intelligence commu-
nity. Essentially their goal is to create better ways of communicating
and coordinating critical infrastructures with the private intelligence
community for the benefit of protecting those critical infrastructures.
The meat of this group’s findings revolved around the fact that differ-
ent sectors of critical infrastructure have vastly different methods of
information sharing, making communication and idea exchange
between separate sectors cumbersome and inefficient. The group iden-
tified the July 2004 Financial Services Threat Alert, the July 2005
London Bombings, and the October 2005 New York Public Transit
Threat alert as recent examples of potential threats that necessitated
the coordination and cooperation of public and private sectors, as well
as separate sectors of critical infrastructure. As part of the research
process on how best to engender relationships and partnerships
between the public and private sectors, this group surveyed CEOs from
large companies to determine how threat response and preparation
have changed since 9/11. The survey focused on areas such as invest-
ment strategies, training priorities, information requirements and shar-
ing with the government, and board involvement. The results of the
survey indicated that most CEOs surveyed had implemented changes
without government involvement since 9/11, but this was limited to
response rather than prevention strategies, and CEOs reported a lack of
credible information on potential threats and how to thoroughly pre-
pare. The NIAC recommended that stronger methods for information
sharing be established between CEOs and the information community,
and that a systematic process be developed for information sharing,
involving liaisons with relevant corporate officers.

The Workforce Preparation, Education, and Research Group also
had much to report since the February meeting, in which it laid out
methods for securing and promoting the nation’s intellectual capital.
The group identified four strategies to help this end:

▼ Expanding and promoting the National Science Foundation’s
Scholarship for Service Program (also known as Cyber Corps)

▼ Research and development to improve cyber security
▼ Cyber security certification programs
▼ Improving math and science education for grades K-12

The NIAC identified Cyber Corps, a program under the National
Science Foundation that awards scholarships to higher learning insti-
tutions with the goal of increasing the number of people educated in
computer security, as a way for the government to promote computer
security and information assurance as a career path. Under this pro-
gram, students who receive scholarships are required to intern and find
jobs at government agencies. The NIAC recognized the low awareness
of this program among government agencies, and recommended pro-
moting knowledge of the program to increase its impact.

The NIAC also recommended that funding be expanded for
research and development efforts in computer security and informa-
tion assurance, as well as certification programs, with the expectation
that keeping the computer security workforce educated and in line
with the research community will strengthen the field and promote a
stronger infrastructure.

The NIAC recognized that a strong math and science education is
essential for ensuring that critical infrastructures are protected in the
future, and that this is the foundation on which all other initiatives
depend. The recommendations for this initiative include supporting
research in education methods and investigating and implementing
successful education models. Because the federal government has no
power to actually implement or mandate a specific curriculum, NIAC’s
recommendations for education focused on how the government can
play a supporting role.

The recommendations for the Chemical, Biological, Radiological
Workforce and the Convergence Working Group primarily focused
on making sure that the workforce itself is prepared for potential
threats, and targeting exactly where the vulnerabilities in critical
infrastructures lie.

NIAC’s impact on the decisions and directives of the executive
office is unclear at this point. Because the organization functions
solely as a research and recommendation body, the potential for
direct, traceable impact is slim, especially considering the breadth
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of sectors that the NIAC represents. This raises the issue of how
much value there is in having a single organization dedicated to so
many sectors of the national infrastructure, especially when it is
under the Department of Homeland Security, which is a young
organization itself. The NIAC may benefit from cultivating rela-
tionships with older, more established areas of government such as
the Department of Agriculture, the Department of Labor, and the
Department of Defense. To find out more about NIAC, visit
www.dhs.gov and type ‘NIAC’ into the search function.  

Rachael Zimmermann is the editor for Technical Support magazine.
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