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Moving Toward SOX Compliance—Part Two
B y  D i n e s h  D a t t a n i

IN THE LAST COLUMN (PUBLISHED IN FEB 2006) WE DISCUSSED ONE ASPECT

of Sarbanes-Oxley (SOX) Compliance legislation: that of validating
userids and reviewing the accesses granted to those userids to enter-
prise data.

In this column we will look at another SOX issue—that of the
principle of Segregation of Duties, and how this relates to mainframe
special privileges (or attributes, as they are sometimes called).

Special privileges are so important because persons having them
have the capability to bypass normal security checking provided by
security systems such as RACF and ACF2. All the controls you have
placed around your information assets do not apply to these users. They
have carte blanche to the corporate data, so to speak.

Hopefully the activity performed by these individuals is being
logged, but don’t count on this to happen automatically. There is a mis-
conception that the activities of privileged users are always logged.
This is not so. You have to take steps to ensure such logging occurs. If
you are running RACF, for example, you need to have the settings
SAUDIT (Special Audit) and OPERAUDIT (OPERATIONS Audit)
specified for logging to occur. You should see these settings when you
list your RACF global options.

Of course, some people require special privileges—that is why
they are available in the first place. What you need to do is to be
aware of their implications, and to have checks and balances in place
such that during your next audit you will be able to satisfy even the
most hard-nosed auditor.

There are several things to consider. Is there an approval process in
place to review the need before special privileges are handed out? Are
the privileged activities performed by these people logged? If so, is this
reported? Is someone reviewing these reports, on a daily basis, to see
what these folks are doing using their special powers? And finally,
when a person does not require special privileges anymore (or leaves
the company), are the special privileges removed in a timely manner?

It may even be a good idea to review quarterly the current holders of
all special privileges and to re-validate their need, to make sure nothing
has fallen through the cracks.

RACF AND ACF2 SPECIAL PRIVILEGES

First, let’s look at the most sensitive special privileges available in
RACF and ACF2, the two most popular security products in the main-
frame world.

In RACF, the main ones are as follows:
The SPECIAL privilege allows the user to add, delete and modify

RACF profiles and userids, and also to set RACF global options. It

does not allow the capability to browse, update or delete data sets or
other RACF resources (although the person with SPECIAL attribute
can add themselves to a RACF profile, and gain access in this round-
about manner!)

The OPERATIONS privilege allows the user to access all data sets,
and many other RACF “resources”—but does not give the ability to
change any RACF profiles or set RACF global options.

The AUDITOR privilege allows the person to have some control over
logging of RACF activity, and to view the RACF global options.

In ACF2, similar privileges are available:
The SECURITY privilege allows the ability to add, delete and change

ACF2 rules; The ACCOUNT privilege allows the ability to add, delete
or modify “accounts”, or logonids; the AUDIT privilege is similar to
RACF’s AUDITOR privilege; and the READALL privilege, which, as
the name implies, allows READ access to all data at the installation.

Of course, in both RACF and ACF2, there are many other privileges,
but they have lesser significance, so if you can get a handle around
these main ones, it is a good start.

SEGREGATION OF DUTIES

We see that the privileges themselves are compartmentalized suffi-
ciently so that they are mutually exclusive. And for a good reason: You
don’t want the same person to be able to perform multiple “special”
tasks. The folks who developed these security systems took care to seg-
regate these privileges.

But what if the same person possesses multiple special privileges?
Then all bets are off! First, we are defeating the whole purpose of seg-
regating the privileges that the developers took so much trouble to
implement. Secondly, you would have an all-powerful person that can
not only do multiple powerful things, but now also has the ability to
“cover their trails” if they choose to do so. It is like the person being the
defendant, the prosecutor and the judge all at the same time. The instal-
lation is exposed to possible misuse of those powers. Not a good idea.

This brings us to another important point, that of Segregation of
Duties. In a nutshell, the Segregation of Duties principle states that “No
single person should have multiple special privileges unnecessarily.”

“Unnecessarily” is the operative word here, for there are occasions
when one person may need more than one privilege to get the job done.
Take for example the security administrator who needs the RACF SPE-
CIAL privilege. In ACF2, the developers have gone a step further, and
segregated the security administrator’s function into two distinct and
mutually exclusive roles: SECURITY and ACCOUNT. So, an ACF2
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security administrator would need both these attributes to do the same
job as his RACF counterpart.

You need to find out if anyone at your installation has more privi-
leges than they require, and therefore go against the principle of
Segregation of Duties.

How to find out who has special privileges?
In RACF, you can run the DSMON (Data Security Monitor) Report.

The JCL for this is shown in Figure 1.
See Figure 2 for a sample report.
SYSTEM refers to system-wide privileges; GROUP refers to more

limited scope of the privilege, that is, only at the group level, which
would be a sub-set of the enterprise-wide “system-level” privilege.

In Figure 2, we see that the userid SECADMIN has all three privi-
leges. This should raise a red flag.

In ACF2, the following commands will show you if you have users
who potentially have multiple privileges “unnecessarily” -

SET TERSE

LIST LIKE(-) IF(SECURITY READALL)

LIST LIKE(-) IF(AUDIT SECURITY)

LIST LIKE(-) IF(ACCOUNT READALL)

Etc...

As mentioned earlier, a particular job function may require multiple
privileges. For example, it is quite normal for a system programmer to
require both the RACF OPERATIONS and AUDITOR attributes to
perform their job function.

But it goes without saying that an auditor can have the AUDITOR
attribute but not the OPERATIONS privilege. Even a security
administrator, having the powerful SPECIAL privilege, should not
have the OPERATIONS privilege. So when it comes to reviewing
these reports, the reviewer has to temper segregation of duties with
good judgment.

Group-level privileges should also be subjected to the principle of
Segregation of Duties. A case in point: It does not make sense for
someone to have GROUP-OPERATIONS and also GROUP-SPECIAL
privileges at the same time, for say, the PAYROLL group.

MONITORING AND LOGGING

Hopefully you have succeeded in keeping to a minimum the users
with special privileges; and also hopefully you have observed the prin-
ciple of Segregation of Duties.

Now what? Well, for starters, you need to log the activities per-
formed by these users. If you have the RACF global settings SAU-
DIT and OPERAUDIT specified in your RACF global options, the
accesses granted to these users by virtue of their special powers will
be logged.

Next, you need to produce daily reports on their activities. Lastly,
you need to assign someone to review these reports. After a while the
reviewer will get a feel for what is normal activity, and what constitutes
a suspicious activity. For suspicious activities a clarification should be
requested from the special user.

OTHER SPECIAL PRIVILEGES

So far we have only talked about special privileges in the external
security software (RACF and ACF2). But there are others that are imbed-

ded “internally,” and therefore fall outside the domain of the external
security software. You should treat these special privileges with the same
degree of importance as you do their RACF and ACF2 counterparts.

For example, the mainframe has evolved to provide UNIX support
via UNIX System Services (USS), and with this comes the special priv-
ilege of “super-user,” otherwise known as UID(0). This privilege is
roughly equivalent to all RACF privileges combined! Such is its power.
RACF provides a way to break down (segregate) the role of a UNIX
super-user, using the RACF class UNIXPRIV. Use this class to “pull
some of the teeth” out of the super-user.

How about DB2 privileges? There is the special privilege called
SYSADM. A person having this privilege is likely to be a DB2
Database Administrator. This is fine, but they better not have any of the
three RACF privileges mentioned above!

You need to also review your security at the application level, if there
is any. Most installations have at least some home-grown applications
(and some vendor ones too) that have internal tables that control who
can do what, outside of the realm of the external security packages such
as RACF or ACF2. If this is the case, and the package allows for gran-
ularity, then you may again want to apply the principle of Segregation
of Duties.

SUMMARY

SOX legislation requires that you keep tabs on your users with spe-
cial powers. The topic is never easy to discuss, and it is even harder to
remove the special privileges from users. Once granted, the user gets
used to them, and taking them away will look like you are demoting the
individual! There are often heated discussions whenever someone is
being told to justify a special privilege. “I have had this all my life, and
I need it to do my job” is a common reaction.

The key is to grant them judiciously in the first place. And this is the
case where the holders of special privileges and auditors have to meet
half-way and compromise.  
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//DSMONX JOB (),’YOUR NAME’,     
// MSGCLASS=X,TIME=10                                  
//DSMON     EXEC  PGM=ICHDSM00                            
//SYSPRINT  DD    SYSOUT=*                                  
//SYSUT1    DD    DISP=SHR,DSN=SYS1.PARMLIB                 
//SYSUT2    DD    DISP=(NEW,CATLG),DSN=DSMON.REPORT, 
//                UNIT=SYSDA,SPACE=(TRK,(2,1)),           
//                DCB=(RECFM=FBA,LRECL=133,BLKSIZE=6118) 
//SYSIN     DD    *          
FUNCTION RACUSR

/*

Figure 1: JCL for DSMON

RACF  DATA  SECURITY  MONITOR             
SELECTED USER ATTRIBUTE REPORT

USERID    - - - - - - - ATTRIBUTE TYPE - - - - - - - 
SPECIAL     OPERATIONS     AUDITOR               

ABCD123      GROUP       SYSTEM                               
SECADMIN     SYSTEM      SYSTEM         SYSTEM
USER001                  GROUP

Figure 2: Sample Report


