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Some Steak Tips for Beefing Up
Your Security

B y  E l i z a b e t h  M . F e r r a r i n i

YOU CAN’T PICK UP A TRADE PUBLICATION WITHOUT READING ABOUT

some company’s security breach. Unfortunately, you won’t find any
12-step program to turn your company into Fort Knox. Good security
is an on-going process, not a journey to a mystery destination.
Companies with good security rely on knowledgeable people and solid
practices with some bite to them, not sizzle. The following collection
of tips can help you to tighten any holes in your security practices.

ASSIGN CONTROL OF SECURITY TO ONE OFFICE

A security office can help to consolidate and to assign both physical
(access control) and IT security to a single entity. The security office
determines and develops policies, ensures that employees are informed
of security policies, and coordinates all security resources throughout
the organization.

GET YOUR PLAN IN PLACE

Each company’s security requirements dictate different processes to
achieve the appropriate level of security. However, without a thorough
security policy, any security initiative will only result in piecemeal
improvements. In addition, these initiatives may actually decrease
overall security by giving a misguided sense of progress, when more
realistic threats are ignored.

Your in-house security guru should have significant input in the cre-
ation of your security policy. If you let your normal business proce-
dures drive the development of your security policy, you’ll find that
you’re not taking full advantage of your IT staff’s knowledge.

A well-written security policy also needs to be maintained. As tech-
nology changes, the exposure your company faces changes, as well. A
security policy should be reviewed on a periodic basis, as well as when
any disruptive technology enters your business.

TAKE TIME TO TRAIN THE TROOPS

PricewaterhouseCoopers’ annual Information Security Breaches
Survey continues to find that undereducated security workers are the
leading cause of security breaches.

Security personnel need the basic training and skills along the lines
of what’s covered for Security+, TICSA [TruSecure ICSA Certified
Security Associate], SANS GSEC [SysAdmin Audit Network
Security GIAC Security Essentials Certification], and CheckPoint
Security. They also need to know how to perform risk assessments,
and security audits.

If you can’t afford to handle security in-house or don’t have the train-
ing resources, then contract with a security consulting firm to design a
program and to carry it out.

Keep in mind that some senior level security credentials—CISSP,
CPP, PSP—require five years or more of documented, on-the-job secu-
rity experience, as well as meeting examination, educational, and other
requirements. To this end, you might want to provide both financial and
career enrichment incentives for those employees who want to work
toward one of these certifications.

GRANT ACCESS TO SYSTEMS SPARINGLY

Make sure you grant each person the minimum network and system
access needed to complete his or her job. Limit the merging of data

ADD VOIP TO YOUR SECURITY CONCERNS

A new report from the Information Security Forum (ISF) warns
that along with existing security problems associated with IP net-
works, voice over IP (VoIP) will present new and more sophisti-
cated threats, such as caller ID spoofing, voice modifiers, spam
over Internet telephony (SPIT), and packet injections. The ISF
report says that failure to address these serious risks might bring
voice communications to a halt and result in identify theft and
loss of sensitive information.

With a combination of caller ID spoofing and freely available
voice modification software, posing convincingly as someone
else is relatively easy—similar to Web site spoofing and phishing.
The ISF report says, however, that one of the most virulent prob-
lems posed by VoIP will come about as a direct result of the low
cost of sending voice messages over the Internet. SPIT could
become a huge problem for companies, the ISF warns, ranging
from staff wasting time clearing unwanted voice mail messages to
a total loss of service.

In the report, ISF members expressed concerns that as VoIP
becomes more popular, organized criminals will turn their atten-
tion to sabotaging businesses by disabling phone systems through
denial of service attacks or spreading malicious viruses or worms.
The problems of poor quality transmission and loss of service are
gradually being overcome, which is expected to lead to more
widespread adoption and reliance on VoIP in the future. Key driv-
ers for the trend, the report says, include cost savings, improved
functionality, ease of access, and low cost of entry.
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resources to avoid unnecessary exposure. Employee data can be
abstracted so that personal information isn’t available to a payroll clerk.

Some executives, however, might not be accustomed to unfettered
access to information. One of the best approaches to dealing with this is
explaining the risk involved when company data is exposed unnecessarily.

USE MULTI-TIERED ACCESS TO SYSTEMS

You can no longer rely on the password as a form of authentication.
Instead of employees using their birthday as their password or writing
passwords on Post-It notes, think about moving to multifactor authen-
tication. IT requires at least two things to log into a computer: some-
thing you have and something you know. The something you have can
be a smart card or a biometric signature, and the something you know
can be a password. The use of multifactor authentication will be one of
the best advances in security throughout this decade.

PERFORM EXTERNAL AUDITS RELIGIOUSLY

External audits provide the only accurate way to find out whether
your company security is as solid as a rock or a sieve that practically
invites intruders to pilfer your data. Although you may have an excel-
lent security staff in-house, insiders have a vested interest in minimiz-
ing any security exposure. Most Big Five accounting firms have
auditing divisions, and there are numerous companies that specialize in
conducting security audits.

GET RID OF IE

If your company doesn’t have custom Web applications that require
Internet Explorer, ditching IE will pay handsome security dividends.
With excellent browsers, such as Firefox, there’s no reason to expose
your company to the numerous vulnerabilities of Internet Explorer.

HAVE A MAC LOCKDOWN

Take extra precautions with your MAC addresses. Far too many
companies have the ports on their switched networks available for any-
one with a NIC and Ethernet cable. Most enterprise grade switches let
you lock down each port to a specific MAC address, preventing an
intruder from easily connecting to your internal network.

KEEP YOUR E-MAIL SECURE

Keeping your e-mail system secure requires that you have reliable
ways to avoid unwanted content. For example, solutions for keeping
Internet e-mail from reaching down-stream servers include gateway
anti-virus scanners, attachment filtering, spam quarantines, an inte-
grated anti-spam tools, and outbound e-mail scanners. You also need to
look at ways to keep out malicious code from unauthorized sources and
to present sending unauthorized content. A solution for inspecting
internal mail traffic in real time can help lower the risk of unauthorized
e-mail getting through.

INSTALL AN ANTIVIRUS GATEWAY

Don’t rely on local anti-virus solutions on the desktop/notebook.
Install an anti-virus gateway either on your mail server or in front of it.

This won’t prevent mobile users from introducing viruses from other
vectors, but it will minimize the administrative cost of protecting your
company from malware. Most AV vendors sell gateway products that
can also serve as Web proxies, catching treacherous Web sites that want
to implant malware on your systems.

PERFORM PENETRATION TESTING

Think you have robust security? Put your money where your
mouth is by hiring professionals to test your security. Penetration
tests will help you find the holes in your security before an intruder
makes off with the company’s crown jewels. Depending on your
budget, a penetration test will employ the full gamut of techniques
used by hackers: social engineering, network-based attacks, and old-
fashioned dumpster diving. You do shred company documents
before disposal, right?

INVESTIGATE NETWORK ADMISSION CONTROL

This new technology is built around the notion that by asking spe-
cific questions of an organization’s end hosts you can improve the
overall security of a network. Tying endpoint compliance or admission
to one of many types of network use is challenging because you can’t
force the user to initiate the compliance process before potentially
spreading malware. NAC solves this by moving the compliance event
to initial network access.

Choosing how to deploy NAC first depends on the overall archi-
tecture you wish to use. Some organizations are more interested in a
turnkey approach that allows NAC to be overlaid onto an existing
network infrastructure. Others want NAC more tightly integrated
into the network fabric itself. In either approach, there are several
components to any NAC solution.

Like any new technology, early adopters of NAC will suffer
bumps or bruises during deployment. The size of your network can
be a big factor here. NAC is already successfully deployed in the
small and medium-sized business markets, as well as specific pock-
ets of larger enterprises. In these environments the variables intro-
duced by NAC can be contained and a smoother rollout can be
achieved. Larger organizations will want to take more care in evalu-
ating how NAC fits in with its overall network authentication and
endpoint security strategy.

RECHECK EVERYTHING BEFORE YOU SAY GOOD NIGHT

Since good security is an on-going process, you need to
recheck everything routinely. Here are some of the things you need
to consider:

1. Is your security policy being updated every time there is an
important change to a company policy? Do you have a scheduled
routine for reviewing the policy and having the appropriate
personnel review it?

2. When did you last review the IT staff’s knowledge of security
people? Are your security training resources current with the
company’s business processes?

3. What confidential programs do you have in place so employees
can report suspicious behavior or security infractions?
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4. Do you explain security policies to new employees and have
these policies enforced by long-time employees or supervisors?
Do you provide new hires with documentation about security
policies and procedures?

5. How carefully does the IT staff screen the purchase and
deployment or new hardware and software?  

NaSPA member Elizabeth M. Ferrarini is an IT consultant from Boston, Massachusetts.
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