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Tips for Evaluating and Quantifying
Vulnerability in Equipment Rooms

B y  L e o  A . W r o b e l

WHETHER YOUR RESPONSIBILITY IS AS A LAN MANAGER, TELE-
communications Manager Mainframe Systems Manager, or Building
Manager, planning for catastrophic disruptions in the systems you con-
trol is part of the job. There are portions of this task however that can
be shared between departments, spreading the workload over more
people, to hopefully come up with a superior plan faster. Consider the
fact that the lines separating the voice communications, data commu-
nications and local area network departments are becoming more
blurred than ever. Just a few years ago when the LAN was down you
lost only data services. Today with the advent of VoIP phone service,
many companies now lose voice and data service when an internal, pre-
viously all-data network is down. Reflective of these changes, equip-
ment components themselves are becoming blurred as well in the LAN
and WAN. Routers now do more than only data, and switches do more
now than only voice. In some environments, physically speaking, there
is literally no difference between the two, at least as far as many appli-
cations are concerned. Which brings me to the point of this article.

Since it is no longer necessary to physically segregate many types of
equipment as we did in days past, the recovery planning task has in
some ways gotten easier. Think about it. Telecommunications switches
are large computers and deserve the same protection and operating stan-
dards as mainframes. Many mainframes in turn don’t require a lot of the
excess baggage they used to require like chilled water, 400 Hz power,
etc. They can sustain themselves just fine in a well-conditioned space,
not necessarily the “environment” that they used to require. Many “mis-
sion critical” front line applications continue to migrate to the server
environment. Therefore, operation and security standards that used to
apply only to the mainframe should now apply to the servers as well. It’s
not the platform that’s important, it’s the application the platform sup-
ports, and how long the company can survive without it.

Chances are that all three systems, telecom, LAN and mainframe
reside in some of the same equipment rooms in your organization. That
means if you harden and protect the room, you can go a long way to
securing all three technologies. It also means you can share some of the
responsibilities with others, rather than each department planning in a
vacuum. I could write volumes on what all to evaluate, but in my expe-
rience some of the most obvious equipment room considerations (that
involve all three systems above) include the following.

EMERGENCY LIGHTING

Chances are your building already has some of this, but have you
considered how handy it would be to have rechargeable flashlights
plugged into outlets, perhaps in dark hallways leading to the equipment

room? It sounds like a no-brainer but you would be surprised at how
many organizations skip this cost effective precaution. Less than $100
at Home Depot and you can check this helpful item off your to-do list.

MAIN EQUIPMENT POWER BREAKER

If the fire department arrives at your building in an emergency,
what’s the first thing they do? Most people guess “cut the power”
which is a pretty good guess. That’s actually the second thing they do.
The first thing they do is take charge of the building. Losing control of
your building raises enough issues in and of itself to write another arti-
cle. (Just remember that in a disaster it is not your building any more—
plan accordingly—you might not be able to get in!) The second thing
the fire department usually does however is cut the power.

The following question I will post to you most esteemed technolo-
gists is, if someone other than you had to power down your equipment,
are there not more graceful ways to do it than throwing the main
breaker? In my experience a hard shutdown will cost you the next sev-
eral days of repairing and restoring corrupted files. Therefore it might
be a good idea to post the appropriate contact names and numbers
prominently, near the equipment room breakers. There is no excuse for
not doing this any more, everyone has a cell phone. And in the long run
you end up the beneficiary by limiting the potential damage.

There are safety concerns involved as well. When the main breaker
is disconnected, many small UPS units are still alive throughout the
building. Your building may also have a generator, or backup batteries.
Sometimes all three. These should all be considerations in a graceful
shutdown procedure for both convenience and safety.

WATER IN, OVER OR UNDER THE EQUIPMENT ROOM

Water pipes in equipment rooms are a big deal but are rarely noticed
until they leak. Drains under the raised floor are even more out of mind,
until they back up. At a minimum you should be aware of where these
pipes are, and for that matter, what they are. (Water, sewer, gas, electrical
conduit often look alike to the untrained eye!) Know where the nearest shut
off valve is. Also consider that with Halon falling out of use for environ-
mental reasons, sprinklers are a fact of life these days. Sprinklers, as a rule,
do not leak if they are left alone. The problem is that people change the
odds. This becomes especially evident when someone enters the equip-
ment room with a nine-foot ladder and your sprinkler heads have a nine-
foot clearance. Consider dry pipe or pre-charged sprinklers. Then there is
the issue of water coming in from outside. Since Hurricane Katrina, every-
one’s perception of water entering from outside has changed.
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One data services company in New Orleans reportedly built its equip-
ment room on the third floor, knowing that they were in a flood prone
area. No one ever imagined flood water over 20 feet deep. This is not a
once-every-100-years thing either. On December 2, 1982 a flood in
Clinton, Arkansas destroyed a central office switch. In that case the water
exceeded the 100-year flood plane level by at least 20 inches. In 1988,
Hurricane Gilbert destroyed a central office switch in Shreveport
Louisiana. While on its way to Shreveport the same storm destroyed a
CO in Christina, Jamaica just for good measure. And here is one for you.
In 1990, in Elba, Alabama, a levy broke (shades of New Orleans here)
and caused a 15-1/2 foot water level downtown. That caused 1 1/2 feet of
water in a GTE central office equipment room… on the second floor.

I used telephone company central offices in these examples for a rea-
son. Generally a telephone company central office defines, since unlike
most companies, they can build a lot of the expense into the rate base.
Things like general building condition, restricted access, generators,
backup batteries, etc., are usually tip-top. Yet look at the problems even
these hardened facilities have experienced.

Before we leave the subject of floods, consider where most of your
telecommunications equipment probably is. I’ll give you a hint: It
reminds a person of an old Rodney Dangerfield joke:

“I don’t get no respect. When I get in an elevator, the people look
at me and always say the same thing…. Basement?”

Telecom managers apparently have the same problems with respect
since so many times that is precisely where the PBX or fiber optic equip-
ment goes, in the basement. The second choice? Riser closets, where any
water problem in the building (and invariably pipes are in the risers too)
runs downhill to your equipment. Interestingly enough, fiber optics will
operate immersed in water. The electronics that power the fiber however,
regrettably, will not. Ultimately, enough water anywhere in the building
will end up in the basement, and usually right down the risers. To mitigate
some of the risk, check to see if your risers are adequately fire-stopped
with an approved material around all floor penetrations. It will give you
some protection not only against fire, but water as well.

PHYSICAL ACCESS TO EQUIPMENT ROOMS

Notwithstanding hurricanes and floods, people cause the vast pre-
ponderance of disasters. For those of you who underestimate this issue,
consider the following true story from someone who lived it first hand.

About five years ago, on the day our Chairman of the Board was vis-
iting, we were in the process of installing a Class 5 telephone switch.
One component of the installation was a large bank of 48-volt batter-
ies. Immediately after completing the installation, my switch room
manager left for lunch, with strict instructions to his two helpers: Don’t
touch anything.

Despite this admonition, 15 minutes later my Director of Operations
burst in to my meeting with the Chairman saying that something had
gone terribly wrong. There had been a battery explosion, and that the
building was being evacuated. My Chairman gracefully ended the meet-
ing and left, while I headed to the equipment room. I learned that the two
subordinates had never worked on a 48-volt system. Even so, they had
been “intellectualizing” about why the positive (+) side of the equipment
could have a black wire and how the negative (-) side could have a red
wire. (For you data guys, this is the normal configuration on –48V sys-
tems) The two resolved to remove the wire and put it on the “right” way,
in the process turning the wires into a 300-amp arc welder. The batteries
didn’t explode, but every wire fried instantly and completely filled the

first floor of this multi-tenant building with smoke. This caused the evac-
uation of the upper two floors. Nobody was hurt as a result of the inci-
dent and the story ends with several of us executives defusing the public
relations nightmare by making a donation to the local fire department for
new infrared scanning equipment. (After all, it sees through smoke.)

In summary, for those of you who have read my books and articles
these last 20 years, all I can say is be a believer, it happened to me! And
I have not even gotten to the punch line of this little adventure yet. One
of the technicians switching the wires was none other than my son-in-
law, who was aptly christened as “sparky” and who will wear that name
probably until the day he dies. I will tell you the story about my other
friend who pressed the red button on the wall of a computer room
(thinking it would shut off a fire alarm) in another article. In the mean-
time, keep your eyes open and monitor your employees and contractors!

One way to avoid these kinds of problems is to monitor who goes in
and out of the equipment room. Do you control access to these areas to
people who absolutely must be in there? What about where you put your
equipment room? Does your organization, God-forbid, still put servers in
janitor’s closets? If so, how is the airflow in that cramped closet which
became your server room? Do the doors lock to your equipment areas? Do
you store large piles of paper or combustibles with your equipment? What
about under the floor, where the night shift hides their cigarettes? Pop a
floor tile and look under there. Does it look like my teenager’s bedroom?

Don’t forget to look at another big cause of people-related problems,
“routine” system software changes. Every system (that means main-
frame, telecom and LAN) should have a formal and documented
CHANGE CONTROL procedure, defining not only how, but who,
should make changes that could potentially be service affecting.

BACKUP –48V POWER FOR TELECOMMUNICATIONS
EQUIPMENT

Notwithstanding my amusing personal story, one of the most critical
items to consider is the lack of some type of -48 volt backup power for
DACS, (Digital Access Cross connect Systems) fiber optic transmis-
sion equipment, switches, muxes, and other telecommunications equip-
ment. Although they don’t realize it, many companies today have
crossed the invisible boundary between being a large corporate user
and being a service provider in and of themselves. As such, such an
organization may be on a learning curve as to which standards and pro-
cedures are appropriate for what is now a central office. Standards for
-48 volt backup power are one concern. If your organization has a large
PBX and has assumed the role of de-facto phone company, you are a
candidate to adopt Telco-grade standards. Don’t assume UPS will be
enough. UPS systems fail too, I have seen that happen first-hand.
Phone companies use batteries, and so should you.

HOW DO YOU QUANTIFY ALL THIS TECHNICAL ANALYSIS
TO MANAGEMENT?

Ok, so the first half of this article has covered a number of technol-
ogy issues, many of which you probably already know. Some your
organization may have overlooked. In any case if the amount of money
you want to spend to correct the deficiencies you identify exceeds the
$100 previously discussed for flashlights, you are going to have to
communicate all this to management. I found a way to do this that I am
especially fond of a few years ago while engaged in conversation with
the CIO of a $75 billion organization.

Technical Support | March 2006



©2006 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.

This individual was an ex-Air Force general. Essentially everything
looking down at Iraq today from orbit he was instrumental in putting
up there. He put it this way:

“When we send up a military satellite, everything has to be perfect
the first time. This is because no one has yet invented a 23,000 mile
long screwdriver to fix it if it is not.”

I got the feeling this was the voice of experience, but did not broach
the subject any further. To enhance its odds of getting it right the first
time, the military uses something called a FMEA, or a Failure Mode
Effects Analysis. It goes something like this:

a. Identify every mission critical component that could fail.
b. Compute or acquire from the manufacturer a MTBF (mean time

between failure) for each identified mission critical component.
c. Combine the failure probabilities into a single mathematical

factor that describes the probability of failure of a given system.
d. Use these figures to justify and priorities expenditures to

“harden” equipment rooms, networks or other facilities.

One can actually adapt this same military FMEA methodology and use
it as contingency planning in corporations. We adopted the Internet, right?
Here is another military invention that works. Using some of the examples
previously presented in this article, here is how one might do it.

USING A FMEA METHODOLOGY TO QUANTIFY SYSTEM
VULNERABILITY

Suppose you are tasked with performing a detailed analysis of your
equipment room and associated networks. The objective of this analy-
sis is to determine single points of failure, critical components that
cause failures to multiple users and an overall assessment of past per-
formance or incidents. In order to describe this information, your
FMEA will be broken down into three steps:

1. The Problem Identification step. The rule of thumb is to ask,
“What can possibly go wrong?” This includes both failure rates
of the equipment itself as well as the external factors (heat,
water, air, people, etc.) which could affect it.

2. The second step is to assign a Risk Priority Number or RPN
value to each of the issues you identified. Pick a number from 1
to 10. The higher the number, the greater the associated risk.
(Except in the case of problem resolution, where the higher the
number, the better your speed in fixing the problem, as you will
see below.)

3. The third and final component is to quantify the reaction
process. This is the “How fast can we fix the problem?” step.
(This step is shortened by modifying your company’s Operating
and Security Standards to moderate the risk and change the
environment to make the selected systems more survivable.)

Failure rates are assigned probabilities from actual statistical and
/or historical data accumulated in the past, from manufacturers data
and specifications, or from other sources. For example, you might
quote probabilities of a catastrophic equipment room fire from data
you acquire from the National Fire Prevention Association (NFPA)
or even from your insurance carrier. The three factors above,
Severity, Frequency and Detection are then considered and weighted
in this process.

Severity is assigned a numerical value from 1 to 10 (the higher the
number, the more severe the failure) based on the probability of an
event, and how damaging it would be.

Frequency of the occurrences is similarly assigned a value, (the
higher the number the more often it happens).

Detection and repair of the problem is similarly given a number and
weighting. In this case, however, the higher the number the better.
Higher means you can respond to and fix the problem faster.

These three factors are multiplied together to form the Risk Priority
Number or RPN.

RPNs are used to assist the team in assigning priorities to address or
assess higher priority treatment on specific elements. This is not a quali-
fier/ disqualifier but a determination of what can, and ultimately will, go
wrong. From there, resources (capital or human) can be assigned to shore
up the risks associated within these areas. The issues with the highest
RPNs are the areas where your organization is most vulnerable and needs
to spend the most time and resources. Consider the following illustrations.

The single point of failure in this scenario is assumed to be the
equipment room, however many individual components make up this
single point of failure. Such things include not only building environ-
mental conditions mentioned earlier in the article, but a host of other
issues related to the equipment itself. Use your knowledge to fill in the
blanks. You know your equipment better than anyone.

If the occurrences continually happen, or manifest themselves on a
daily basis, then the critical rating here is the highest.
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Description/ Detection Rating

Is easy and resolution can be achieved within 1 hour 2

Greater than one hour but less than four hours 4

Greater than four hours but less than eight hours 6

Greater than eight but less than twenty-four hours 8

Greater than twenty-four hours 10

Occurrence Level or Frequency Rating

Every day 10

Weekly intervals 8

Monthly intervals 6

Quarterly intervals 4

Every 12 months or longer 2

Description Rating

If one user is affected 1

If a workgroup is affected 2

If an entire bay is affected 4

If a single floor is affected 6

If an entire building is affected 8

If the entire organization is affected 10

Severity Rating Chart

Detection Rating Chart

Frequency Rating Chart



Detection works in the reverse of the occurrences, whereby the eas-
ier it is to detect the problem and begin to corrective measures, the
lower the critical rating. The longer it takes, the higher the rating.

By multiplying the three components, one arrives at an RPN.

S x O x D = RPN
10 x 10 x 10 = 1,000

The higher the RPN; the higher the risk associated with a specific
component and the higher the value that would be placed on solving the
problem. If your equipment room housed many critical components
that had very high values of RPN, one would have to show where it
could be improved to support the service levels that are expected. This
brings us to the final step: Standards Refinement.

Standards are really there to prevent disasters before they happen in
the first place. Change control and management is one big considera-
tion since people making improper software changes can cause so
many problems. Change Control issues should therefore be defined in
your Standards. Oftentimes systems that were well designed in the first
place have become vulnerable over time as the standards governing
their maintenance and operation erode. That’s why they should be
frequently reviewed and updated. Standards should also include things
like those presented earlier in this article, like standards for water
detection or physical access controls. Taken as a whole, standards mean
repetitive occurrences of the same problems can be prevented.

It has been said that if you give an infinite number of monkeys an
infinite number of typewriters, one of them will write War and Peace.
In a way, your FMEA will be like that. Given enough time, every man-
ner of disaster will occur. That’s why weighing the exposures with
reliable historical or actuarial data is so important. It allows you to
channel your efforts into the projects and improvements that are not
just the scariest, but those that really matter most. I hope these tips
help make for a safe, secure and productive work place. Best of luck
in your pursuits!  
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