
For this month’s 20th Anniversary feature, we thought it would be interesting to compare two 

articles on security from different points in the past. Security is an ever-changing field, and it 

is interesting to see what issues have changed with technology, and the basic issues that 

remain the same. The article on the left hand page entitled, “Security Considerations and New 

Technology Implementation” was originally published in the January 1991 issue of Technical 

Support. Rob van Hoboken’s article “Mainframe Security: Challenges and Solutions” was 

originally published in the June 2004 issue of Technical Support.
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INTRODUCTION

Having the opportunity to talk to many security professionals
through my dealings with ISSA, the CSI, SCAT/ASIT and other secu-
rity organizations, I have discovered a common dilemma among secu-
rity professionals and security-conscious companies. The information
sharing technology that is in many of today’s computer networks has
outpaced the implementation of adequate security checks and balances.
As the computer network becomes easier to access through dial-ups,
PCs, LANs and VANs, there is a greater exposure to unauthorized
users attempting access.

Many companies are finally realizing that something more should be
done to protect valuable information resources—but what? There is
security technology available to help protect your information assets, and
an ideal implementation strategy can be formed with careful planning.

Most companies are already familiar with the hardware authentica-
tion devices that combine user ID/password verification with some-
thing you have (a token) or something unique about you (a biometric
characteristic). This type of authentication seems to be security trend
of the 90’s. But is this type of technology necessary in your environ-
ment? The Department of Defense mandates that simple ID/password
verification is no longer adequate. Yet, individual companies have to
assess their own needs. It’s easy to see security needs in the banking
industry with money transfers, or with governmental processing when
considering national security, but is your company at risk? I believe
every company has at least some critical data or processing that needs
special security attention. The safeguards you put in place are up to
you. This article explores what could be a successful security imple-
mentation strategy for both the short and long term.

CAUTION

Implementing new technology is not always necessary for reducing
security exposures. Research conducted by Coopers & Lybrand, a con-
sulting firm, found that more than 95 percent of the data centers stud-
ied could not withstand a hacker attack. In addition, the most common
exposures could have been avoided if more caution had been used
while implementing software.

PERSONAL EXPERIENCE WITH ACCESS
PRIVELAGES

I was a dial-up end user for ACF2 shop. I lacked write authority to
anything important, and I had read authority to very little. While wait-
ing for a batch job to get an initiator one afternoon, I decided to find a
better job class to run in. I found I could browse SYS1.PARMLIB, and
access a more abundant initiator class in JES2PARM. With this dis-
covery, I decided to go hunting to see what else I could browse. I also
found I could read IPO1 data sets that coincidentally contained all the
edited jobs run to build their MVS system via CBIPO. These jobs con-
tained the master catalog password. I had access to anything I wanted.
I also discovered that I had authority under SDSF to issue operator
commands (now that was stupid). Although these mistakes may not be
common, other exposures exist that are more costly to a company. Two
of the biggest exposures in IBM data centers today:

▼ Too many people have write access to APF authorized libraries.
With this authorization, a user can write a program to do
anything and have free access to any part of the data center; and,
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▼ Too many data centers do not disable default log-on IDs and
passwords that are supplied with installed software. For example,
many data centers still use the default OMEGAMON log-on IDs.
With OMEGAMON’s power, and because it runs authorized,
failing to disable default log-on IDs could be critical.

Is this blatant carelessness? It may not be. It may be that people who
know, don’t care; and the people who would care, don’t know. This
brings me to the second most valuable and least expensive way to
implement greater security: education.

EMPLOYEE AWARENESS

Simple education and enforced security policies and procedures can
greatly reduce security exposures. Most companies have security poli-
cies already in place, but I doubt if more than five percent of employ-
ees are even familiar with them.

A more comprehensive training orientation is needed—and not just
at initial hiring. For employees to be more security conscious, train-
ing and security awareness must be an ongoing process. Videos,
mandatorily viewed, can be effective in directing employee attention
to security issues. Security awareness could also be emphasized
through bulletin boards or newsletters. Finally, scenarios depicting
security dilemmas could be created to help users understand that it’s
their work efforts that are jeopardized when security procedures are
not in place and adhered to. When using these tools, however, try not
to dictate rules; offer explanations of consequences and company
exposure instead.

The goal is to tie work habits into security. An easy way to do this is
to incorporate security awareness into the performance rating process.
In addition, disciplinary action should be taken in the event of a secu-
rity infraction. The security education process must include making
employees aware of the consequences of their failure to comply with
security procedures.

Employee awareness is only part of the education process that must
take place. Upper management must also be made aware of the need
for security. Even though management is more aware of the value of
information resources than they were five or 10 years ago, many com-
panies still have never quantified the potential loss from security expo-
sures. But before management can spend money addressing security,
they must be educated about the company’s financial dependency or
computer resources.

RISK ANALYSIS

Until recently, the term risk analysis was only associated with disas-
ter/recovery; and disasters have typically been thought of as fires, tor-
nadoes or other natural disasters. Deliberate data center sabotage could
cause more damage than a tornado, and is a lot more likely to occur.
Fortunately, steps can be taken to thwart sabotage from unauthorized
access. Anyone who has been involved with disaster/recovery planning
knows that risk analysis boils down to evaluating what data destruction
will create the most financial harm.

A security risk analysis takes it one step further. The concern is about
consequences of not only data destruction but also of unauthorized data
access. To decide what part of your data center facilities should be given
greater security consideration, you need to break up your computer
resources into manageable pieces and ask three questions.

▼ What are the chances of unauthorized use or access of the data?
▼ How much is it worth to protect this data?
▼ Does affordable technology exist to adequately protect the

resource you want to protect?

When a risk analysis is completed, you should have a prioritized list of
what items in your network need to be considered for additional security.
You also should be able to determine your cost tolerance levels.
Obviously, it wouldn’t make sense to buy a million dollar solution to solve
a five dollar problem. If you had unlimited funds available for security, the
task of security implementation would be much easier. If you’re like most
companies, however, you’ll to settle for a phased implementation.

TECHNOLOGY IMPLEMENTATION

If you think that your current security implementation may be inade-
quate, the question is: What should I use to stop unauthorized access? It
is generally agreed that the best protection involves user authentication.
By combining user ID/password verification with a token or biometric
characteristic, you can reduce your security exposure. The greatest chal-
lenge will be selecting an authentication technology that will minimize
the effect on the end user and will easily adapt to new technology.

Currently, authentication can cost between $35 for token technology
and $500 or more for biometric devices. Biometric authentication hard-
ware would be ideal in many cases, but it’s just too expensive to imple-
ment on a large scale. I believe the price of these devices will eventually
drop far enough to become standard equipment for all computer users in
many corporations—perhaps following the same path as calculators.
Who knows, maybe within 10 years you’ll get a free biometric authen-
tication device free with a magazine subscription. Unfortunately, most
companies can’t afford to wait that long before adding additional secu-
rity measures. So how do you interface these authentication technolo-
gies with your specific security needs? And where should you start?

With most data centers, the highest priority in terms of increased
security implementation has been dial-ins. Dial-ins may not actually be
the greatest source of exposure, but perhaps they are the most under-
standable. Anyone with a phone can dial a simple phone number to
attempt access. This is why companies have been implementing dial-in
protection devices for years.

Hardware dial-in protection technology has changed since it was
first released. The limitation of the initial technology was that the
devices could only initiate a call-back to preprogrammed phone num-
bers. Currently, some dial-in protection devices have dynamically
changeable phone numbers for dial back. Some of the more sophisti-
cated devices have also added encryption for dial-in line traffic. In
addition, implementation of token authentication technology is pro-
vided with some of these dial-in devices. Even with all current and
future enhancements, dial-in devices will never overcome one limita-
tion: They can’t stop unauthorized access from every path in the net-
work. Outside access is not limited dial-ins and leased lines. Access
can come through cross domain links, VANS (e.g., IBMIN, TELENET,
TYMENET), token rings and a myriad of other places.

Security concerns should not be limited to unauthorized access from
outside users. In fact, according to the National Center for Computer
Crime, employees commit 75 percent of all computer crimes. For inter-
nal employees, user IDs and passwords are the most easily obtainable
or guessable. With this information, these internal employees become
the prime candidates for malicious access to sensitive applications and
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data. This is why a security plan should include safeguards against this
type of person.

The only way to secure outside access and internal access is
through software. Software has the inherent flexibility to interface
with many facet of an operating system. It can be called when outside
users are attempting access from any path, and if written correctly, it
can be called when users need to be authenticated before entering
sensitive applications.

The only way to prove users are who they say they are is through
hardware authentication. The only way to provide comprehensive
security checks is through software. I propose that any security plan
must include a hardware and software combination. Unfortunately, this
combination requirement makes the evaluation process more difficult.
A few companies offer combined hardware and software solutions, and
as a short term solution, this route seems to be the easiest to implement.
The problem with using the same vendor for software and hardware is
the risk of obsolescence.

If your hardware vendor provides your software (or vice versa),
enhancements to the vendor’s software will always be geared toward
promoting their hardware. If changes in hardware technology make a
different company’s authentication device more appealing to your
security requirements, chances of your vendor supporting that device
are slim. So if you wanted to implement the new hardware technology,
you’d have to start at ground zero. You would be faced with the
dilemma of not only teaching your end users about a new device, but
also about new procedures for authenticated access. Separate hardware
and software vendors will cause the least disruption in end user access
if you decide to change authentication technology.

A good software solution will provide the end users some consis-
tency in accessing your data resources. In this rapidly changing indus-
try, the less disruption of end users, the better. Because increased
security is the complete opposite of user friendliness, the authentica-
tion software you choose should make the increasing need for security
as painless as possible for your end users. As Ben Miller, publisher of
PIN Newsletter, stated, “Host authentication software is more impor-
tant than the devices themselves.” Software interfaces to multiple and
increasing numbers of hardware technologies are the best way to pro-
tect your investment. Because most authentication devices use the stan-
dard DES algorithm or easily portable priority algorithms, software
products can easily interface to new technology with minimal effort.
For devices using DES, the only change to software is input of a key
that will synchronize the device and software. For devices using pro-
prietary algorithms, the software must insert the algorithm and the key.
If you purchase software that adapts to new technology, your invest-
ment will be protected. One other advantage to a software solution is it
provides the flexibility so a phased implementation, according to your
security priorities, is possible.

Only a few quality companies today can supply a short- as well as
long-term solution to your security needs. Be cautious about choosing a
security technology. If you make the wrong decision now, you will face
obsolescence in the near future. I think in the next 10 years we ought to
see some interesting technology developments in the security industry.
In the years to come, user IDs and passwords will probably not be used
as much; of course, who needs that type of verification when you might
be doing a DNA scan to prove the user is authorized?  


