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“Back to the Future” in
Disaster Recovery

Proven Practices of the Past, Leveraged
by Today’s Technology

By  L e o  A . W rob e l

SOME
of you may remember me, as I was a regular writer for
NaSPA’s Technical Support Journal a number of years

ago. This is one reason I chose the “Back to the Future” theme for this,
the first in a series of new articles. It’s good to be back as a contribut-
ing author with my NaSPA friends. The second reason for this theme is
that over the span of my career, I have made two interesting observa-
tions about Disaster Recovery Planning: (1) Technology changes SO
quickly it is virtually impossible to keep up. (2) Planning fundamentals
however, change VERY LITTLE.

What I find especially fascinating is how many of the fundamental
processes in a successful business resumption plan have not changed in
30 years. Now before you dismiss this hypothesis out of hand, consider
where I was three decades ago. I was in the Air Force, in telecommu-
nications, and where this story begins.

The military of the mid to late 1970’s utilized elaborate telecommu-
nications recovery and restoration plans and practiced them constantly.
From that perspective, the planning process itself was extraordinarily
advanced for its time. The technology of that time, however, was “stone
knives and bear claws” compared to today.

Since the planning process itself has changed very little over the
decades, I submit to you that we can borrow from the work of the past
and leverage it with the technology of today.

Today’s business requires a level of control and coordination that in the
past only the military needed because minutes of downtime equate to lost
dollars. Businesses move billions around every day through every manner
of electronic commerce. When money moves this quickly, everything
moves quickly. How long for example is an “acceptable” outage for an
online stockbroker? The answer today is “zero.”

Take this line of reasoning a step further. It is commonly known that in the
opening minutes of a military campaign, the first things knocked out are
command centers and communications hubs. Military planners have long
known that you can’t respond to any situation with no eyes and ears, and the
same holds true for today’s organizations with regard to their recovery plans.

Interestingly enough, many of the activities used solely by the mili-
tary thirty years ago are embraced today by a broad cross section of

commercial organizations. In 1977, who except the military would
mandate 10-minute trouble clearance time on international circuits?
That was the benchmark in my former environment, and we had to pro-
duce this result with 1977 technology. That meant lots of order wires
and “hot lines” not unlike the “red phone” you see in movies. Or con-
sider who else but the military constructed hardened disaster recovery
facilities and command centers? I actually got to see “The Big Board”
of Hollywood and Dr. Strangelove fame and even sat in the general’s
chair. Today I see these “war rooms” turning up in commercial enter-
prises, often under names like Recovery Operations Centers (ROCs) or
others. In decades past, who else but the military meticulously docu-
mented ELABORATE restoration plans—down to the level of
EXACTLY what alternate routes were to be established depending on
which major hub was lost? We had to do a lot of this with manual patch
panels but today essentially the same function is performed with
Digital Cross Connect Systems (DCS) and self-healing networks. It is
becoming increasingly clear today that not only the military but com-
mercial organizations demand a “Johnson Space Center” level of con-
trol. Now, fast forward to 2006 and consider the new threats we face.

▼ Telecommunications hubs are no longer targets for the Russians,
but they do present tempting targets for terrorists.

▼ The preponderance of call center operations moving to India and
other countries today DO demand 10-minute clearance time on
international circuit failures.

▼ The Public Switched Telephone Network (PSTN) has responded
to business demands for greater reliability. It now performs
many disaster recovery functions on the fly with things like
fiber optic rings. It has evolved from a hierarchical structure
(Class 1, 2, 3, 4 and 5 telephone central offices) to more of a
“peer to peer” configuration—just like mainframes have turned
into distributed networks.

▼ And of course we have the Internet, which at its essence is also
military technology of the 1970’s revisited. Today for example it
is easy to make a Dallas (VoIP) telephone number like mine,

©2006 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



©2006 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.

(214) 888-1300 work in India almost instantly, or vice versa. All
you need is a good access to the Internet and the change is
transparent to the caller.

Compared to what the military had in the 1970’s this is all the stuff of
dreams as far as technology is concerned. The documentation, coordi-
nation and CCC (Command Control and Communication) issues how-
ever have, as I have already stated, changed surprisingly little. Therefore
if you know what to borrow from the past and can combine it effectively
with today’s technology, you can implement a most resilient plan for far
less money in a surprisingly short time. Here is one example.

It’s Sunday, about 3 A.M. Your phone rings and you are notified that
there has been a huge gas explosion at the building that houses your
company’s main operations. The building is still in flames, and
appears to be a total loss. The fire department is still on the scene.
Since you are the MIS manager, the caller requests you mobilize your
recovery team immediately.

With this, you hang up the phone, and call your number one tech-
nologist, Bob. You know it will be next to impossible to recover with-
out Bob’s help. Bob is the only one who knows where all the wires run.
He is the only one who knows what the equipment inventory is, and
what the vendor numbers are. You say a silent prayer to yourself that
Bob is in town, because after all it is the weekend.

On the second ring Bob’s wife answers, half asleep. You explain.
“There has been a terrible explosion and fire at the data center. The build-
ing is on fire and is a total loss! I need Bob to come to work immediately!”
With this, Bob’s wife breaks into tears and tells you, “Bob is AT WORK!”

Now you have TWO problems to deal with.
I’ve used this example many times in the past since it dramatically

underscores two important points about Disaster Recovery Planning:

1. The importance of documenting “First Alert” callout procedures.
2. The Dangers of Reliance on Key Persons.

In the example above, perhaps Bob was simply out having a few
beers with his buddies, and used work as an excuse with his wife. Even
so, can you imagine the anguish to any husband or wife if they receive
a call like the one above in the middle of the night? How well qualified
are you as a grief counselor? Would YOU want to be in that position?
Should you be?

“First Alert” procedures are one area where the fundamentals don’t
change and there is a lot you can borrow from past efforts in military
or even mainframe recovery plans. Think first about who needs to be
involved, how, and why. THEN overlay the appropriate technology.
The technology obviously existed in the example above to call people
in, but since the plan was flawed the results were less than desirable.

Having made this point, let’s move on to dependence on “key” peo-
ple: Is there a “Bob” in your organization? The fact is that reliance on
key personnel is a very common problem, particularly since year after
year, the number of things PEOPLE do becomes proportionally less
while the things AUTOMATED SYSTEMS do becomes proportionally
more. The trouble is, in order to restore automated systems after a cat-
astrophic failure you still need people, and the means to communicate
with them effectively. From this perspective, these are at least two com-
mon weak spots in today’s recovery plans.

1. Notification, which we have discussed above.
2. Integration, which is discussed below.

Integration. You cannot devise a disaster recovery plan in a vacuum.
You must know how to effectively integrate, coordinate and communi-
cate with all of the other departments you will need to recover. Consider
the example below and ask yourself: Who Owns Your Building?

You may not realize it, but your corporate MIS contingency plan is
really only one essential component of the overall disaster recovery
plan. There are many other departments and consistencies which must
be involved, and choreographed if the plan is to execute smoothly.
These include departments like the following:

A. Facilities—These folks are also the principal interface with the fire
department, local law enforcement, disaster relief agencies, etc.

B. Security—These people protect the building after a disaster
against looters and other threats, and are as likely as any other
department to take charge of the building after a major event.

C. MIS, Telecommunications and Network—These people are
often the chief reason the organization is even a business, since
they provide the essential systems that turn people into revenue
producers. Call centers are a good example. It makes little sense
to prepare a physical place for people to come back to work if
they can’t answer the phone or access data. If the organization
revolves around the provision of services (as opposed to say,
manufacturing) the MIS departments may have an extraordinary
level of influence on the overall plan.

So who owns the building? It would be a good idea to find out before
you start, if for any other reason to find out who “stays” and who “goes.”
After a major disaster some of your work force will have to establish pro-
cessing at another location while another presumably will have to stay
and clean up. For example, many companies use Field Service Personnel
as the ones deployed to a remote processing location such as a “hot site”
or alternate ROC (Recovery Operations Center) after a disaster. There are
merits to this idea. Most of these people will be used to extensive travel;
they will have credit cards, know where to rent cars, where to stay, etc. If
you do not have field service personnel or travel-savvy people you can
send, you must make other arrangements. One thing companies often
overlook is how to get CASH to employees who must travel to a hot site.
In a Katrina style disaster for example, ATMs may not work. Banks may
be closed. I have seen examples of companies who work with their banks
to dispense cash (and ACCOUNT for it which is another chore) upon
declaration of a disaster. This is often accomplished at pre-arranged
branches or even from specially equipped vans.

In any regard, get in touch with the idea that your staff could literally
be split three ways. (1) Those who stay to secure and or rebuild the site of
the disaster, (2) Those that go to the ROC, and (3) Those that don’t even
come in to work at all. Think the third one is farfetched? Don’t make that
mistake. As the recent rash of “mega-disasters” like Hurricane Katrina has
shown us, employees are often apt to put personal concerns first.

There are LOTS of other people you will need to coordinate in your plan:

▼ Are you a union shop? If so, you will need to have
representatives of organized labor involved.

▼ Think you will need pens, pencils, paper, and a place to sit?
Better plan on some procurement people in the loop with PO’s
(purchase orders) pre-signed and “in the pipe” so that you can
bring in essential supplies quickly.

▼ Better factor in a media relations person. This is a lot more
important than you might think. The news chopper will be on the
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scene minutes after a disaster. As your people come out they will
be talking to them. The first three will have the good sense to
respond, “We have the situation under control.” The fourth one
however will inevitably say something like “they are all DEAD
in there… we’ll never open again!” Now which one do you
think will be on the 11 PM news?

▼ Are YOU ready to go out and counsel Bob’s wife? If not, better
plan on a professional grief counselor.

▼ Plan on some formal off-site storage TODAY, and a media
retrieval person to go after it when a disaster is declared.

▼ Think you will need any emergency cash for this little project?
Better get finance involved at the team level as well.

▼ In the aftermath of a disaster, when pandemonium exists outside
the building, who is an employee and who is a looter? It is an
inexpensive proposition to issue each employee, with
responsibilities after a disaster, a flashlight (which they will
probably need and not have), a hard hat, and an orange vest. They
can be kept in the trunk of their car. In addition to safety concerns,
it allows instant identification of employees at the scene.

▼ Consider wireless phones. These contribute enormously to
coordination after a disaster, especially when primary
communications systems could be down. Do you have a
comprehensive listing of everyone’s wireless numbers? Do you
publish them in the corporate directory? Do you issue spare
batteries? Remember most of these phones may only have only
eight hours or so of “talk time” and they will be in almost
constant use in a disaster situation.

▼ Lastly, remember the cheapest insurance you can buy for
maintaining command and control is the lowly call forwarding and
remote access to call forwarding feature available from most any
phone company. After a disaster, even though the building may be
gone, all the numbers for it are still intact in the Telco Central Office
(Co). Remote Access To Call Forwarding (RACF) allows you to
dial in to the Telco switch yourself with your wireless phone, enter a
PIN, then redirect lines to wireless users, a recovery center, VOIP
provider, or other working number. To not have this inexpensive
feature on every one of your important lines is just plain silly, since
it often costs a dollar a month or less per line to add it.

Although most companies know that responsible individuals or
“teams” should be defined in advance as part of their recovery plan,
they don’t always think about how each team should interact with one
another. The last thing you need in a disaster is a turf war. Consider
these issues in advance and document them.

Technology itself is not enough in today’s era of mega-disasters.
Consider Oklahoma City, September 11, Hurricane Katrina and others.
In each of these instances technology was not the deciding factor in the
immediate aftermath of the disaster. It was communications and coor-
dination that was key. You need to restore “department to department”
communication as well as electronic telecommunication. Sometimes
companies don’t realize this until it’s too late.

This is not to say technology should be downplayed. Quite the con-
trary, sometimes organizations silently fall “behind the technology
curve” with disastrous results. For example, a few years back I worked
with a company that had a state-of-the-art data center. This company
had a lot of money and spared no expense with regard to protective and
redundant systems. One day however, the company had a major power
disruption. In that disruption the data center stayed up, (which was on

UPS) but all voice and data communications were dead in the water. As
good as this company was, it was just a little slow on the uptake and did
not realize it had crossed an invisible milestone. The company stopped
being a large consumer of telecommunications and for practical pur-
poses was now its own phone company. While it sounds funny, there
are thousands of organizations that are functionally their own phone
companies these days. High capacity T1 and T3 lines connect Private
Branch Exchanges (PBX) to the Public Switched Telephone Network
(PSTN) on almost a peer-to-peer basis. PBXs have evolved to the point
where they far exceed technology used by the phone company and are
now large computers that demand computer-level grade of protection.

While all this silent change was occurring, the company above failed
to adopt the new STANDARDS that are necessary for a phone com-
pany. Telephone companies have backup 48-volt batteries for power
outages. This company did not, even though it had been sophisticated
enough to have a UPS in its computer room for decades. The company
simply didn’t realize the exposure until disaster actually struck. Since
that time the company has invested in backup batteries for its PBX and
equipment rooms, and is investing in many other “telephone company
grade” protection systems to avoid future problems.

Has your organization passed any of these invisible milestones? It’s
more common than you think, and not only in voice communications.
How prevalent is the Internet in your organization? (He asks know-
ingly…) What was simply a flirtation a decade ago outside of the mil-
itary and academia has now often become THE mission-critical
revenue-impacting system in many organizations. PC home banking,
PC-based home shopping networks, and PC-based securities and port-
folio trading are but a few examples. Is your Internet platform up to
par? Just as the company above neglected backup power, your firm’s
web servers are probably crossing more invisible milestones. Web
servers should include redundant common logic boards, hot-swappable
parts, inventories of spare parts, redundant T1 access, and other ele-
vated standards because they are mission critical now too.

I invite you to draw on some of the good common sense funda-
mentals of a workable contingency plan, which change relatively lit-
tle over time. I already know that as a technologist you know how to
leverage today’s technology as you plan. While you are at it, why not
dust off some of those old mainframe recovery plans? Things like
PBXs and routers are beginning to look and act like yesterday’s main-
frames and now demand the comparable levels of protection because
they are just as important today. I am also sure that I am not the only
Vietnam Era veteran who has noted that military contingency plan-
ning and practices deserve a second look today. This is particularly
true since the commercial sector has “caught up” with the military in
many regards and demands the same recovery capabilities due to the
threat of terrorism. It’s not only nostalgic for me to think of all this
again, it’s useful as well.

I would like again to express my delight in returning as a contribut-
ing author for my old NaSPA friends and invite you to call or email me
directly if I can be of further service. Best of luck in your pursuits!  

NaSPA member Leo A. Wrobel has 25 years of experience with a host of
firms engaged in banking, brokerage, heavy manufacturing, telecommunica-
tions services and government. He is presently President and CEO of Dallas-
based TelLAWCom Labs Inc, http://www.tellawcomlabs.com.
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