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When Disaster Strikes,
Do You Know Where

Your Data Is?
By  Pe t e r  C a r ro l l

SOMETIMES
it takes a natural disaster to drive home
the point that data protection is a neces-

sity in today’s technology-driven society. The recent catastrophic
events along the Gulf Coast have left many businesses and individuals
reeling from data loss, and many more vowing to take the necessary
steps to ensure that they are protected not only from floods and hurri-
canes, but also from the more common forms of data loss such as
human error or viruses.

According to industry experts, the recent large-scale disasters have
indeed brought data protection to the fore. On-line backup services like
Data Deposit Box have noticed a steep increase in inquiries, with
signups doubling in the months following Katrina and Rita. But the
question remains, why does it take a disaster for people to focus on
something that is so critical and easy to do?

Loss of data for even a short time can create significant costs in
productivity and profits. The statistics are sobering. In a recent study
by Maxtor Corp. and Harris interactive, 90 per cent of those surveyed
knew that they should make a regular practice of backing up their
data, whereas very few ever did. In fact, fully one third never both-
ered at all. But data loss can be more than just inconvenient. In total,
seven out of 10 businesses go bankrupt within a year of experiencing
major data loss.

So why don’t people backup their data? In the same study, 44 per
cent of respondents stated that they felt the process to be too technical.
But it doesn’t have to be. On-line backup solutions allow everyday PC
users, who don’t have the benefit of an IT support person, to easily
backup, restore and share data online. The process is quick and easy.
And, equally importantly, at 1 cent per megabyte, the cost of this
“insurance” for data is affordable.

Sybille Sorrentino, a small business owner in the U.S. Virgin Islands
can relate to this: “We live on an island, so backing up and taking the
tapes off-site doesn’t really provide us with that much protection; a hur-
ricane can come along and destroy everything. Online backup to a dis-
tant location is the only safe way to go.”

The simplicity of any backup system is the key to its success.
Traditionally, external backups to servers, tapes and CDs have been
the methods of choice for small companies and individuals looking
to prevent data loss. But these methods are also failure prone. They
are inconvenient and time consuming, and require the user’s atten-
tion to start, monitor, and close the process. Tapes are vulnerable to
damage by heat and sunlight and can be lost or stolen. Magnetic
backup media can be damaged by electromagnetic fields emitted by
TVs and other devices. And the hassle and expense of transporting
the tapes off site means that backups are not always the priority they
should be.

Recent events have shown that while most major corporations
seem to have disaster recovery plans in place, the smaller ones have
not invested the time to do so. Luckily, there are options for individ-
uals and small businesses who want to ensure that they are prepared
for any type of emergency. On-line backup and storage sites are cost-
effective and very secure, but better yet they are hassle free. There’s
no button to push or icon to click to backup files; the software runs
whenever the user is on line. Because the backups are constant and
run in the background, the possibility of human error or omission is
eliminated. And because the data is secure in an off-site location,
there is no risk that tapes or CDs can be ruined in a flood or lost in
a hurricane.

Judy Barrett of Santa Fe, New Mexico had her own small disas-
ter to contend with and now uses Data Deposit Box to protect her
data. “If you think the Cybergods are going to magically take care
of your data, you are wrong. One day my computer crashed and I
quickly got my Ph.D. in data loss. I found my way to Data Deposit
Box and now I sleep like a baby, knowing that my data is constantly
and automatically being transferred and securely stored in my Data
Deposit Box account.”

Many businesses and individual users think that they and their
businesses are protected by insurance. However, while insurance is
critical as the final line of defense in an overall disaster plan, its only
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part of the equation. Data loss prevention is equally if not more
important. Indeed, many victims of Katrina are finding that their
insurance policies do not cover the cost of restoring lost data or
income lost due to the unavailability of their computer system. This
is because most insurance covers only direct physical loss of the
hardware and not the critical information within it.

Data recovery is a 6 billion dollar share of the computer industry,
and many recent hurricane victims along the Gulf Coast are turning
to data recovery companies to try to salvage their ruined hard drives.
Restoration of damaged hard drives is often possible, say experts,
but it isn’t cheap. It costs about $1000 per hard drive to reconstruct
data from damaged computers. So while this will bring relief to
many whose hard drives were submerged under flood waters, it will
likely not be their only method of data protection in the future.

There are many lessons in emergency preparedness that can be
learned from hurricanes Katrina and Rita. First and foremost is that
data backup for individuals and small businesses is the most important
“insurance” they can buy, and also the cheapest. After all, PCs and lap-
tops can be replaced, but once data is lost, it’s gone forever.  

NaSPA member Peter Carroll is a founder and CTO of DataDepositBox, an
online backup solution based in Toronto, Canada and online at
http://www.datadepositbox.com
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