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Mission:Wireless
Certification

By  Ke i t h  Z i e l i n s k i

OVERVIEW

Wireless networks have permeated our everyday life. From your
corner Starbucks where you get that Java you can’t seem to do with-
out to your work office network, and virtually every large and small
business in-between, you can sniff the airwaves and hook-up and surf.
The standard currently used is based on the original 802.11 standard.
It was defined by the IEEE (Institute of Electrical and Electronics
Engineers, Inc.) in 1997. The first standard transmitted up to 2 Mbps.
Successive improvements have given us the current “Super G” version
that transmits at a blazing 108 Mbps maximum. The future applica-
tions of this technology are endless. 

Security is an understandably top concern considering the vulnera-
bilities when we subject our data to the airwaves. Fortunately there are
reasonably adequate safeguards available with most 802.11G devices.
The most notable is WEP. WEP (Wired Equivalent Privacy) as defined
by webopedia.com (yes, there really is a website with that name) as “a
security protocol for wireless local area networks (WLANs) defined in
the 802.11b standard. WEP is designed to provide the same level of
security as that of a wired LAN. LANs are inherently more secure than
WLANs because LANs are somewhat protected by the physicalities of
their structure, having some or all parts of the network inside a build-
ing that can be protected from unauthorized access. WLANs, which are
over radio waves, do not have the same physical structure and therefore
are more vulnerable to tampering. WEP aims to provide security by
encrypting data over radio waves so that it is protected as it is trans-
mitted from one end point to another.” Current 802.11G routers come
with 256 key encryption that causes noticeable speed degradation but
with a fairly robust level of security.

What are the ways to prevent vulnerabilities? A snoop program such
as Snork© can eavesdrop on your communications and detect intru-
sions. This same type of technology such as NetStumbler can obviously
be used to sniff for holes by hackers. Windowsecurity.com reported that
“According to a December 2004 study, 60 to 70 percent of all wireless

networks are insecure.” That is quite a significant statistic. But what is
the reason that there are so many people willing to let their networks
open to invasion? Many of those are your friends and neighbors that
have not bothered to secure their home networks. Those types of net-
works will likely not be secured until the wireless manufacturers design
either a more easy to configure product or, better yet, one that comes
secured without the option of no encryption. Others that are currently
not secured are the inadequately secured locations from the small busi-
ness owners to the largest of corporations. The people who are respon-
sible for setting up those wireless networks are not necessarily
ambivalent on whether or not their networks are secured or not. The
technologies involved in securing those networks are available for all to
use. The easiest way to ensure your IT staff has the skills to safeguard
your systems is training. Certifications are also available to test those
learned skills.

GETTING CERTIFIED

Like the wireless industry, the certification for wireless is under-
standably still in its relative infancy. Several companies have stepped
up and offer various avenues for both training and certification. Some
of these companies include:

▼ CWNP
▼ AreTechnologies
▼ Cisco
▼ Consumer Electronics

See FIGURE 1 for course break downs for the CWNP offerings.
You can register at Pearson VUE(http://www.vue.com/cwnp) or

Prometric(http://www.2test.com)locations. 
As an interesting benefit to our military personnel, CWNP exams are

reimbursable to military personnel through the GI Bill. This reim-
bursement applies to all CWNP exams. 
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ARETEC

Aretechnologies.net offers a vendor neutral certification solution that
is much more robust but also requires a several month commitment.
There are 3 levels of certification:

▼ Certified Wireless Professional
▼ Certified Wireless Developer
▼ Certified Wireless Expert

AreTec Certified Wireless Professional [AceWP]
Course Contents Duration: 400 hrs., including 200-225 hrs. of Lab

Practice. (Five Tracks)

Ace WP Track 1:Wireless Applications Development (80 hrs.)
Important: Are Technologies recommends that students refresh them-

selves with the topics under the “AcePrelims” Curriculum before starting
with the Ace Wireless Professional Program located on their website.
Includes the following topics:

Evolution of Wireless Computing, J2ME and Java in Wireless
Environment, Palm & Windows CE Programming for Mobile
Computing, Location Based Services (Triangulation Techniques
&Apps), Voice Content Apps- Voice XML, MMS, WAP Protocols,
WML, WML Scripts and Graphics, Push, iMode & Chtml,
SymbianOS, Brew OS.

Ace WP Track 2:Wireless DSP, RF and Antennae (80 hrs.)
Includes the following topics:

Evolution of Wireless DSP & RF in Communications, Analog and
Digital Data Communications, DSP Algorithms’ Implementations for
Wireless Devices and Units, High Performance DSPs; DSP Techniques
for 2G to 4G, GPS & Wireless Networks, Multimedia Signal
Processing (A/V Streaming, Voice Recognition), RF and Baseband
Circuits for Wireless Devices; RF Planning Issues, Transmission
Analysis & Antennae Design, Antennae Planning in real networks.

Ace WP Track 3:Wireless Carriers (2G, 2.5G, 3G & 4G)
(80 hrs.)
Includes the following topics:

Evolution of Wireless Telecommunication Standards, SS7, TDMA,
UWC136

2G (FDMA, GSM, SMS, WLL, CDMA), 2.5G (GPRS and EDGE)
3G (UMTS, WCDMA, CDMA 2000), 4G Carriers & Networks
GPS and Satellite Communications

Ace WP Track 4:Wireless Networking and Security (80 hrs.)
Includes the following topics:

Evolution of Wireless Networking over PAN, LAN & MAN, 802.11
(a, b, g, i Protocols & Architectures), 802.15 and WiMedia, (WPAN),
802.16, WMAN and WiMax, Mesh Networks

Wireless Security Implementation, Bluetooth (Piconets, Scatternets,
Protocol Stacks (LMP, SDP, LAN, DUN), Profiles, Link Controls

Ace WP Track 5:Wireless Embedded Systems (80 hrs.)
Includes the following topics:

Evolution & application of Embedded Systems in Wireless
Wireless Microcontrollers and Microprocessors
RISC, CISC, MIPS with emphasis on ARM

VLSI Chip Design and Implementation (Verilog, VHDL) in
Wireless Environments, Circuit Designs, Descriptions
Real Time Embedded Development (RTOS in Wireless)
Protocol Interfacing, Wireless Device Drivers

AreTec Certified Wireless Developer [AceWD]
Duration: 200 hrs., including 125-150 hrs. of Lab Practice for each

module

Track 1:Wireless Applications Development
Track 2: Wireless DSP, RF and Antennae
Track 3: Wireless Carriers and Networks (2G, 2.5G, 3G, 4G)
Track 4: Wireless Networking, Security and Navigation Systems
Track 5:Wireless Embedded Systems

AreTec Certified Wireless Expert [AceWE]
Duration of Exam: 2 hour written paper and 4 day Lab Test at

AreLabs for each module 
The AreTec Wireless Expert program is designed to further

enhance each of the specializations taken in the Developer program.
There is no classroom training offered for Level 3. This curriculum
involves self-study, attending international seminars (conducted by
Are Technologies), interactive on-line sessions, etc. The exam
involves a 2 hour written paper and a lab test spanning over 4 days for
each specialization taken. Level 3 benchmarks the ultimate level of
expertise. Candidates who pass this exam will be called ‘Experts’ in
their respective fields. 

Track 1: Wireless Applications Development
Track 2: Wireless DSP, RF and Antennae
Track 3: Wireless Carriers and Networks (2G, 2.5G, 3G, 4G)
Track 4: Wireless Networking, Security and Navigation Systems
Track 5: Wireless Embedded Systems

Certified AceWP Instructor [CAI]
Step 1 CAI Training Procedure 

a. CAI Technical Training for the Specialized track (32 hrs)
b. Communication and language skills (4 hrs)
c. Psychometric and Personality Development (4 hrs)

Step 2 CAI Test and Certification 
a. Presentation of Technical topic (2 hrs)
b. Technical viva voce based on practical knowledge acquired

during CAI training.
c. CAI Final Test
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CWNP
Wireless LAN Administration (PW0-100) $175.00 U.S.

Exam Length—90 minutes—60 Questions 

Passing Score = 70%

Wireless LAN Security (PWO-200) $175.00 US
Exam Length—90 minutes—60 Questions 

Passing Score = 70%

Wireless LAN Analysis (PWO-205) $175.00 US
Exam Length—90 minutes—60 Questions 

Passing Score = 70%

FIGURE 1: CWNP OFFERINGS
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You can register for AreTec exams at Prometric (http://www.2test.com)
locations.

FINAL THOUGHTS

Wireless certification has many options, but is it for everyone? Large
corporations with large budgets and critical amounts of data being
accessed may want to consider doing what they can to safeguard their
systems. Certification will at least ensure their people have the con-
cepts of what can/should be done within their organization. Other
avenues that would likely be well served are service vendors such as
Geek Squad in Best Buy.  

NaSPA member Keith Zielinski is a senior Programmer/Analyst at a Fortune 100
retailer. He has 13 years of IT experience including Network Administration and
ERP Implementations.
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ADDITIONAL RESOURCES

Certification Providers Websites
▼ CWNP - http://www.cwnp.com/index.html

Books
▼ CWNP “Get Started In Wireless”

▲ CWNA Self-Study, Exam PW0-100 (3rd Edition) -
$47.24

▲ ISBN: 0072255382
▼ CWNP “Secure Your Network From Hackers” 

▲ CWSP Self-Study, Exam PW0-200 - $69.99
▼ CWNP “Maximize Your WLAN’s Performance” 

▲ Wireless LAN Analysis(Exam PWO-205) - $47.24, 
▲ ISBN: 0072255854

▼ Cisco Networking Academy Program Fundamentals of
Wireless LANs Companion Guide - $80 

▲ ISBN: 1587131196
▼ Maximum Wireless Security

▲ $58.92 - ISBN: 0672324881


