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Computer Forensics
By  J im  R u e

ERIC
Robi is a Certified Computer Examiner in Hermosa
Beach, California. His primary work as a computer exam-

iner is the forensic study of computers for the purpose of providing
expert testimony in court. It’s a growth industry and Robi gets phone
calls offering him new cases every day. Robi describes his workdays as
busy and the work as fascinating. “It’s detective work, really,” he says.
“Almost all of my cases come after a phone call from an attorney
preparing a case.” In the last three years Robi has spent roughly 600
hours investigating PCs, hard drives, CD-ROMs and flashdrives, look-
ing for evidence that supports the position and argument of his client.

About 30% of Robi’s cases are criminal. In those cases he works
exclusively for the defense, as the government has a large apparatus set
up to certify their own in-house experts. Some of his cases have been
high profile, but as he signs nondisclosure agreements with all of his
clients, he can’t discuss many specifics. He says he has handled the
computer forensics aspects of cases ranging from breach of contract to
one involving solicitation to murder. This last case is pending. The
defendant is incarcerated and awaiting trial. He has defended alleged
hackers, perpetrators of online fraud schemes, and even one case in
which a military man was charged with downloading child pornogra-
phy. Robi says of these cases, “What the prosecutor alleges and what
happened are not necessarily the same. I strive to be very independent
and impartial—if I find something that is not helpful to my clients’ case
I let the attorneys know so they can do their jobs as well as possible. If
something is helpful, I let the attorney know that also.”

A FAST GROWING CAREER TRACK

In the civil cases he works, Robi only rarely faces another certified
computer forensics expert rebutting his testimony or testifying for the
other side. He says, “I sometimes have other computer expert witnesses
testifying about a case I am involved in but they are almost never certi-
fied. Sometime they testify and then leave and we never do find out what
their qualifications were.” There just aren’t that many people in the spe-
cialty. Not yet anyway. Robi estimates the number of certified computer

examiners in private practice to be only in the hundreds nationwide.
Robi would know. He is on the board of the Forensic Expert Witness
Association and also sits on the committee of that organization respon-
sible for testing and certifying computer experts. Robi is certified by the
International Society for Forensic Computer Examiners (isfce.com).
There are other competing certifications but Robi believes the number
of certified computer experts from all American private agencies do not
exceed a few hundred. The government, with their own protocols, stan-
dards and certification processes, may employ several thousand more.

One would anticipate that computer forensics would entail such arcana
as fingerprints on a mouse or hard drive or DNA on a keyboard, but those
sorts of forensics fall to other varieties of experts like fingerprint experts.
Almost all evidence handled by a CCE comes from some sort of data
storage medium. When it appears that a drive or a body of data has been
willfully destroyed, the medium is sent to a data recovery service. Robi
focuses on the data trail left behind as a result of computing activity.

RIVERS OF DATA FLOWING JUST UNDER
THE SURFACE

Issues comprising court admissible evidence often involve chains of
data unwittingly left on a computer during a computing session. Says
Robi, “A recent published statistic said that 80% of new documents
produced now will never be printed—we print more documents than
ever before, but we also produce much more information than ever
before. The implication is that 80% of all potential evidence resides on
some storage device and will never be printed unless we have occasion
to find it and expose it. One common example is this - when you use
your PC to surf the web there may be no indication on your screen that
a trail is being created. You’re not typing anything, you’re not giving
the command to save anything, there’s no word processing document
or spreadsheet created. But the fact is that you are creating a huge
amount of information and leaving tracks in your system files that
reveal your online session in great detail. The number of experts trained
to explore and expose this data is very small, but it is clear that the field
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will grow and grow because more and more documents are produced
by software without our ever knowing it.”

It’s not that hard to open and examine a history file. Any astute computer
user has done it dozens of times. The harder part of computer forensics is
to examine the evidence without poisoning the well - without disturbing
the data on the drive in any way. If a single byte should be altered during
investigation on a drive containing evidence, that evidence becomes inad-
missible by virtue of having been tampered with. Booting a PC once cre-
ates many new files and alters hundreds of others. The greater part of
computer forensics is comprised of learning the standard procedures for
examining storage media without changing anything. This is necessary if
you wish to reveal and employ incriminating (or exonerating) evidence.

BROWSER HISTORY

Robi uses the contents of history files to infer online activity but
points out that sometimes things are not as they seem. “If you see that
a browser has received pages from a single website 100 times in five
minutes, that shows clearly that the user was actively using the site. But
if he then spends 45 minutes viewing a single page before he loads
another, there is typically no way to know or to prove that.” Then, as
anyone acquainted with spyware can attest, sometimes pages come that
you didn’t ask for and don’t want.

OTHER EXPERT WITNESSES, AND THE FINE
DISTINCTIONS OF FORENSICS

Robi has been involved in a number of intellectual property cases. Most
of those are civil cases. But some expert witnesses maintain that the term
‘forensic’ examination is restricted to proof of wrongdoing and guilt in a
criminal case, or not. Dictionary definitions of the word differ too. John
Levy of Point Reyes Station, CA is one expert witness who does not per-
form forensic examinations. With engineering degrees from Caltech and
Cornell and a PhD in computer science from Stanford, Levy is inarguably
outstanding in his field but he has never worked on a criminal case, and
he does not regard his work as forensic. Levy evaluates design and engi-
neering specifications, microelectronic circuitry or source code to reveal
evidence attesting to the originality of those creative works. Nonetheless,
Levy is a member of the Forensic Expert Witness Association, and so
surely some of the methods he uses must be the same.

Critical factors in computer forensics are the degree of rigor that
goes into examining and preserving the ‘evidentiary value’ of a storage
device, and the documentation that allows patterns to emerge and pre-
viously hidden facts to become known. While this may sound tedious
in the extreme to people of certain personality types, it is the steak and
potatoes of gumshoe work.

The legal issues impinging on seized data can be quite dramatic. Often
incriminating evidence, though permanently wiped from a network drive,
may be discovered whole on a backup set. It is said that both Bill Gates
and Bill Clinton have over the course of discovery run afoul of that pecu-
liar egotism that says to us in defiance of the easily obtained facts, “This
is my machine. My data exists no where other than right here.”

But any large corporation has backup sets. In the case of Bill Gates,
copies of past emails he thought to have been deleted were found in the
archives and brought to court. These emails became a pivotal factor in the
successful prosecution of Microsoft for antitrust violations. President
Clinton left similar breadcrumbs behind when trying to conceal the true
nature of his association with Ms. Lewinsky. In either case, if it could

have been shown that the backup set containing the evidence had been
written to in any way during discovery, it would have been ruled inad-
missible. If a medium has in fact been changed since initial examination,
it is often easy to prove. Mark Cooper of Drive Service Corporation in
Costa Mesa, CA looks for a cryptographic hash number in the file allo-
cation table known as the MD5. The value is the result of a mathemati-
cal formula involving, somehow, every byte on the drive. Consequently,
if a single byte (or more) is written to the drive, the MD5 will change.

INADMISSIBLE EVIDENCE

Even when a drive is attached as a slave device, for example, it may
very well fall victim to a write operation over the course of the normal
boot process. In order to prevent this, special equipment becomes part
of the forensic technicians’ toolbox. A write blocker allows the host
computer containing a suspect drive to copy or read any portion or all
of the drive while guaranteeing that the original drive will not be writ-
ten to advertently. Then the duplicate can be examined at length with a
much smaller level of concern about inadvertent changes, because the
original remains unadulterated in the evidence room. While a data
cables with a couple pins removed might seem as if it would be suffi-
cient to the task, write blockers are more complicated than that. A write
blocker must be able to fool the motherboard electronics into believing
that write operations are occurring exactly as told. Consequently an
IDE write blocker can cost from $200 to $450. The same hazard exists
for any medium containing potential courtroom evidence, and so write
blockers are also available for SATA, USB, Firewire and SCSII
devices. The full set will set you back nearly a thousand dollars.

The preservation and integrity of evidence, and preserving what is
known as ‘the chain of evidence’ comprise the lions’ share of the work
of forensic investigations. Displaying the rigor and documentation nec-
essary to maintain both of these beyond reproach has a lot to do with the
carriage, demeanor, habits and reputation of the expert witness. The final
component is the careful examination of suspect data, seeking clues in all
the places no one has yet thought to look, like a gumshoe from “L.A.
Confidential.” Several software packages address this need. One com-
pany, Digital Intelligence of Waukesha, WI offers forensic examination
‘consoles’ integrating software and hardware for as much as $15,000.

Other software-only companies charge much less. Either way you
choose, the primary tool for forensic investigation is the creative resource
of the human brain. Search and analysis tools are very handy in forensics
but are not of great use unless the user has ideas and hunches upon which
to act. An inquisitive nature and willingness to experiment are the main-
stays of nearly any kind of system analysis or investigation.

When hacking or wrongful access to data are the subjects of inquiry,
forensic problems become much more complex. Exploit traffic may
come to your PC from any other PC, or even from a large population of
zombie machines actuated by remote control. Forensic expertise often
means finding the original source of these mobile packets and then
proving them to be the brainchild of named invaders. As one might
imagine, in the case of network scams, that can be a complex, time-
consuming and difficult task.  

NaSPA member Jim Rue writes about computers and conducts training and
field service in Orange County, CA.
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