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Don’t You Hate It When
This Happens?

Data Recovery Is Sometimes
Unpredictable, Pricey and Necessary

By  J im  R u e

IT is a tragic, too common story. You are hurrying at the airport, trying
to catch a flight home. As you lurch out of a cab the strap to your

laptop bag slips off your shoulder. Your laptop hits the concrete, and
hard, too. Nothing to do but grab the bag and run for your flight. Once
on the plane you pull the laptop out and look it over. The black plastic
device doesn’t seem to be broken. You push the power button. After a
few seconds you see the bad news – “Unable to access hard disk 0.”
You spend the rest of the flight fretting about lost data. Suddenly a neg-
lected detail has become very important. You haven’t gotten a good
backup of your work since your CD-writer stopped working some time
last fall. Nothing too serious. Your laptop only contains a few hundred
hours of unduplicated organizing, research and creative work. And
your current ad copy. And photos of your vacation. And a half dozen
expensive software license keys, bought, paid for and stored carefully
away. Or at least it did until the moment you dropped it.

SQUARE ONE

There is nothing to gain from getting upset. That can only make the sit-
uation worse. Once home you poke around for some tools to try to return
the drive to service. You boot from a Windows 98 floppy disk. The sys-
tem boots successfully from the floppy, suggesting that the laptop com-
puter itself is not broken. From the floppy disk A> prompt you run the
program ‘fdisk’ to see if the partition table can be detected. It can not. You
restart the laptop and hold down the Delete key until you see the CMOS
setup menu. The BIOS program, asked to autodetect your drive, confides
that it has not seen a hard drive in the vicinity lately. More bad news.

Starting up your healthy desktop computer, you search Google for
the particular make and model of laptop you have, and the words ‘hard
drive removal.’ You find a website that illustrates the steps necessary to
pull the hard drive. You print the instructions and go to work. Only a
small Phillips screwdriver is necessary, and some time and patience.
The drive is soon easily visible. Before pulling the drive out you check
the connections between the laptop and the hard drive. They seem

whole and unbroken, but not completely tight. Carefully you tighten
the mini-IDE controller cable connector where it attaches to the drive,
and check the cable at the other end. After all, if this works you are
back in business. You reassemble the laptop sufficiently to test and see
if you have induced any change in the behavior of the machine. Nope.
The content of your drive remains a well-protected secret.

TRY ANOTHER SYSTEM

Next step is to track down your Micro-IDE (44-pin) to IDE (40-pin)
converter, or buy another from the local geek shop for $10. Remove the
drive, attach it to an unused IDE controller on your desktop (don’t for-
get to power it down first) and see if the BIOS on your desktop can rec-
ognize the drive.

Still no luck. The drive is apparently dead. You have taken all the
steps a reasonable person might entertain when faced with an unread-
able drive. At this point you may become unhinged, throw things and
yell at everything that moves. Several audio files float around the web
that chronicle users who have chosen to vent their frustrations in the
direction of beleaguered telephone tech support personnel. Choosing
not to lose your data and be a laughing stock too, you instead begin to
thumb the trade magazines for ads for firms that do data recovery.

BITING THE BULLET

One such firm is Drive Service Corporation of Costa Mesa
(http://driveservice.com). Proprietor Mark Cooper has been recovering
data from failed drives since 1992 when he went to work for the firm.
By 1994 he was the owner. He had a couple of years of programming
experience behind him and a couple of years in the field of office
equipment. When he first began attempting data recovery the
Michelangelo virus hit with full force, and DSC got a sudden shot in
the arm as Michelangelo-infested drives poured in his door.
Michelangelo overwrote the first few hundred sectors of a drive, right
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where the file allocation table of a Windows machine would reside. The
smaller the drive, the more damage the virus could do.

While Cooper strives to treat customers as he likes to be treated, data
recovery is often a time consuming, pain-staking endeavor. Says
Cooper; “People send me drives from all over the country now. I have
stopped spending money on marketing because we have as much work
as we can handle.” But bringing a drive to him is usually a last resort
for the customer. In fact, many customers bring him drives after unsuc-
cessful attempts to recover the data themselves. Mistakes are made. If
a client has opened the drive, the data is usually a total loss.

BE SENSITIVE TO MOOD SWINGS IN YOUR
HARD DRIVE

To avoid having to bring your drive to him, Cooper emphasizes the
importance of awareness of the warnings signs that signal an
approaching drive failure. A change in the way a drive sounds or
gradual increase in the amount of noise it makes should be interpreted
as warning to insure that any important data is backed up. Increased
noise often means increasing vibration, friction and heat. A steady
clicking usually indicates that the read/write head is riding from stop
to stop and back again while it unsuccessfully seeks valid data. And
if the status light on the drive goes from green to red and stays red, a
failure of the drive is imminent. “The red status light indicates phys-
ical problems with a drive. Software solutions such as scandisk can
only cause further data loss in a situation like that.” If the red light is
on for a while and then goes out and the drive appears to be operat-
ing normally, that is the moment of maximum unwarranted compla-
cency. Take the opportunity and get a complete backup before the
problems come back. Cooper recommends the Nero backup utility for
a stand-alone desktop, “Because it treats the backup medium just like
a tape drive.”

Concurrent problems with a drive, and layered levels of complexity,
decrease the likelihood of successful recovery. Cooper has never been
able to recover encrypted data from a drive that has become physically
corrupt, for example. One might not regard encrypted data as a prob-
lem, unless the data is yours and you can’t get to it.

WHAT GOES WRONG

Today, a rule of thumb is that the smaller the capacity of a drive,
the greater the prospects for recovery when it fails. Data is mind-
bogglingly dense now – a 3 ? inch platter might hold as much as
100GB. The read/write head of an older drive is typically a trans-
ducer extending parallel to the read/write actuator, but newer drives
have a ‘pickup head’ that is a mere pinpoint facing the spinning sur-
face like a phonograph needle, but riding above the disk surface,
very close but not touching it. While the read/write head may face
downward, the read/write armature is designed aerodynamically. In
keeping with the seasoned Winchester technology that made hard
drives economically feasible for desktops in the first place, modern
read/write heads have just enough lift built in that they float on a
cushion of air within two or three microns (that’s two or three mil-
lionths of an inch) of the spinning disk.

Clearly, such a device is not intended for rough treatment. When
vibration, impact or other misfortune causes the head to pierce that
cushion of air while the drive is powered on, that’s when the real
trouble begins. The dreaded head crash remains one of the most

serious causes of data loss in the computing business. If the
read/write head actually scrapes the platter (which is, after all, spin-
ning at up to 10,000 rpm) the relatively soft ferrous coating will be
scraped off of the spinning glass surface, and that ferrous coating is
the magnetic material that contains the data – contained the data.
One of Coopers’ options when this happens is to open the drive and
replace the read/write head with one taken from an identical but
operational drive. This destroys a perfectly good hard drive, but it is
a small price to pay when then return on the investment may be the
recovery of data that would otherwise be lost forever. But if the
media surface has been seriously disturbed, replacing the heads
won’t help.

On the other hand, problems with the drive electronics might be
recovered from easily. If an integrated circuit fails on a circuit board
mounted on the outside of a drive, replacing the entire board using
one from an identical and known-good drive may be a relatively sim-
ple and very effective solution. A misaligned read/write head can
sometimes be corrected by using a servo writer to reprogram the
head actuator.

These are the sorts of projects that occupy Mark Coopers’ work-
days. Cooper tells of an early client who had dropped a hard drive onto
a concrete floor. Not a good idea in the first place, but the drive con-
tained the results of a million dollars worth of software development
time with no backup of any kind. The firm was willing to pay what-
ever was necessary to recover the data. Cooper took the cover off the
drive in a class 100 clean room environment. “A single particle of dust
can act like a bullet when trapped inside a drive enclosure,” says
Cooper, “The Bernoulli effect becomes very intense and the wind
spinning inside the drive causes any loose particles to hurtle around
inside the drive with great force.” Inside the drive he found that the
post upon which the pivot point for the actuator rested was bent so that
the drive head did not move parallel to the disk surface as it ought.
Cooper used a cold weld product called J.B. Weld to attach a piece of
one inch tubing around the pivot point and then installed four
setscrews through the tubing facing in, touching the post. With the
drive running, still in the clean room, he tweaked the setscrews until
the drive came ready and then was able to retrieve the missing soft-
ware for a very grateful client. Says Cooper, “A very common myth
about data recovery is that we can take platters out of a failed drive and
install them into another drive. It doesn’t work that way. Getting the
heads aligned correctly inside the new drive would be out of the ques-
tion, especially with the density of new drives. And increasingly the
platter itself is made of glass because it makes a smoother surface than
aluminum. All new laptop drive platters are glass. If the platter shat-
ters, the data is gone forever.”

CANNED HEAT

Most failed drives are toast; which is to say most failures are
attributable to excessive heat. Early removable SATA drives were
sold in enclosures that were completely unvented, leading to many
cooked drives. Cooper says that 1%-2% of all notebook drives even-
tually fail, and a somewhat smaller percentage of 5 ?” drives. “It has
been less than two years since drive manufacturers stopped using
metal ball bearings or roller bearings on the axles. Previous to that
drives were never intended to be run 24/7, but drive manufacturers
never told you that. File servers, RAIDs, all of them contained the
same sort of bearings. Eventually, especially under heat, the disc
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bearings would wear down or even become misshapen. That would
allow the disk assembly to jitter. The vibration would compound the
wear and subsequent heat in the axle and eventually the drive would
fail. Now most drives are manufactured with fluid dynamic bearings
(FDBs). Instead of having metal bearings, the axle with an FDB
rides on a very thin layer of silicone lubricant. The end of the axle is
manufactured with curved splines that force the lubricant to stay
between the axle and a hardened steel plate. The end of the turning
axle hydroplanes above the plate surface and so there is no metal-to-
metal contact.” It is much cooler and much more dependable than
metal bearings. “But some of the first FDB drives did not have a suf-
ficiently sealed fluid capsule, allowing the lubricant to vaporize.
When that happened the drive axle became more or less welded to
the drive housing. Prognosis: A total loss for the drive and 100%
data loss.”

OTHER MEDIA

Drive Service Corporation also recovers data from failed CDs and
DVDs, tape drives, floppy disks and even flash drives. Says Cooper,
“Many, even most of the data recovery tasks we receive come to us
after a client discovers that the backup procedure he relied on didn’t
do what he thought it was doing. Having your documents directory
back up to the file server each night at midnight is great unless you
turn your computer off every afternoon when you leave. A backup pro-
cedure is designed to back up certain subdirectories regularly. That is
fine until you make a new subdirectory that the backup doesn’t know
about. I like this work but I don’t like to see people lose their data. The

more attention you give to assuring that your data is redundant, the
less likely you will find yourself painted into a corner and requiring
data recovery services.”  

NaSPA member Jim Rue writes about computers and conducts training and
field service in Orange County, CA.
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DATA RECOVERY SERVICES IN THE USA
BY REGION

California
Drive Service Corporation, Costa Mesa, CA
Mark 714/549-3475    www.driveservice.com

Southwest
Southwest Stars Corp, San Antonio, TX
210/734-2272    www.SwStars.com

New England
Excalibur Data Recovery, N. Billerica, MA
978/663-1700    E-mail: excaliburdr@rcn.com

Midwest
Midwest Data Recovery, Niles, Illinois 
Bob Mahood 312/907-2100    www.midwestdatarecovery.com

Southeast
Action Front Data Recovery Labs, Norcross, GA
Phil Graham 770/300-0744   www.actionfront.com

MidAtlantic
Total Network Technologies, Parsippany, NJ
973/439-0398    www.data-recovery-labs.com

Pacific Northwest
Metro Computer Works, Portland, OR
503/289-1986    www.metrocomputerworks.com


