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The Challenge of Providing
a Complete Audit Trail in

Legacy Systems
By  Yove l  B a d a s h

BACKGROUND

As many leading industry analysts point out, legacy systems still
play a leading role in today’s IT infrastructure. These “old” main-
frames, AS400’s, and other legacy machines handle well over 50 per-
cent of the world’s business transactions.

Many companies have tried to move away from these legacy sys-
tems due to the ostensible attractiveness of new technologies and in
an apparent effort to reduce cost of ownership. Some organizations
have tried to gradually migrate from these platforms over the years
while others tried more quickly to combine their migration efforts
with the burst of Y2K initiatives in the late 1990’s. However, despite
these efforts, the vast majority of the organizations have found it
necessary to continue to use and invest in mainframe and related sys-
tems. Government agencies, insurance companies, banks, financial
institutions, retail, and manufacturing are a few examples of organi-
zations that typically run their mission-critical applications on these
types of systems.

The current business environment for every company, be it a gov-
ernment department or a private bank, has changed significantly in the
past 5 years. The Internet and some of the newer technologies, like web
services, have revolutionized the way we do business. Applications that
were designed to serve a company’s internal users may now also serve
the Internet portal of the company. Partners that may have once had no
access to the internal information of a company, can now submit orders,
check inventory and look at information that was previously considered
internal and confidential. The business rules have also changed and
now companies offer “self service” portals where customers can go and
inspect their last bill, change their address and do many other transac-
tions previously unavailable. This, too, adds another layer of complex-
ity with the legacy systems and causes many CIO’s to be on the lookout
for appropriate solutions.

Since the Dot Com era many organizations have changed their atti-
tude towards their IT budget and development roadmap. Today, if a

project does not have a clear ROI, a clear competitive advantage, or
does not represent a distinct increase in productivity, it is typically post-
poned or not approved in the first place. IT executives are now chal-
lenged with much more than just the implementation of a new
technology or project. They now need to point out the bottom line value
of their initiatives or specific ROI to these projects.

It is highly likely that many of the companies that currently run such
legacy systems will continue making use of them for many years to
come. As such, it would bode well for such companies to address and
prepare for a number of challenges. This article focuses on one such
hurdle in particular, that of constructing a comprehensive data audit
trail that conforms with federal legislation and security standards, and
provides recommendations on meeting this challenge.

THE CHALLENGES POSED
BY REGULATORY COMPLIANCE

Recent legislation has altered the way US organizations do business
and, in turn, has posed new challenges that their existing IT systems
must meet. The corporate-governance Sarbanes-Oxley Act of 2002,
(“SOX”), for example, mandates all publicly traded companies to
implement procedures and processes that control different aspects of
their business (operational and IT) that affect the financial reports.

Some of the SOX requirements are:

1. A company must segregate duties so that one employee
cannot be responsible for duties that may give rise to two
possibly conflicting processes, such as when an insurance
company worker both opens a policy and also processes a
claim under that same policy. SOX requires such conflicting
duties to be segregated and delegated to different individuals
within the company.

2. Companies are required to possess the requisite control over
their “super-users,” such as system administrators and
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application developers. These employees usually enjoy
programmatic access to production code or database tables. SOX
calls for companies to consistently monitor the actions of these
“super users.”

3. Organizations must produce and maintain an understandable and
comprehensive audit trail of its disparate processes. Companies
need to have the appropriate monitoring in place for controlling
and auditing every transaction that might impact figures on their
financial reports. Who, what, when, and why are some of the
questions they need to answer.

Another example of legislation that has affected the utilization of
legacy systems is the Gramm-Leach-Bliley Act (“GLBA”), also
known as the Financial Modernization Act of 1999. The GLBA
includes provisions to protect consumers’ personal financial informa-
tion held by financial institutions, such as insurance companies,
banks and other financial organizations in the US. Firms that keep
such personal customer financial information must abide by the
tenets of the GLBA, which include collecting and logging sufficient
customer user data as well as identifying unauthorized access
attempts and security violations.

Healthcare organizations that keep personal health information
need to comply with the HIPAA Security Rule (effective date April
21, 2005). According to item 164.312 of the HIPAA Security Rule,
for example, companies need to “Implement hardware, software,
and/or procedural mechanisms that record and examine activity in
information systems that contain or use electronic protected health
information.”

Many industry analysts believe that the drive for regulatory compli-
ance will only increase with time. In addition to the above stated leg-
islation and regulations, there are many other federal government
mandated rules with which business must now comply. Also, some
state and local governments are following the federal example and
passing similar legislation for their jurisdictions. Further, an increas-
ing amount of European countries have passed similar regulations.
Private and smaller companies that do not deal with compliance mat-
ters today will need to address these issues in the future.

The provision of an audit trail serves as a major underpinning of
the aforementioned regulatory requirements. While businesses and
technologies continue to evolve to meet the corporate governance
demands, it is the mission-critical legacy systems which continue
to serve as the very foundation of the IT infrastructure in many
organizations. Therefore providing a complete audit trail is a grow-
ing requirement within these systems. While understanding the
importance of providing a complete audit trail is easy, it is not
always a simple task.

CAN THE EXISTING TOOL
SETS SOLVE THESE CHALLENGES?

The infrastructure used by many large organizations today was not
designed to address such a challenge. For example, most application
log mechanisms were only developed to keep general log events to help
with debugging and error handling. Others only log major transactions
such as updates and additions but not queries. In most cases these
mechanisms are not designed to or capable of providing the company
with a complete audit trail of everything everyone is doing. In addition,
log files are typically kept as flat files somewhere on the network.

Some are not even secured or signed, and therefore they are not admis-
sible in court if required for litigation.

IT auditors have indicated other disadvantages of relying on logging
mechanisms. Reproducing information from such mechanisms or
drilling down into particular transactions or user activities is very time
consuming. In addition, several log files may each be connected to a
different application, thus making the information even harder to
organize in a comprehensible way.

What about the security solutions organizations are relying on
today? Could they provide some of these functionalities? The answer is
more complex than it appears.

RACF, ACF2 and Top Secret are examples of excellent security solu-
tions that provide access control, monitoring and security. These solu-
tions can provide information on transactions but their capabilities for
providing detailed field-level audit trail information are limited.

Some companies have developed homegrown audit solutions. In
most cases however, these too are also limited in functionality and do
not address all of the requirements.

SOLUTION ALTERNATIVES

In the technology world there are several ways to address the chal-
lenge of constructing a complete and accurate audit trail. Before start-
ing the process, the company needs to analyze its IT infrastructure and
underline the sensitive applications and monitoring requirements. Then
the alternatives must be evaluated, based on the required timeframe and
usability scenarios. Once this data is collected an evaluation process
should take place, comparing the different possible approaches to solv-
ing this problem.

One of the alternatives is to develop a solution in-house since the
company’s personnel know the applications and their issues best.
However, the internal IT department is not always equipped to handle
issues such as real-time control, efficient encryption, digital signature
and many other technology requirements. Maintaining an open struc-
ture that will be flexible enough for future changes is even harder.
Using a system integration firm would not be an easy choice either.
Understanding the internal IT infrastructure, business operation and
processes, employees’ roles and many other issues can be a difficult
and expensive task.

When analyzing the packaged solutions for this problem, three main
approaches can be underlined. Each one focuses on creating the audit
trail and monitoring capabilities at a different point in the communi-
cation between the client and the application. The three approaches are
as follows:

1. Audit the backend server
2. Audit the client’s device
3. Audit the network traffic between the client and the application

Auditing the backend server can be very complicated and costly.
Changing the runtime code and monitoring the database or log files can
increase CPU/MIPS usage, not to mention the risk involved. How do
you make sure that nothing significant is changed? How do you guar-
antee that your changes do not impact the performance?

Log aggregation is an alternative and there are several products
that use this mechanism to audit and control the data. In essence, this
solution monitors the log events and triggers alerts when certain con-
ditions are met. Many of the general log file limitations are relevant
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here as well. These tools can only look at what the log is generat-
ing. If the log was not designed to capture all scenarios, the data
will not be available and some development would be required to
make it work. The lack of security of the log file data is another
issue to consider.

Secondly, auditing the client’s device might be more powerful
from the security standpoint but has limitations as well. Software
distribution could be a big challenge, especially if the auditing soft-
ware agent needs administrator rights on the user’s computer.
Running another application on the user device could be very
resource-consuming. Moreover, having the monitoring process on
the user’s device might not be something IT professionals would be
comfortable doing.

The third approach, auditing at the network level can be performed
in an active or passive way. When using the active approach, one
would be able to prevent transactions that trigger a certain rule; how-
ever this may result in the creation of a performance “bottleneck.”
Alternatively, the passive approach does not increase any resource
usage on the server, client or the network, it does not require any
changes to the backend application, and it produces minimum impact
to the existing IT infrastructure. These are some of the reasons why
this approach is increasingly becoming the preferred method address-
ing the audit trail challenge.

One could compare the audit trail requirement to the need for a
“black box” on an airplane. A “black box” allows for investigators to
subsequently examine what may have transpired during a flight. The
same goes for IT systems – an audit trail allows for all of a system’s
operations to be tracked and documented. IT departments realize that
the audit trail functionality could address many of the regulatory com-
pliance requirements while delivering high business value.

In summary, legacy systems are dominant components of current
companies’ IT infrastructures. With regulatory compliance forcing
better and more stringent system controls, the audit trail challenge is
a daunting task for most companies. A detailed audit trail is a valu-
able functionality that is not easily achieved in most applications, in
legacy ones in particular. There are several ways to implement it,
each including different advantages and disadvantages—however
using the existing tool set may not be sufficient in solving this prob-
lem. Companies should take a close look at the audit trail challenge
and determine which technology would provide the best path for
them to follow.  

NaSPA member Yovel Badash serves as a vice president of the US Operation
at IntellinX. IntellinX is a unique software solution that non-invasively records
user activity in legacy applications while creating a field-level audit-trail for
regulatory compliance. Yovel has over 10 years experience in the software
market including implementation project management at Fortune 500 com-
panies and different business development roles. Yovel holds a B.Sc. Cum
Laude from Tel Aviv Open University.

Technical Support | October 2005


