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Dissecting a Worm!
By  J o h n  Pa pp ro t h

Ihave a problem. It’s not going to be solved by the drugs that are being
pitched to me by the email messages in my inbox either! As a matter

of fact the email is the problem. I have anti-virus software on my
desktop, anti-Spam blocking software on my server, but the email
keeps showing up. It’s not malicious content. It’s simply unwanted
and unnecessary.

Let’s take a look at one message (see FIGURE 1), and why it keeps
getting through in spite of my best efforts. This is an actual email that
I found under a variety of addresses and subject names. I altered the
link slightly to disable it but otherwise it is as I found it.

A FEW DEFINITIONS…
VIRUS, WORM, TROJAN, SPAM

Virus: a program or programming code that replicates by being
copied or initiating its copying to another program, computer boot sec-
tor or document.

Worm: a self-replicating virus that does not alter files but resides in
active memory and duplicates itself.

Trojan: a program in which malicious or harmful code is contained
inside apparently harmless programming or data in such a way that it

can get control and do its chosen form of damage, such as ruining the
file allocation table on your hard disk.

Spam: unsolicited usually commercial email sent to a large number
of addresses.

So, technically we aren’t dissecting a worm, but it is a catchy title for
an article, isn’t it? The truth is that categorizing an attack is a problem
in itself. We’ll see that the sender uses several methods to get his email
message delivered. In this discussion, you either wear a “white hat” or
a “black hat.” The “white hats” develop and use the anti-virus; the
“black hats” develop and spread the virus.

OBSCURING THE TEXT, BUT NOT THE MESSAGE

Just look at the email message in FIGURE 1. The sender gets his mes-
sage across even with the misspelling: “spe7cials.” Filters only work on
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FIGURE 1: SPAM AS DELIVERED

FIGURE 2: DISSECTED SPAM
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known patterns. What if I randomly insert a numeric character in vari-
ous parts of my message? Filters cannot find a message that changes on
each delivery. Polymorphism complicates things for the guys in the
white hats!

READ THE FINE PRINT…LITERALLY

Another attack on the filtering software is the inclusion of words
strung together as meaningless sentences or taken from an innocent and
unrelated context. Each instance of the sender’s message carries a new
“blurb.” While this makes it difficult to filter, it is presented using a
small font size so it doesn’t interfere visually with the “pitch” of the
message. This email carries the following blurb: “hope that the figs
would ripen. A Fox seeing him sitting so long never been there before,
but I knew it was supposed to be pretty big. At.”

SPAMMERS USE TECHNOLOGY…EVEN
THOUGH THEY MAY NOT UNDERSTAND IT

You may find yourself thinking that this sounds like a lot of work to
get your message sent. It is a lot of work. But it can be easily automated
and there are a variety of programs available. Spammers and hackers
are great users of technology! This doesn’t mean that the user is the
author of the technology. In the black-hat world, the term “Script-kid-
die” is used to describe someone who uses technology without the
understanding or even the desire to understand how it works.

HTML SHOWS YOU WHAT THE SPAM-FILTER
DOESN’T SEE

Look at FIGURE 2, the source of the email presented in FIGURE 1. The
email message itself is divided into several HTML tables. Each HTML
table carries a portion of the message. Each portion of the message is
further divided into multiple rows, which overlay one another. And
each row is divided into columns. When they are assembled and pre-
sented by the browser they show the email as seen in FIGURE 1.

When the message is inspected by the spam-filter the letters that
make up the words of the message are never seen in the sequence that
the browser sees them. The first word of the message, “Save” appears
as “Sa” in the first row definition and “ve” in the second row defini-
tion. The “rowSpan” keyword causes the rows to overlay one another.

SIMPLE SCRIPT TO HIDE THE SOURCE EVEN
FURTHER

HTML encoding requires certain characters to be escaped before
they can be sent. The escape sequence is a % followed by two hex char-
acters. For example an escaped space is “%20.” Both VBScript and
JavaScript contain two function calls to handle this: escape and
unescape. Each function accepts a string and returns a string.

FILTER THIS!

Now we combine the HTML message from FIGURE 2 with the script
that is demonstrated above. The “onLoad” event is used to hold the
“escaped” message text within an “unescape” function. The result is
placed into the <DIV> tag. The garbled text shown in FIGURE 5 appears
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FIGURE 3: UNESCAPED TEXT

FIGURE 4: ESCAPED TEXT

FIGURE 5: SPAM GENERATING SCRIPT

RESOURCES (FOUND OUTSIDE OF MY INBOX):

http://www.merriamwebster.com
http://www.microsoft.com/athome/security/viruses/default.mspx
http://www.whatis.com
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again as the message in FIGURE 1. Totally indecipherable by spam fil-
tering but totally readable to the human eye!

NOW WE KNOW HOW THEY DID IT, BUT
HOW DO WE STOP THEM?

The first step is to admit that we are really powerless! The current
level of filtering software is and probably will be a step behind the soft-
ware that is generating the mass mailings. The “white hats” see what
has been sent and then react to it. The “black hats” see what isn’t work-
ing and change their tactics.

Is there hope for improvement in the “white hat” arena? Yes, but just
as earlier it will be short lived. After all, both camps have access to the
same technology, but the “white hats” sell their software publicly. The
“black hats” develop and trade in private.  
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sultant for Bass & Associates Inc. a Business Solutions Provider in Omaha NE.
John has taught courses in both the Microsoft .NET language suite and the Sun
Microsystems Java Language.
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