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The Challenges of
Database Security

By  S o u r a b h  S a t i s c h

VIRTUALLY
every corporation today maintains some
type of database that contains highly criti-

cal business information—from customer contact or account data to
order tracking information and human resource records. What’s more,
enterprises must demonstrate compliance with industry and govern-
ment regulations charging businesses to ensure the security of this sen-
sitive information.

RISKY BUSINESS

Databases are at an increased risk from both internal and external
attackers who no longer simply seek notoriety but, instead, want finan-
cial rewards. By compromising the security of databases and obtaining
customers’ personal data, stealing money, or blackmailing the targeted
company, both internal and external attackers can jeopardize the repu-
tation, financial standing, and customer trust of a business.

Consequently, database security has become a serious concern for
an increasing number of corporations. A rash of high-profile informa-
tion thefts—from SAIC and Bank of America to ChoicePoint,
LexisNexis, and MasterCard—has focused even greater attention on
database security.

Information theft isn’t new. Back in 2000, The New York Times
reported that hundreds of thousands of credit card numbers were
stolen by a hacker who broke into the online music site CD Universe.
Shortly after that, SalesGate.com and several other e-commerce sites
were hacked; attackers stole thousands of credit card numbers and
posted them to the web. More security breaches followed, including
the theft of some 55,000 credit card numbers from an online finan-
cial site. By early 2002, more than a million credit card numbers had
been stolen from e-commerce web sites over the previous year, the
FBI reported.

Information theft incidents have led businesses and government agen-
cies to reconsider the tools and procedures currently used to identify and
quickly respond to unauthorized access of customer information.

COMPLIANCE PRESSURES

A maze of corporate regulatory requirements elevates the need for
companies to address information security issues. Standards boards,
governments, and committees require an unmatched level of attention
to data reliability, integrity, and security. Stakeholders are scrutinizing
more closely than ever the privacy and data protection policies of com-
panies with whom they do business.

At the same time, enterprises are opening their networks to outside
parties—including customers, partners, and suppliers—blurring the
traditional boundaries that have separated users who are considered
trusted from those who are not. It is in this complex environment that
regulatory demands are driving IT organizations to address the risks,
requirements, and opportunities associated with compliance.

For example, the Sarbanes-Oxley Act of 2002 (SOX) requires all
publicly traded companies and accounting firms in the United States
to implement internal controls and procedures for financial reporting
and to ensure the confidentiality, integrity, and availability of infor-
mation. SOX calls for these companies to establish new or enhanced
standards for corporate accountability, and it outlines penalties for
corporate wrongdoing.

California Senate Bill 1386 (SB 1386), also known as California’s
Security Breach Information Act, requires any person or organization
doing business in California to properly safeguard the computerized
information it maintains and to notify consumers of any intrusions or
breaches. This particular legislation has significantly elevated the pro-
file of information attacks that might otherwise have gone unreported,
leading to increased public awareness about the vulnerability of per-
sonal and private information held by organizations in large databases.
Similar safeguard and reporting measures are now being considered at
the Federal level.

The Health Insurance Portability and Accountability Act of 1996
(HIPAA) for the healthcare industry aims at ensuring health insur-
ance portability, reducing healthcare fraud and abuse, and enforcing
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standards for health information. The legislation stipulates a number
of requirements with respect to the security and privacy of health
information for which the first implementation deadline is April
2005. HIPAA includes security standards as well as administrative,
physical, and technical safeguards, and policies, procedures, and
documentation requirements.

These and other regulations highlight the importance of maintaining
the integrity of information housed on database systems. But traditional
database systems are susceptible to attacks that put the security and
availability of database information at risk.

WIDE ACCESS CONTROLS

These new threats to database security don’t necessarily come from
the typical viruses or worms that threaten many corporate systems. Nor
are they limited to sophisticated hackers with exceptional technical
expertise. Threats to database security also come from compromised
web servers and home users who exploit SQL injection vulnerabilities,
as well as from disgruntled employees. In fact, according to a 2005
survey of technology decision-makers by Forrester Research, the sec-
ond most significant threat to enterprises comes from employees acting
in unauthorized ways.

In such an environment, the traditional approaches to database secu-
rity are no longer adequate. Consider access controls, for example.
Database tables are configured with specific access controls to ensure
that only authorized users with specific roles are issuing database
queries. These access controls provide a necessary level of protection
for databases.

However, when application or web servers access a database server
on behalf of a user, they typically do so using a special database
account that has very broad access controls which enables that server
to access any user’s account information. The burden of access control
then falls to the web or application server, rendering database access
controls irrelevant.

An SQL injection attack can exploit these weaknesses. In an SQL
injection attack, the attacker enters specially crafted characters into a
field of a poorly written application. This data, which is undetectable
by the application, is sent directly to the database and, in turn, allows
the attacker to issue commands to the database through the application.
The application, with near root-level access to the database, ensures
that the command will likely not violate access control rules enforced
by the database, enabling the attacker to leverage the full capabilities of
the application.

TRADITIONAL TECHNIQUES

A number of other techniques are traditionally used to combat data-
base attacks. Each technique has both its strengths and weaknesses.

Network-level security solutions like network intrusion protection
systems (NIPS) and firewalls use signatures to detect common attacks
such as malformed packets, buffer overflows, attempts to download
UNIX password files, and zombie control communications.

But database attacks often involve a legitimate user issuing seem-
ingly legitimate commands. So long as a user logs in with a signifi-
cantly privileged account and issues syntactically correct queries to the
database, the NIPS and firewall are unaware that anything is wrong,
even when the user asks for more information than usual—like asking
for all records instead of a single user record.

Network-based encryption obfuscates these issues even more, mak-
ing it difficult for a NIPS system to differentiate between valid and
invalid traffic. And, while encryption protects SQL data as it passes to
and from applications, clients, and the database from eavesdropping, its
inevitable decryption in the client or application makes it secure only
to the extent that it is protected by the user’s system or application.

Encrypting high-valued fields directly in the database itself, known
as in-database field encryption, keeps the database safe in the event that
either the database server itself or its hard drive is compromised or
stolen. But, barring such physical thefts, these fields are automatically
decrypted in order to serve users, giving an attacker who compromises
the front-end application access to previously encrypted information.

In addition, the auditing capabilities of databases are limiting. An
audit log will record all activity, malicious or not, but it will not high-
light attacks such as those from a user with valid permissions who takes
data for unauthorized purposes. Someone still has to review the audit
log to look for attacks. That takes time, and malicious activity may not
be obvious to the untrained eye. Also, maintaining an audit log requires
a great deal of processing power, which significantly degrades the per-
formance of the database server.

Host-based intrusion detection systems (HIDS) also fall short of pro-
tecting databases. HIDS systems rely on audit trail inspection or their
observation of system modifications. They are able to inspect behaviors
logged by applications or activities on the host for which detection sig-
natures can be created. But malicious queries do not generate such
entries or behaviors because they are just as valid as any legitimate query.

PRESERVING INFORMATION INTEGRITY

Information drives business today. It enables organizations to serve
customers, partners, and suppliers and expand into new markets and
services. When information is widely available, businesses can leverage
it to increase profitability and explore opportunities for future growth.

But information must also be secure. After all, information that is
available but not secure is suspect—and everything it is used with is,
too. At the same time, information that is secure but unavailable is use-
less. Consequently, it is only by ensuring both the availability and secu-
rity of information that organizations can truly maximize its benefits in
the digital age.

To that end, database defense is becoming a serious business issue.
Databases house extraordinary volumes of highly sensitive, business-
critical information. Protecting them against malicious attacks requires
organizations to reevaluate traditional database security mechanisms
and take a more proactive approach to thwarting potential breaches,
whether launched from internal or external sources.

By safeguarding the security and availability of information on data-
base servers, organizations can protect their reputation and preserve
customer confidence while meeting the challenges of demonstrating
compliance with a growing assortment of demanding government and
industry regulations.  
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