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Mainframe Security
Matters—Inside RACF-L

By  D i n e s h  D a t t a n i

FOR
those of you who may not know what a discussion list is, it
is a place on the internet where you can post a question,

and get a response from one or more subscribers. It is also a place
where you can contribute your own knowledge by answering questions
users may have, or by simply participating in discussions going on.
And—here is the best part—membership is free!

As far as discussion lists go, RACF-L is one of the more professional
on the internet, both in terms of quality of responses to questions, and the
manner in which it serves and promotes the RACF user community. It has
about 2,000 subscribers, although not all of them are active participants.

It is also the only “independent” list for RACF users. There may be
a couple of others, but at least one of them I know caters to the needs
of a vendor product. Although RACF-L has a fait bit of input from
IBM experts, this is mostly in the form of responses to user questions,
and the list itself remains independent of IBM influence.

In fact, RACF-L is so useful that I have often wondered, why does-
n’t someone start a similar discussion list for ACF2 users! Many oth-
ers have wondered too, and once in a while people do inquire in
RACF-L discussions: Is there a similar discussion list for ACF2?
Where is it? How do I get answers to my ACF2 questions?

Subscribing to RACF-L is easy. Simply visit the University of
Georgia site at www.listserv.uga.edu, and click under the heading
‘browse, subscribe, post, search’. There you will find all discussion lists
in alphabetical order. Look for RACF-L and follow the instructions to
subscribe. Once you are subscribed, you will start receiving about ten to
twenty emails every day on current RACF issues. If this is too much for
you, you can of course unsubscribe using instructions at the same site.

ADVICE FROM EXPERTS AND FREEBIES

Although anyone can post answers, there are some dedicated indi-
viduals who spend a fair bit of their time making sure users from
around the world get what they are looking for. A couple of individu-
als from IBM come to mind—Walt Farrell and Russell Hardgrove.

Those of us looking for free code can find it here, too. If you are
looking for source code for some particular RACF Exit, you can post
the question to RACF-L, and, who knows, someone actually may have
the very thing you are looking for, and be willing to share it with you.

Of course, this goes both ways, and if you have “invented” some
smart gizmos and want to share them with the rest of the world, you
should do so by posting the offer to RACF-L.

Other freebies come in the form of JCL, SORT examples, and
REXX and SAS code that may come in handy at your site. Once in a
while some RACF-L subscriber will even mention a website they sup-
port where you can go for free downloads of RACF goodies. Why re-
invent the wheel, as they say?

INFORMAL SURVEYS

Quite often you will find informal surveys taking place in this dis-
cussion list. Someone may want to know if their RACF department is
adequately staffed, so they will pose the question: How many RACF
userids do you have at your installation, and how many people do you
have to administer these userids?

Other surveys that I have seen in the past are: What RACF “add-on”
product are you using at your site? How many people at your installa-
tion have the RACF SPECIAL attribute? How many have implemented
SDSF security in RACF?

RACF-L ARCHIVES

RACF-L keeps past discussions online in its archives. Archives from as
far back as the last nine years are found at the site: www.listserv.uga.edu/
archives/racf-l.html.

These archives are a good source of reference if you want to find
a quick answer to a pressing issue at your installation. Rather than
look at IBM manuals for answers, here you will find opinions, sug-
gestions and responses from other RACF practitioners, giving you
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their viewpoints on this particular issue. What’s more, IBM manuals
will only give facts, not opinions. But sometimes, you want an opin-
ion, not facts.

For example, one of the thorny issues mainframe sites have is,
should a system programmer be granted RACF special powers such
as OPERATIONS? This is a perennial discussion in RACF installa-
tions (and indeed it is an oft-discussed topic in RACF-L). There is
no easy answer. While many system programmers say they need
these powers to get the job done at odd hours, some RACF practi-
tioners and auditors would argue otherwise, and say that this poses
an undue risk.

Look up the archives and search using the keyword OPERATIONS
to see the viewpoints on this issue of not only system programmers and
security practitioners but also auditors! You will find lively discussions
from both sides of the fence.

SAMPLE DISCUSSIONS

Discussions in RACF-L range from questions such as, my RACF sys-
tem is abending, please help, to how can I do this task, to how do you
implement this new feature?

Joining these discussions helps in two ways—first, if your installation
has similar issues, which is very likely, you know right away how to
address them, or at least how the majority if installations are addressing
them. And secondly, if you are not aware of an issue, and many others
in RACF-L are discussing it, then you know you should be concerned
about the issue, too!

And RACF folks do have a sense of humor. Sometimes on Fridays
you will see discussions that are hardly related to RACF, and their sole
purpose is to liven up a busy day.

To give you a flavor of what is going on in RACF-L, here are some
of the issues that have been discussed in recent months. These apply to
almost all RACF installations.

THE RELEVANCE OF OPERATIONS AUTHORITY

The RACF OPERATIONS attribute (or privilege) is a very powerful
one. If a user possesses it, then that user can not only browse any data
set, but also update and delete it! Not only that, all this is done without
any explicit permission being granted by the security administrator.
Needless to say, for sensitive data such as payroll, this can have serious
implications, not to mention legal problems.

RACF-L has had lively discussions on this, and several users have
pointed out that you do not need to give this powerful attribute to
anyone, if you make use of some lesser known RACF profiles. For
example, one of the justifications for having the OPERATIONS
attribute is that the person wants to do storage management functions
such as, backup all DASD, etc. RACF-L experts have pointed out
that IBM provides RACF profiles that start with STGADMIN, and
that belong to the FACILITY class, which, when properly imple-
mented, allows the storage administrator to perform storage man-
agement functions without resorting to the all-powerful
OPERATIONS attribute.

THE IBM UTILITIES DFSORT AND ICETOOL

Some subscribers to RACF-L have pointed out that the IBM utilities
DFSORT and ICETOOL can be used to produce simple security

reports, using the RACF Unloaded Database as input. This database is
a “flat file” of almost all of the information in the RACF database,
organized in an order that allows you to “tap” its potential.

DFSORT and ICETOOL simplify the task of producing reports a
great deal. It is not surprising that some mainframe security folk are not
aware of DFSORT and ICETOOL. After all, these utilities are not secu-
rity tools at all, but tools for the general OS/390 and z/OS user com-
munity. For users that are not aware, many experts in RACF-L have
pointed out that DFSORT and ICETOOL (and their SYNCSORT
equivalents) are powerful tools that can be used to produce many sim-
ple security reports. For example, you can produce a report showing
which RACF profiles are not being audited, or a report showing those
profiles having Universal Access of ALTER.

THE RACF SPECIAL ATTRIBUTE

This is another powerful attribute that has been discussed often in
RACF-L. Like the OPERATIONS attribute, this one can be dangerous
too, if misused. Among other things, it allows the user to add, update
and delete userids and RACF profiles. It is meant for the security
administrators, so of course they should have it. But who else should
have it? That is the big question in RACF-L discussions.

Specifically, should the System Programmers have it? The discus-
sion list is usually split 50-50 on this issue. Some say yes, the System
Programmers should have this attribute, because their job entails com-
ing to work in the middle of the night and “fixing” the Operating
System. Others say no, they do not need it all the time, but should only
be granted the privilege on specific occasions, and for specific periods,
then stripped of it again.

IBMUSER NEEDS TO BE KEPT IN REVOKED STATE

Another common discussion surrounds the IBMUSER userid. This
has special powers when you get a new RACF system, and is used to
“jump start” the rest of RACF activities, features and functions. Once
other powerful userids have been built, you do not need IBMUSER. So
what do you do with it, or what is the right thing to do? The consensus
among RACF-L subscribers is that IBMUSER’s default password, the
one supplied by IBM, should be changed as soon as possible, and the
userid itself should be kept in REVOKED state once you have built
your RACF system. The reason for this is that, since the existence of
IBMUSER is well documented in RACF manuals, it is often a target of
attack by hackers.

SUMMARY

If anyone wants to learn RACF fast, and is willing to spend some
time reading emails, then RACF-L is the place for them.

It is important to realize that, like anything on the internet you should
test and verify material found in RACF-L. Remember, this service is
free, and people post their responses based on their knowledge. In some
cases erroneous responses do come up.  

Dinesh Dattani is a Mainframe Security Consultant in Toronto, Canada. He
can be reached at dinesh123@rogers.com
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