
Like many “techies,” I dislike management tasks such as reports,
budgets, and similar intrusions on the enjoyable technical
puzzles found in working in IT.

Although I may prefer to solve technical challenges rather than man-
agement ones, in the harsh employment environment of today, few IT
professionals have the luxury of remaining strictly “techies,” and I’m
no exception. The steady drumbeat of current career advice makes it
painfully clear that it is no longer wise for IT workers to rely solely
upon technical skills to maintain their employability, especially in light
of the constant threat of outsourcing. It is a truism that technical skills
simply aren’t enough to preserve one’s job anymore.

For career advancement (let alone preservation), it is vital in this
employment environment for IT pros to develop management, fiscal,
and similar “soft skills” in order to survive.

One sphere of knowledge I’ve found consistently helpful in my
career has been a solid understanding of the laws and regulations sur-
rounding computers and the Internet.

Although I’ve always found law to be an interesting topic, I gained
this knowledge mostly out of necessity because I’m often asked by
managers and employers for guidance on corporate usage policies for
technologies such as Instant Messaging. They ask presumably because
I’m cheaper (much cheaper!) than a lawyer, and because I’m accessi-
ble. They also ask because they often don’t understand the technical
issues underlying the legal questions they face.

Of course, my level of expertise is one of simple background under-
standing and a grasp of the highlights of the law. I never present my
advice without the standard disclaimer of “I’m no lawyer.” Even so, I
find my knowledge is appreciated by others despite its limited scope.

There is, however, a much more serious side to my desire to com-
prehend digital law; I believe it is essential to understand some
basic rule-s to protect myself and my company in the performance
of my duties.

Like most admins I know, a few times in my career I have been asked
to do something I suspected was illegal, such as erase data or to set up
intrusive monitoring of employees. A basic knowledge of the law is a
practical way to avoid naively performing acts that may involve liabil-
ity, or even have unintended criminal aspects. As the saying goes, igno-
rance is no defense of the law.

A book I’ve found invaluable in providing a practical overview of the
realm of digital law is “The GigaLaw Guide to Internet Law”, by Doug
Isenberg (see sidebar).

The book starts with a dramatic anecdote about a landmark copyright
case involving Playboy magazine (Playboy v. Sanfillippo) that set the

standard for Internet use of images and documents. Mr. Sanfillippo was
a shameless and persistent infringer who posted playboy images on his
website for profit.

Of course, I’m not suggesting that the average IT Pro is akin to
Mr. Sanfillippo—who ignored multiple cease-and-desist letters, and
eventually was punished with a $3.7 million judgment for his
behavior. However, the interpretation (and damages awarded based
on that interpretation) of copyright law set out by Playboy v.
Sanfillippo is a good illustration of the minefield copyright on the
Internet can be.

You may wonder how a purveyor of pornography relates to your job,
but if you or your company has ever “borrowed” a cartoon, chart, or
image from a website for a workplace presentation or website, then
Playboy v. Sanfillipo does relate to your job.

Even if the presentation containing the image was meant to be inter-
nal, if it finds its way to customers you may have committed copyright
infringement. Gary Larson, creator of the late great cartoon “The Far
Side,” has fought vigorously (and politely, judging by his amusing and
sincere cease-and-desist letters) to restrict unauthorized use of his
work. Yet how many of us have seen a famous cartoon appearing in a
co-workers presentation, or even in our own?

When including an image, a selection of text, or other copy-
righted work is as simple as a mouse click, copyright infringement
is all too easy.

Copyright law is just one area where the work of an IT professional
and the law intersect. The fact is that law is unavoidably interwoven
into our daily IT tasks. I personally know several IT pros that have been
drawn into lawsuits as witnesses or even accessories to legal scuffles.
Knowledge of basic law is useful not only from a career advancement
standpoint but also from a precautionary perspective.

“GigaLaw” is an excellent primer that covers all the basics of the
law as it affects the IT professional. The book is very well organized,
with each general concept illustrated by well-explained applicable
case studies.

The author, Douglas Isenberg, is an Atlanta attorney and Georgia
State University Adjunct Professor whom you may recognize as a reg-
ular commentator for CNN news and several other high-profile media
outlets. He has established himself as an expert in the field, and does a
good job of avoiding legal jargon in favor of Plain English explanations
and exploration of the law as it really functions, rather than as abstract
theory. Although Mr. Isenberg is the main author, “GigaLaw” is in fact
a collaborative work with elements contributed by other recognized
authorities on IT law.
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The book is organized around seven basic topics: Copyright Law,
Domain Names and Trademarks, Patent Law, Privacy, Free Speech and
the First Amendment, Contract Law, and Employment Law.

Read over that list again and think about how many of your daily
work activities are woven among those concepts. Are you responsible
for website development and operations? Copyright, trademark, con-
tract, domain name, privacy, and First Amendment law all apply.

Do you maintain employee email, file, and resource access
accounts? Contract, employment, privacy, spam, and First Amendment
law likely apply.

Do you write code, or use open-source code in your projects? Again,
contract, copyright, and employment law are of interest, and possibly
(and controversially) patent law may apply.

Of course most of us are largely shielded in our daily tasks by the
corporate structure of our employers. Still, every day senior technical
managers (and even sometimes lower-level IT employees) are called to
attest for their actions in court. Unfortunately, doing as the boss tells
you is not always a good excuse. Moreover, if you moonlight, or con-
tract, or otherwise work independently—you’re on your own, and you
need this book all the more.

Although “GigaLaw” is aimed more at owners and employers, it is by
no means only of use to those on the management side of the equation.

For example, if you are job-hunting, then the employment law sec-
tion addresses non-competes, age discrimination, and related issues
that are relevant to every new hire. Age-discrimination is a real, if
largely unspoken, problem in IT, and an understanding of the protec-
tions available to “older” workers is invaluable for job-hunters as well
as the currently employed who fear being discriminated against
because of their age.

One section I found very interesting discusses contract law and the
Internet. You may be surprised by how easy it is to enter a contract
inadvertently, or without fully understanding its terms. For example,
like most IT people, when installing software I often try to read End
User License Agreements (EULAs), but I generally get impatient wad-
ing through all the blather and click “I agree” so that I can get on with
my real task, which is installing the software.

Rest assured, I will be more careful in the future after reading the sec-
tion of Contract Law. Such a “click button to agree” EULA’s are called
“click-wrap” licenses, and most of us are aware that they are binding con-
tracts. But did you know that there are also “browse-wrap” contracts as
well? The courts are still determining how enforceable such agreements
are, but I bet that after reading the section on contract law in the book you
will also begin reading EULA’s more carefully for “webified” software
and services, as well as those EULA’s found in downloaded software!

“The GigaLaw” is available in paper back, and in digital download
formats. I found the book surprisingly entertaining to read, in part
because of the often ridiculous behavior of those testing the limits of
the law. In my opinion, the hardcopy version is worth a few extra dol-
lars both for enjoyment, and to keep as a handy reference when puz-
zling over a legal question. The author manages to make the cases and
discussions very readable, with compelling anecdotes and asides that
enliven what could have been a very dull read.

Regrettably, the book is already slightly outdated—although the
book discusses the much-maligned CAN-SPAM act as it was being
hammered out in Congress, the act itself has been modified and passed
since the publication of the book, and various other laws discussed in
the book have also evolved.

To the author’s credit, though, the book does an excellent job of
examining the timeless fundamental concepts that underlie the law,
thus giving the reader the tools to interpret the real-world of digital law
as it evolves, regardless of whatever changes may have occurred or will
occur. The case studies are illustrative enough that I found it easy to
generalize the legal themes to other computer law questions and arrive
at a solid understanding of the issues at hand, even as they evolve.

Moreover, the website associated with the book (gigalaw.com),
addresses many of the changes that have occurred in the law since the
publication of the book. It is an excellent resource in its own right,
with extensive and up-to-date articles on hot legal topics sorted by
general subject.

Naturally, this book won’t make an expert out of anyone. Indeed, a
little knowledge can be a dangerous thing. However, I think every IT
person would do well to expand their horizons a little with this excel-
lent overview of the law. At the least I think you will find it intellectu-
ally stimulating, informative, and perhaps even enjoyable—maybe
even a boon to your career.

Who knows? It may even keep you out of court some day!

NaSPA member Jim Justen is the NaSPA VP of Shareware. He worked in
broadcast engineering in the early ’80s, and as the “electronics guy,” was
assigned to support early PCs, networks and embedded systems.
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GigaLaw website:
http://www.gigalaw.com
“The Filter”, a newsletter on Internet Law from Harvard University
http://cyber.law.harvard.edu/home/filter

“The GigaLaw guide to Internet Law” by Doug Isenberg. Published
by Random House.


