
As I write this article, a deluge of new patches is appearing on
Microsoft’s Windows Update site. Today is informally known
as “Black Tuesday” to many admins frantically scrambling to

deploy these patches in an effort to protect their systems from evildoers.
“Black Tuesday” (or “Patch Tuesday” in polite company) occurs on the

second Tuesday of every month, and for this month, Microsoft has
released a whopping dozen new critical advisories.

One of the most menacing threats in the Windows world today is
spyware; at best, spyware leads to nuisance behavior on systems, but
plain-vanilla spyware is growing far more sinister as it morphs into
applications designed to pilfer passwords and data, an awesome liabil-
ity in corporate environments.

In writing about shareware and freeware, I download hundreds of
applications a month. I’m careful to examine the legitimacy of down-
load sites, and verify software through tactics such as MD5 checksums.
Nonetheless I struggle with the inherent risks of visiting so many soft-
ware sources in the wild-west of the Internet, and I regard my Windows
2000 test system as a real-world acid test for Spyware risks.

I was recently jolted from this semi-complacent state when I found that
despite my diligence, my test system had still been compromised by spy-
ware undetected by the two respected spyware detection programs I use.

Surprisingly, it took a new Microsoft tool to reveal the spyware on
my test system.
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Microsoft AntiSpyware technology was acquired from Giant Software.
This becomes obvious when running MS AntiSpyware because Window’s
Task Manager still reports the software process as “Giant AntiSpyware.”

Despite this beta quirk, if you previously used Giant’s product, you
will find that MS has made some thoughtful additions to Giant’s
already strong offering.

Before acquisition, Giant AntiSpyware enjoyed a good reputation for
effective spyware detection with a minimum of missed threats, and MS is
wise to acquire and adapt the Giant product rather than start from scratch.

The MS AntiSpyware interface is simple and attractive, but fortunately,
not overly-simplified for novice end-users; solid professional-grade tools
are available via advanced menus. Starting a scan is simple; one click on
a large button and the default “Intelligent Quick Scan” runs. In my tests
(see sidebar for environment notes), this scan mode was a speed demon,
finishing in under two minutes.

In-depth scans are more intensive, and one feature I’d like to see is
adjustable processor utilization, such as found in Spybot. MS AntiSpyware
In-depth mode so pegs the processor that you are best off starting a scan
and then getting yourself a cup of coffee, because on the average PC you
will not be able to do much else while the scan is running. Fortunately, even
an in-depth scan took just over ten minutes to complete on my system.

Speaking of resource usage, I was disappointed by the resource
needs of MS AntiSpyware; a normal install of AntiSpyware needs
around 40 Megabytes of memory depending on options. This is a quib-
ble in these days of RAM-laden systems, but it may limit users of older
systems, and competing products have more modest requirements.

My only other complaint is that MS AntiSpyware reported the excel-
lent remote system control client VNC as a threat. That may be true for
home users, but for many admins VNC is part of their regular profes-
sional toolbox. Yes, VNC can be used as a backdoor for compromised
systems, but I don’t believe it meets the definition of “spyware.”

To be fair, at the scan results stage, MS AntiSpyware indicated the
threat level from VNC as “moderate,” and provided an explanation of
VNC’s legitimate uses.

The results panel features detailed and useful definitions of
threats with good resources for further information. I appreciate that
the results panel trusts the user to make good decisions and gives
them the information to make an informed one. Fortunately, if users
make a bad decision, it also allows for easy restores of mistakenly
deleted software.

Advanced tools in AntiSpyware are excellent: the “System
Explorer” menus offer an exhaustive peek into your PC’s environment,
letting you examine in detail worrisome ActiveX components, as well
as drill-down into vital details such as Winsock layers, and Explorer
shell hooks. This is the type of information MS usually hides from
users, and it is a pleasant surprise to see it so accessible and well-
explained in AntiSpyware’s help menus.

One caveat: if you deploy MS AntiSpyware in an enterprise envi-
ronment beware that you may have issues with legitimate remote com-
puter management. It is possible (with the beta version, anyways) for
end-users to inadvertently block central systems administration tasks,
such as SMS scripts.

It remains to be seen if MS will market AntiSpyware as a stand-
alone product or part of the Windows OS, and what it will cost. I sus-
pect MS will market AntiSpyware on a yearly subscription model. Of
course, that’s merely conjecture, and though many complain that
Microsoft should not make customers pay for Windows defects, it’s an
imperfect world, and frankly, I think this is a good enough program that
I wouldn’t hesitate to pay a little for it.

MS has an excellent product, and it is unquestionably worth using as
a beta until it expires July 31st; grab a copy while it’s free! 

Jim Justen is the NaSPA VP of Shareware. He worked in broadcast engineering
in the early ’80s, and as the “electronics guy,” was assigned to support early
PCs, networks and embedded systems.
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