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Mainframe Security Issues
By  D i n e s h  D a t t a n i

INFORMATION
security in general is given very
little attention, even in these

post-September 11 days. One can argue that this is not true, and that
there is a lot of discussion on security issues these days. Yes, there is
talk, and there is debate, and there is concern. But when it comes to
budgeting and allocating funds for security projects, it is a different
story—security gets a smaller and smaller piece of the budget pie
each year.

The reason for this is simple, although hard to swallow—security is
like buying insurance, and not many companies are willing to invest in
this “optional” item. Why spend money on security when there are
newer, shinier toys to buy, such as that latest Java application, or the
newest Websphere software?

Such is the state of security in general. When it comes to mainframe
security, the situation is even worse. The prevailing thought at many
installations is that these dinosaurs of the computer age will some day
go away, so why waste precious resources on them? It matters little
when you point out that this talk of mainframe obsolescence has been
going on for the last two decades, and mainframes are still going
strong, thank you.

Listed below are the main issues plaguing mainframe installations.
An installation may have as their security software either RACF from
IBM, or ACF2 or Top Secret from Computer Associates
International. It matters little. The issues are generic in nature. Of
course, all items do not apply to all shops; there are some that have
taken steps to address these issues, and have spent the necessary
funds to achieve their security goals. But these apply, in varying
degrees, to quite a few installations.

LACK OF STAFF TRAINING

This is one of the most serious issues facing mainframe security
practitioners. Gone are the heady days of the 90’s when there was a
training budget. These days, the security administrators are too busy

doing the day to day administrative work, and have no time to go for
training, even if a budget existed.

The security staff themselves are quite often reluctant to bring up the
training issue, lest they be viewed in a negative light by their bosses.
The fear of losing their job is foremost in their minds, not training.

But proper training can bring to light better methods of doing the
daily security administration work, and in the long run can mean faster
turnaround times for security requests.

Older methods are not only inefficient, they are sometimes even
inaccurate. Only by proper training, and by regularly examining the
daily workload, can you bring in efficiencies. All three security soft-
ware products, RACF, ACF2 or Top Secret, bring in newer features
that are seldom implemented because the staff members are not
properly trained.

THE DAILY GRIND

Security administration, by its very nature, entails doing the daily
drudgery of adding new userids and deleting old ones, and changing
user accesses all day long. While this is important to the business, and
must be done as quickly as possible, this daily activity does not leave
time to invest in smarter, proactive measures. There is no time to step
back and look at the big picture.

The Security Manager should ask questions like: Are there more
efficient methods to grant the security access? Is old security access
removed when not needed? Who is making sure that necessary
approvals are requested before access is granted? Is anyone verifying
that the approvers are still valid?

There is no time to ponder these and a host of other questions.

THE THREAT OF OUTSOURCING

This worries mainframe security folks more than their non-mainframe
counterparts. At some installations there is constant talk of outsourcing
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mainframes. Whether outsourcing is economical or not is not for us to
debate here—suffice it to say that this is a major cause of unwanted morale
problems. Security team members are likely to say: Why work hard and fix
that nagging security loophole when we may be outsourced in a year or so?
This seems to be the prevailing attitude at some installations.

The situation in installations where security administration is already
outsourced is even worse. The outsourcer does the daily administration
work, but may not pay enough attention to underlying issues such as
the organizational structure of the security database. The outsourcer’s
job—and the contract—is to get the job done as quickly as possible, not
to look at the long term overall security health.

THE THREAT OF DOWNSIZING

Not only is there the threat of outsourcing, sometimes there is the
threat of downsizing as well. By downsizing we mean the migration of
mainframe applications to newer, smaller platforms such as NT and
UNIX servers, and then getting rid of the mainframe altogether.

Again, we will not discuss the pros and cons of downsizing—suffice
it to say that such talk does not help mainframe security staff who are
trying their best to secure the mainframe system.

COPING WITH ORGANIZATIONAL CHANGES

Security administration is dependent on how the company is organ-
ized into departments, divisions, job functions, and so on. This is
because, in most cases, security accesses are granted to entire depart-
ments or business units, to simplify security administration work. And
there is nothing wrong with that. In fact, that’s how it should be.

The problem arises when organizational changes occur. Examples
are—departments merge; business units get bought or sold; even
entire companies get merged, bought or sold. Because security is
dependent on departmental and divisional structures, it follows that
when there are organizational changes of this nature the security
database needs to be re-examined to realign itself with the latest
organizational structure.

But this is easier said than done. Reorganizing the security database
requires elaborate planning and preparation, not to mention special, one-
time-only type of skills. So this item may be put on the back burner.

An interesting point to note here is that, even if the security database
is not aligned with the company’s organizational structure, security will
still work! There is no pressing need to address the issue. Of course,
you now may have inappropriate access, wrong access, and even too
much access. But the system works, and the concern is that the issue
may go unaddressed.

Over time, however, this situation, coupled with employee transfers
and terminations discussed below, may cause the entire security struc-
ture to crumble, until the daily administration itself is affected. Then
drastic steps are often required to correct the situation.

What is needed is a proactive process whereby smaller, piecemeal
changes take place as they are needed, so there is no deterioration in
security architecture, and the need to take drastic measures sometime
in the future does not arise.

EMPLOYEE TRANSFERS AND TERMINATIONS

Employee transfers, terminations and resignations quite often go
unnoticed by the security department. Usually, there is a process for

immediate terminations. The Human Resources Department sends out
an email for immediate action to the security department to terminate
all userids for the terminated person.

But what about all those other “normal” terminations and resignations
that take place regularly? These employees’ access to the system should
be removed as soon as possible to prevent misuse. And what about
employee transfers within the company? These, too require security
changes to reflect the employee’s new role within the company.

At many places, all these changes are seldom made to the security
database, if at all. Sometimes these are piled up and left unattended, to
be done when there is no other work!

REPORTING AND MONITORING

Apart from the daily administration work, a good security depart-
ment should have procedures for regular monitoring and reporting of
all security activities. These include producing reports and monitoring
such activities as invalid logons, unauthorized access attempts, persons
having special security privileges, monitoring of accesses to important
data sets, and so on. In some shops these reports are produced, but not
regularly monitored, and allowed to collect dust. In others (although
these shops are few) they are not even produced. Some individual needs
to be made responsible (and accountable) for this task, because only
then will it be done properly.

HELP DESK MENTALITY

Some managers view security administration as little more than a
Help Desk activity. In fact, there are some installations that have
merged the two areas, in the hope of saving costs. This is unfortunate,
for there is more to security than just granting and removing access,
and adding and deleting userids. At the very least, it is a specialized
skill requiring skilled staff.

When security is lumped with other Help Desk activities, the quality
of security administration deteriorates, eventually forcing the company to
completely overhaul the security database. This is much more expensive
than having security professionals do the job correctly in the first place.

NEW SECURITY FEATURES NOT IMPLEMENTED

The three main security products on the mainframe, RACF, ACF2
and Top Secret, all introduce newer features all the time. These, when
implemented, can not only provide improved security, but often they
can speed up the security process itself.

However, time, effort and skills are needed to implement these new
features.

A case in point: in RACF, for UNIX System Services (USS) security,
there is a need to assign unique “UID’s” to users. However, under the
older versions of RACF, this task of keeping UID’s unique was a man-
ual one, and was the responsibility of the security administrator. Newer
versions of RACF have addressed this problem, automation of unique
UID’s is possible, but it is up to the installation to implement this new
feature.

INADEQUATE STAFFING LEVELS

This is a chronic complaint in some shops. They try to do with the bare
minimum of staff, and often the mainframe person has to do network
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security as well. Or the non-mainframe security
person is asked to do mainframe security. The
result is that there is no time to identify security
weaknesses and address them.

CONCLUSION

The list of issues discussed here is by no
means complete. There are other issues as
well, of a lesser significance.

What is needed is a healthy discussion to
bring to the attention of management that
security issues will not go away unless they
are addressed. And we don’t want to wait
until a security “incident” happens before
we react.  
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