
If you use the Internet and have not yet been infested by this new
breed of invasive, pervasive and destructive software (also known
as adware, scumware, foistware and malware) you’re either darn

lucky or are keenly aware of how to protect yourself. My home/business
computer was recently infested, as was my son's computer. We were
both attacked in different ways but neither of us was guilty of doing
anything out of line—just garden variety web surfing.

I have decided to go outside the bounds of what I normally write
about to share with Working Smarter readers some thoughts on this
serious new threat to privacy, peace of mind and your best intentions to
use the Internet in a safe, diligent and fair manner.

A BIT OF HISTORY

Other than saying that I have never seen any kind of spyware on a
mainframe, that's about it for mainframe references this month. No,
this nefarious new breed of junk feeds and breeds on high speed
Internet connections, casual (even blithely unaware) Internet surfers
and sneakiness.

Spyware is not a virus. It is not spam. It is generally not as destruc-
tive as a virus but it is annoying, invasive and extremely difficult to
remove. It is far worse than garden variety email spam.

It is probably the fastest growing new form of Internet garbage and
it is suddenly making millions of people's web surfing a real game of
"Surfer Beware."

Forewarned is forearmed, as the old axiom states. The balance of this
column will try to explain how to:

� Rid an infested computer of spyware
� Protect a computer from spyware
� List some good web sites that provide both help and software in

the battle against spyware

GIVING THE DEVIL HIS DUE

Before proceeding, allow me to say that the people who write this
trash are good. Real good. In fact, I'd say that spyware, in all of its
many guises, is probably the biggest "innovation" that I have seen in
the software industry recently.

It is a shame that it has such an underhanded, devious intent.
The intent, by the way, is usually centered on some form of adver-

tising, in all forms: Pop-ups, browser hijacks, pop unders, re-directing
search bars, tracking cookies - just about anything can come flying
at you.

More devious forms can include such lovely things as key loggers
and web activity trackers. If you suspect spyware has installed itself on
your PC, be very careful about visiting your bank web site and enter-
ing your user name and password. Seriously.

It's possible to have private information intercepted and stolen.
That's how bad this garbage is. No credit card numbers should be given
out either until you're certain that your computer is clean.

IMPACT TO BUSINESS

Needless to say, this evil invasion is going to have a large negative
impact on business done over the web.

For a number of years now, businesses have been heavily promoting
things like on-line bill payment, access to bank accounts and private
financial information. With some of the more malicious forms of mal-
ware now appearing, the potential for identity theft and account cracking
is frightening.

Arguments also rage on the web about security levels in different
browsers. One camp assures people that all they have to do to rid them-
selves of spyware is to drop Internet Explorer (IE) and adopt a Mozilla-
based browser. Another insists that IE is fine as long as it is kept current
with all of Microsoft's security patches. I will not join either camp. Both
make valid points. I use Internet Explorer, patched up-to-the-minute.

DOES YOUR HOME COMPUTER HOST ANY
SCUMWARE?

Most professionally administered office networks do an excellent job
of catching most intruders right at the point of entry to the network. It's
your own home or small business machine that needs watching.
Especially if you have a high-speed DSL or cable connection.

When I got hit about a month ago, I was running the Windows XP
Service Pack 2 firewall, proactive McAfee anti-virus software and Ad-
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The term "reactive scanner" means that the software will scan your hard drives and
in so doing, locate and remove most spyware but it will do so after-the-fact. Once
the malware has been expunged, this scanning software should be used regularly
to see if any new infestations have occurred. A "proactive blocker" is software that
attempts to prevent spyware from ever entering your computer. It is not as sophis-
ticated as a good firewall but it is geared specifically toward spyware.

Ad-Aware SE Personal—www.lavasoftusa.com (reactive scanner)
SpyBot Search & Destroy—www.safer-networking.org (reactive scanner)
SpyWareBlaster—http://www.javacoolsoftware.com ( proactive blocker)

FIGURE 1: FREE ANTI-SPYWARE SOFTWARE
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Watch, an intrusion detector from LavaSoft, the makers of Ad-Aware.
I thought my shields were up and that I was protected.

Wrong. I was simply trying to find the lyrics to an old song ("Love
Potion # 9", if you must know). After getting a few pages of google hits,
I clicked on some innocuous looking lyrics site and BAM! Just like that,
I was inundated with garbage. All in under 60 seconds.

HOW TO REMOVE SPYWARE ONCE YOU'VE
BEEN INFESTED

Unfortunately, there is no single foolproof method to remove spyware
from your computer once it has installed itself. That's the bad news.
However, doing nothing will only ensure that more and more garbage
will find its way onto your hard drives.

Removing spyware takes time, concentration and a sense of wari-
ness. To begin, download and install the software shown in FIGURE 1. All
of the packages listed are free and are of very high quality. Upgraded
versions with more advanced features, as well as matching plug-ins, are
available for a fee. Ad-Watch is such a plug-in for Ad-Aware and I can
tell you that it works very well at catching real-time registry modifica-
tion attempts. It only costs about $20 and is well worth it.

The pros will tell you this: Have more than one spyware scanner and
don't forget about anti-virus software either. Some anti-virus scanners
will root out spyware very well. McAfee helped me get rid of a nasty
that Spybot and Ad-Aware couldn't remove.

Even if your computer seems fine, I recommend downloading and
installing these free scanners. You might be surprised by what they find.

Since malware writers are trying to stay one step ahead of everybody,
it's always possible that you might get hit with a brand-new, clever vari-
ant. This is what happened to my son. No software that we could find—
free or pay—could root out the stubborn foistware that he had the misfor-
tune of encountering (while trying to download a video game upgrade).

In cases like these, there are a number of quality web sites where
people will help you. Using a combination of free, downloadable soft-
ware and web message posting—both by you and the helpers—persist-
ent, seemingly unsolvable problems can be fixed.

Many of the helpers on these web sites work for security software
companies and it is their job to be constantly on the look-out for the
latest attack methods used by the purveyors of spyware.

My favorite site, the one that did a fabulous job of helping to clean
my son's machine is www.spywarewarrior.com. They use piece of soft-
ware called HijackThis (HT).

HT produces a log after scanning your registry and your browser set-
tings. You then post the plain-text log in a specific forum. Then, one of
many volunteer security gurus will advise you on how to proceed. This
is an all-volunteer effort and costs nothing so it might take a number of
days to work through the specifics. It usually will also require several
iterations of running HijackThis, posting the log, getting advice, fol-
lowing the advice, re-running HT, re-posting and so on.

And here's another real cost of spyware: Time—both your own and
others as you attempt to hunt down and remove this stubborn, deeply
buried gunk from your machine.

ALL CLEAN! NOW WHAT?

I am still learning how to have really good shields up to protect my
machine. I foolishly believed that the XP Service Pack 2 firewall would
block most invasive stuff. I was wrong.

The XP Service Pack 2 firewall is inadequate for Internet users with a
DSL or cable connection and who spend considerable time on the Internet.

You need something like the ZoneAlarm firewall, another free prod-
uct (with for-fee Pro versions). You should also make running the spy-
ware scanners a regular part of your daily work day.

I run both Ad-Aware and Spybot Search & Destroy every single day
- in Safe Mode. Trust me, the malware that is floating around in cyber-
space is not going to go away easily and even when you get all cleaned
up, it has a nasty habit of sneaking back in.

Another area that all Windows IE users should investigate is both the
security and privacy tabs in Internet Options (Start-> Control Panel->
Internet Options, in XP). You must familiarize yourself with these. There
is more to absorb if you have installed Service Pack 2 on Windows XP.

FIGURE 2 shows how to set the cookie level to Prompt, a setting that
while sometimes can be mildly annoying, is more than worth it to block
nefarious web trackers.

CONCLUSION

There is a lot to learn about spyware. It is not exactly pleasant to
learn about. However, just remember: You have to know who the
enemy is in order to defeat them.

Keep your guard up. Read more at the many good web sites that deal
with spyware removal and protection.

The invasion has just begun and I predict that it will only worsen as
time goes on.

Forewarned is forearmed.

NaSPA member Jim Moore is the president of Concentrated Logic
Corporation, a Glendale Heights, IL-based software development firm
specializing in TSO/ISPF/PDF and database design. He can be reached at
conlogco@attbi.com.
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FIGURE 2: SETTING COOKIE BEHAVIOR IN WINDOWS XP HOME,
SP2 LEVEL

When you visit a trusted site whose cookie you want placed, you can allow it. Further,
if you check the "Always Allow" box in the prompt pop-up, only "sneaky cookies" will
be blocked at a web site. You will be amazed how many underhanded adware pur-
veyors try to place cookies at sites like Yahoo.
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