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Fixed Content Information Continues to
Drive the Need for Innovative Storage

Strategies—Finding a Home for
Legislated Permanent Data

By  J ame s  O ’ C o n n o r

FIXED
content is information that is in a final format; data
that does not, and moreover for compliance reasons,

cannot change over time. Customer financial statements, check images
and transaction journals are typical examples of fixed content data, and
are quickly becoming the fastest growing problem for mainframe data
storage. Because mainframe applications generate new fixed content
every nanosecond, companies are facing the challenge of finding a
proven open systems storage solution that can help their mainframe
users better handle the growing volume of fixed content at a very low cost.

Growing content generation is not the only issue of concern as
increased mandates across varied industries are being inked.
Companies need to satisfy strict records-retention regulations such as
SEC Rule 17a-4 for broker-dealers, HIPAA and electronic records
mandates in healthcare, CFR mandates in life sciences, Department of
Defense legislation in the government sector and Sarbanes-Oxley
requirements for all public companies or companies that are working
towards IPOs. All of these regulations are driving forward the need for
increased storage and in inalterable formats. It is estimated that with
Sarbanes-Oxley in place alone, corporations with valuations greater
than $75 million, will by 2006, end up generating, in total, close to 1.6
exabytes of fixed content data per year. To put it in current terms, that
means 1.6 billion gigabytes of fixed content a year.

The growth of fixed content data is explosive and continuous. The
increases in transaction processing rates coupled with the increasing
complexity of each transaction fuels this growth. Organizations are
more concerned with managing their content than ever before. It’s
generally accepted that more than 80 percent of the information in
the average organization is “unstructured” information, such as
office documents, paper documents, images, graphics, multi-media
files, computer-generated reports, e-mail, and web content. Given
the explosion of this unstructured information, organizations need
strategies and solutions to help them control and leverage this infor-
mation as an asset, manage its risk as a liability, and reduce the costs
of keeping it.

According to Enterprise Storage Group's ESG Impact Report,
"Compliance: The Effect on Information Management and the Storage
Industry," new regulations will increase demand for storage by 64
percent. Over a year ago, they found that more than 10,000 laws and
regulations in the United States alone drafted by federal and state
legislative bodies dealt with compliance and regulations mandating
technological solutions. The list of regulations continues to grow.

THE REGULATIONS

In government, regulations like DOD 5015.2 discuss how the
Department of Defense must secure and maintain documents while the
Securities and Exchange Commission (SEC) Rule 17a-4 describes
stringent rules that govern the storage of all electronic messages
including e-mail and instant messages for its members. This ruling
specifies that brokers and dealers must manage their content appropriately
and all information must be stored in a non-rewritable and non-erasable
media. Because the SEC rules are more specific and stricter than most,
they have become the default standard in many companies.

The EPA also has requirements for companies in their electronic
reporting and records management. 40 CFR Part 3 defines the condi-
tions under which the EPA will accept the submission of electronic
reports and other electronic documents, as well as the maintenance of
these electronic records, by regulated entities. It also defines the con-
ditions under which records are to be created, modified, maintained,
archived, retrieved or transmitted by regulated entities. This mandate
requires that companies prevent undetectable alteration. The system a
company uses must generate and maintain complete, accurate elec-
tronic records and electronic documents in a form that may not be
altered without detection. Each copy and document must be stored in
this format throughout procedures that can take a number of years and
many times for an extended period after a decision is realized. This
increases a company’s need for long term or what is considered tier
three storage.
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Also driving fixed content is the need for regulatory compliance. The
Sarbanes-Oxley Act, passed August 2002, was enacted to restore
investor confidence in the financial reporting of public companies and
hold a company's officers personally responsible for misrepresentation.
Any public company is affected by the act and experts recommend pri-
vate companies hoping to go public or be acquired by a public company
also should abide by the rules as well. Section 302 came into effect on
Jan. 1, mandating quarterly reporting on how a company derived its
quarterly financial report, including controls and procedures used.
Section 404 took effect June 14, forcing public companies to have
reports of controls and procedures audited by a third party.

This act has a two phased effect on IT departments and their storage
components as companies initially scrambled just to comply with the
law in order to provide the necessary documentation to auditors.
Eventually, companies will want to automate the process, building
audit trails and procedures into their systems.

With Sarbanes-Oxley in place, corporations with valuations greater
than $75 million will by 2006 end up generating, in total, close to 1.6
exabytes of fixed content data per year. To put it in current terms, that
means 1.6 billion gigabytes of fixed content a year, since ‘exa’ repre-
sents 260, while a ‘tera’ is still only 240.

In healthcare, the situation hospitals and health providers are facing
is challenging their storage usage as well. In a recent speech, former
Secretary of Health Tommy Thompson said that the upcoming spend-
ing on technology in healthcare in 2005 is earmarked as high as $100
million– that would be double the funding compared to 2004. The main
technology thrust of this initiative centers on hospitals’ and healthcare
facilities’ transference of patient records from paper to digital copies.
By storing documents in digital formats, the need for storage space
would increase exponentially and force these institutions to find new
and innovative ways to store this new digital data.

Many of the healthcare institutions currently store their data on
mainframe systems. These outdated pieces of hardware, most of
which were purchased decades before, are slow, unreliable, expensive
and difficult to maintain in regards to the data center’s environmental
conditions such as cooling systems and electrical grids. Solutions
available today allow companies to drive operational efficiencies to
new levels by reducing the need for large data centers. The tasks typ-
ically managed by equipment spanning thousands of square feet can
be done on newer solutions covering just 4 tiles using open systems.

In addition to these operational drivers, moving off of the mainframe
and on to open systems storage provides a cost effective way to trans-
fer data onto a more reliable and easily accessible storage medium. In
addition to mainframe limitations, numerous variables affect WORM
tapes. While it is logical to expect that by simply buying and deploying
the latest tape drives and cartridges backup times will decrease, this
will not necessarily be the case. Variables such as back up hitches, net-
work traffic, tape drive cache buffers, data block size, backup software,
the number of tape drives and compression ratio will all play a role in
determining the actual data transfer rate.

By incorporating both mainframe and WORM technologies with
products that can emulate mainframe systems to transfer the data onto
open-system storage devices, these issues are addressed. With the
growing need for preserving fixed content, mainframes have been
repositioned in the marketplace as the “Premier Enterprise Server,”
providing a large supportable and reliable repository for today's data-
intensive client/server applications. However, advancements in disk
technology, where reliability has surpassed that of tape and the cost per

MB is under one cent, have made virtual tape backup an attractive
option to physical tape. Companies should be rethinking the way they
approach their storage opportunities and incorporate the use of virtual
tape when possible.

In addition, with the advent of Internet technologies, more specifi-
cally TCP/IP, Web browsers and new technology, such as Java allow IS
managers to consistently deploy solutions, companies are now able to
extend beyond today's existing corporate networks. Thus, the ability to
deploy these solutions in a simple, efficient and cost-effective manner,
while leveraging the data and applications that reside on the main-
frame, presents a significant business opportunity for virtual tape
vendors and significant advantages for their customers.

BENEFITS

By adopting this approach to fixed content, mainframe users achieve
numerous benefits. They can maintain more fixed content data online,
affordably, so that all queries whether from customers, in-house ‘con-
trollers’, auditors or regulators can be dealt with in real-time rather than
via costly offline batch processing procedures. It eliminates the need
for tape drives, IBM 3995 optical storage, and the associated media
while also retaining guaranteed WORM attributes for meeting compli-
ance requirements despite using open systems disks for storage.

In this environment, fixed content now has tangibly enhanced data
integrity, reliability, and availability as it is stored on highly resilient
open systems disks, with built-in error correction and data mirroring
capabilities, rather than on tapes or optical disks which are susceptible
to media corruption over time. By supplementing the primary storage with
relatively inexpensive open systems disks, the need for costly primary
mainframe DASD storage [e.g. IBM’s Enterprise Storage Server (ESS)]
for fixed content data is significantly minimized.

A reduction in the complexity of data center operations at the same
time enhances system operator productivity (not to mention morale) by
eliminating the need for tape-based data archival and retrieval which
rely heavily on operator intervention. By transitioning to open systems
disk-based storage, operational efficiencies are significantly improved
as companies will start reducing tape library costs, in terms of floor
space, racks, equipment, cartridges, and personnel. In this environment,
companies can totally eliminate the unacceptably high and recurring
maintenance costs associated with tape drives and IBM 3995 optical
drives, which in terms of capacities and speeds are rapidly becoming
technical anachronisms.

And of course, as it’s important for companies to note and likely a
significant driver behind much of the adoption of these technologies,
companies stand to realize a quick return on investment by exploring
stand alone tape drives over the IBM OAM access method to ensure
automated and transparent access to the data at the lowest cost.

The newer storage approaches can also provide powerful authentica-
tion, access controls, access restrictions, transmission encryption, and
audit logs to protect confidential data. Though no one solution can
claim to make a company compliant, these precautions go a long way
toward making a company comply with these regulations.

FIXED CONTENT’S VALUE DOES NOT CHANGE

The value of fixed content data does not change over time. What
changes is the cost of maintaining that data. Solutions that leverage
relatively inexpensive open systems disk redefine the cost characteris-
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tics of permanently storing large volumes of fixed content online—in
worm mode where necessary.

The goal for companies needs to be to phase out anachronistic pre-
1980 storage technology and instead implement a streamlined, easi-
ly extensible disk-based storage hierarchy for fixed content data—
that is moreover totally compliant with OAM philosophy. By adopt-
ing this approach, companies will enhance customer satisfaction,
customer loyalty and overall corporate competitiveness by offering
fast, online access to historic data such as old statements and finan-
cial transaction records, particularly those related to the cost of stock
purchases and check images rather than only being able to provide
such data using offline batch processing. In a world swelling with
new content that is continuously regulated across varied industries,
companies that do not deal with their fixed content needs are going
to be in a fix, indeed.  

Jim O'Connor is the Director of Product Marketing for Bus-Tech and has
been at the company for over 15 years. In this role, Jim helps set the
strategic direction for both the company and two leading product lines
while also driving visibility for the company. Jim has over 35 years of
experience in the computer industry.
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