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Outsourcing Backup &
Disaster Recovery

By  B ud  S t o dd a rd

DUE
largely in part to our current environmental instability and
challenges in the Middle East, server backup and recovery

has risen to the top of IT agendas. According to META Group
Research, more than 80% of Global 2000 companies will significantly
increase their business continuity/disaster recovery budget by 2006—
from the current average of about 2 - 3% of total IT budgets to 5%+ of
their budget.

Most executives are familiar with traditional tape or disk backup and
as a result, most companies employ either tape or disk backup for their
data protection and often outsource parts of this process. However, an
essential component to any fail-safe disaster recovery or business
continuity plan is having an effective and secure off-site backup and
recovery solution. Tapes become useless if they are left on-site and a
fire burns down the company or if an employee takes them home every
night and is unable to retrieve them when necessary.

Luckily, with many recent technological advances in the area of stor-
age and storage management there a number of new technologies and
services available which can better address data protection as com-
pared to traditional solutions.

� Mirroring is the process of copying server data in real-time
using a common, linked controller to another server or servers,
located on-site. It provides data protection in the case of failure
because data is constantly updated to designate servers. Its
primary advantage is high data availability and disadvantages
include the risk of controller failure, lack of remote capabilities
and high cost.

� Online Backup or Electronic Vaulting entails backing up the
server data on-site then sending the encrypted data over the
Internet or private telecommunication lines to secure offsite
Mass Storage Vaults. Data can be recovered on-site using vendor
software that accesses the data stored in the offsite vault. Its
primary advantages are security and high data availability and a
disadvantage is high cost for larger amounts of data.

� Replication: Is the process of copying data from one server to
another across a network, whether on or off-site. Most often, it
used to copy data from one site to another. For example, the
banking industry has slim recovery windows and often is
required to keep multiple copies of current data at a backup
facility in case something happens to the primary site. Its primary
advantage is high availability and a disadvantage is high cost.

Depending upon individual company needs and objectives, these
technologies can work with either existing tape or disk backup solu-
tions or, replace traditional solutions. For example, although mirroring
provides for data availability on multiple servers it is still necessary to
have data transported to an off-site facility whether that data stores
through online backup or traditional tape backup. In the tape scenario,
a courier could pick up the tapes and transport them to an off-site facil-
ity. With online backup, it would be done electronically.

Largely because of slim budgets and the increasing need for an
effective backup and disaster recovery strategy, outsourcing backup
and disaster recovery functions has increased significantly in adoption.
Although the options are numerous given these new technologies, there
are a number of risks and recommendations one should consider when
evaluating any potential option.

RISKS

Here are some of the major outsourcing risks business and IT exec-
utives should strongly consider.

Inadequate Staying Power
Recent technology company failures are proof that many companies did

not have the staying power their customers expected when signing agree-
ments. There are many companies out there that offer sub-standard tech-
nology whether it is because of lack of security, poor quality equipment or
lack thereof not to mention, poor infrastructure or little experience. Many
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of these companies will be lucky if they see another six months and that
could spell disaster for anyone who does business with them.

Do the homework. Closely evaluate how long the company has been
in existence, their history, their executive’s backgrounds, financial
statements (if available), how large they are and details surrounding
their technology and infrastructure before doing business with them.

Lack of Security
Electronic information or data is one of the most critical assets in

your business and is irreplaceable period. Not to mention, if it falls into
the wrong hands it can be used as a destructive weapon. Therefore,
maintaining the security of backup data throughout its lifecycle is of
utmost importance.

Walk through the vendor’s process from the time data leaves to the
time it reaches its intended destination. For example, if evaluating a
courier service that takes backup tapes off-site, closely review the vendor’s
security procedures from the time of pickup to the time of delivery to
the vault. Does it sit in a non-temperature controlled and unsecured
truck while the courier makes their other pickups and deliveries?

Insufficient Service
There is always the distinct possibility when backup data needs to be

retrieved the vendor will not be accessible or will not have the ability to
respond within your time parameters. Any outsourced vendor is only as
good as the service they provide. If they have the backup data, it is not
going to do anyone any good if it cannot be retrieved when one needs it.

Talk to the vendor to understand their typical response times. Even
better, seek a vendor with a documented Service Level Agreement (SLA)
which will guarantee response time. Ideally, the vendor should provide
service availability 365 days a year, 7 days a week and 24 hours a day.

RECOMMENDATIONS

Evaluate existing operations & expenditures
Before you seek an alternative solution whether it is internal or

external, closely evaluate or have your staff evaluate existing opera-
tions to determine current backup and disaster processes and costs.
Evaluate what actions are taken when data is lost or servers go down.
Understand how many servers, how much data and which operating
systems are in use. Analyze how much is currently being spent, taking
into account any hardware, software, employee man-hours and mainte-
nance or service fees. Then, document your findings.

Determine internal needs & wants
Work with your IT staff to uncover and determine the companies

internal needs and wants before selecting a solution or vendor. If a
governing body regulates the company, understand their require-
ments if any. Then, work with internal colleagues, executives, and
the board of directors, departments and branch offices to understand
their needs and wants and document. For example, in case of disas-
ter, find out within what amount of time they need to up and running
again. This should serve as the IT departments marching orders to
devise a solution and choose the best outsourcing option that best
meets their organization’s requirements.

Establish or re-visit the RTO
A Recovery Time Objective or RTO, a parameter usually set in

hours, can be one of the most effective measurement tools for any

organization. It stipulates when an organization is expected to resume
normal operations after a sustained outage. An RTO allows organiza-
tions to measure their backup and disaster recovery processes against
this measure rather than making passes without a goal in mind. It is
especially helpful to set parameters and measure vendors against this
metric, to ensure they can deliver within the defined parameter. Use
internal findings to establish or re-visit any existing RTO and establish
one that is reasonable. Then, solicit internal comments and buy-in.

Envision the worst
Do not forget September 11. Most of the companies affected by

September 11 did not have the plans or technology in place to recover
promptly. Therefore, before you set out to choose a technology or vendor
envision the worst, plan for it and make choices that can see the company
through it. In addition, question every minute detail of the backup and
recovery plan. If there is failure, it could be detrimental for the company.

Think outside the box
Many people stick to what they know or to what makes them feel com-

fortable. However, with so many new and better backup and recovery
options on the market as you approach the evaluation stage keep an open
mind set and do not be afraid to evaluate new technologies. Some of these
could represent the best or most cost-effective solution for the company.

Do not feel all eggs have to be in one basket
Unless in the case of few servers and/or very little data, do not feel

just one backup and recovery option must be selected. Let the internal
needs and wants guide the decision and choose a technology or combi-
nation of technologies that best suits individual department or business
needs. For example, if following a disaster Accounting has to be up and
running within 5 hours but Human Resources can wait 36 hours, select
technologies that can address these individual needs. Remember, the
general rule of thumb is that the quicker the recovery the more the cost
so do not pay a high price for something that is not necessary.

Do not let budget guide decision
When the economy is rough, it is very easy to fall into the trap of

only purchasing what the budget allows. Choose a solution that best
can see the company through the next disaster, not one that is afford-
able. It is better to make budgetary adjustments and forego fancier
computers or additional staff than go out business because backup and
disaster recovery failed.

Evaluate & select technologies
Now that it is clear what needs to be accomplished and what mind-

set is necessary, begin evaluating technologies that can accomplish the
defined objectives. Perform research through credible industry sources
and credible organizations, talk to peers to get their insight, understand
the average costs and options, and document your findings. Based on
the research, select the backup and recovery technology(s) that best fit
your corporate objectives.

Closely evaluate & select vendor(s)
You should learn which vendors or products are the dominant play-

ers in the industry as related to your chosen technology(s). Closely
evaluate each company and their product, service, security, costs and
speak to references. Choose the best solution or combination of solu-
tions that you feel can best deliver upon your objectives.
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Sell it to higher ups
Although technologies and vendors have been selected, now how

does one go about selling it to the board or upper executives? More
than likely whoever needs to approve buy-off on the solution will not
be the one in the trenches dealing with backup and recovery on a day-
to-day basis. A complete picture of the current state of affairs will need
to be provided. Show them your findings from step one and uncover
any potential Return on Investment (ROI) between what current imple-
mentations cost the company and what benefits your new solution will
provide to the organization. Gather as much information as you can on
the risks of your existing solution using this article and other sources to
emphasize that data loss does not just happen to other companies but
could very well happen to theirs.

Keep the budget plentiful
When times are tough, often companies will cut their backup and

disaster recovery expenditures. Cut from other areas but spare the
backup and recovery line item. When the economy is rough often there
is workforce reduction, disgruntled employees, new or additional hard-
ware or software does not get purchased, services are cancelled and
substituted for insufficient alternatives or testing is cancelled because
IT resources are limited. This is a recipe for disaster.

Data is your most important strategic asset; regardless of the business
or industry you are in so keep the budget plentiful. Do not put the whole
company at risk because business is slow and the backup budget was cut.

As stipulated by their regulatory agencies, companies in the health-
care and banking industries are required to have sufficient backup and
recovery plans in place. However, for companies that are not regulated
it can become a common practice to forego long-term or strategic plan-
ning and fight daily fires instead. Foregoing the appropriate planning
will only succeed in a company going up in flames. Companies in all
industries should consider the effectiveness, not to mention cost-effec-
tiveness of outsourcing their backup and recovery.  

Bud Stoddard is the President & CEO of AmeriVault Corp., the pioneer of
online server backup and recovery for business. For more information visit
www.amerivault.com.
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