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Guidelines for Checking
Out Leaks In Your

Organization’s Security
Systems and Programs

By  E l i z a b e t h  M . F e r r a r i n i

GOOD
information security preparedness requires more
than bulletproof data centers and networks. You

need to have a solid process in place to detect and highlight any poten-
tial problems within the enterprise, within both internal and external
corporate networks, and with employees, as well as with IT vendors. A
variety of security audits and security assessments done routinely each
year can prevent unauthorized entry into an organization’s valuable
network and data center systems.

This article describes the different types of security audits and security
assessments you need to do and the deliverables you need to provide to
management. These evaluation tools include the following: security sys-
tems audit, security policy audit, risk assessment, internal and external
vulnerability testing, security policy review, and penetration testing.
Together these evaluation tools help you to ensure due diligence that your
security programs and security systems are maintained, and that docu-
mentation and policies are followed.

SECURITY SYSTEMS AUDIT

A security systems audit reviews your enterprise network security
systems against security policies and procedures and looks for sys-
tems weaknesses and vulnerabilities. It essentially provides a report
on the current status of your information and networking security
preparedness. An on-site audit ensures that you have the level of pro-
tection your organization needs and expects to ward off intrusion
threats and the misuse of systems by employees. The security audit
should include the following:

� A check of device configuration, versions, and patches.
� A review of security solutions against system documentation

and diagrams.
� An examination of all firewalls and other device rule sets for

inconsistencies and unnecessary loopholes.
� A review of sample log files for problems.

� A trial run of the system from a trusted network to check system
defenses against basic attached.

POLICY AUDIT

A policy audit tests and validates these enterprise network security
systems against the organization’s established security policy, ensuring
that your security policy accurately reflects your security systems’
rules and permissions. This audit should include the following:

� A comparison of all firewall rules with the overall security policy.
� A verification that restrictions and permissions for all Web

browsing and downloads match the security policy.
� A confirmation that e-mail virus protection is up to date.
� An assessment of e-mail controls with emphasis of banned

address list and spam settings.
� A verification that remote access systems are being used accord-

ing to the security policy.

For both the security infrastructure audit and the policy audit, man-
agement should receive the following deliverables:

� A report describing the methodologies used in the audit,
� The findings summarized into high, medium, and low priorities

relative to business goals and objectives,
� The recommendations for corrective action.

RISK ASSESSMENT

The results of these audits can help you establish a baseline for
gauging the risk assessment for your security program across the enter-
prise. Specifically, a risk assessment provides an overview of your
computing and network environment, as well as your existing security
preparedness. If it is done properly, a risk assessment will identify
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threats to your organization’s security, and potential risks to your busi-
ness. It will also help you to observe physical security, application
security, network security, and operational security. Risk assessment
should include the following:

� A series of interviews with key executives in order to better
understand the business.

� A review of previous security breaches and related business
disruptions.

� A detailed site inspection.
� An analysis of information systems architecture and configuration.
� A review of documentation.
� A review of network connectivity and access controls.
� An analysis of security policies and procedures.

Depending on the scope of your risk assessment, you can address
some or all of the following areas: internal and external network
connections, network gateways and other boundaries, LAN/WAN
connectivity, operational facilities at a single site or the entire enter-
prise, and the computing environment at those locations.

Once you have established a baseline of enterprise security pre-
paredness, you can easily determine where your infrastructure is at
risk, identify where both the internal and external vulnerabilities exist,
identify short-term fixes and longer-term remedies, and determine the
financial trade-offs among issues, such as cost, ease of use, business
requirements, and acceptable levels of risk.

A risk assessment should look at hardware and software configura-
tions, access controls, intrusion detection and response, data sensitivity,
current security policies and procedures, and business continuity plans.
It might also include an analysis of technology trends in conjunction
with business goals to determine the best overall approach to security.

After gathering and analyzing the data, you need to provide man-
agement with a good set of deliverables which include the following:

� An assessment of the organization’s current security status,
� A summary of their security goals,
� The results of a gap analysis,
� The recommendations for security upgrades and enhancements,
� A recommended implementation plan,
� A report of baseline data for future reference and comparison.

INTERNAL VULNERABILITY ASSESSMENT

While a security systems audit, a security policy audit, and a risk
assessment address security at the enterprise level, an internal network
vulnerability assessment helps you to locate, identify, and mitigate the
risks posed by inadequate security throughout internal corporate
networks. This assessment goes beyond work being done by an
automated scanner and other testing services, and, instead, applies
test results and recommendations to a company’s specific environ-
ment and business goals.

A vulnerability assessment provides both a high-level architectural
review of a company’s system and networking infrastructure and a
detailed, hands-on, system-by-system evaluation of the organization’s
security status. This type of an assessment can reduce or eliminate
uncertainty and false alerts by supporting findings with concrete,
empirical testing. It reviews and tests security while addressing the spe-
cific and unique risks inherent in the organization’s industry.

A typical vulnerability assessment uses network security analysis
tools that scan systems and network assets to identify known security
problems with devices such as, routers, servers, desktops, and network
printers. The assessment also includes a review of the physical infra-
structure, and an analysis of policies and physical/procedural controls.
This process helps to identify weaknesses that could result in a security
breach or loss of service. Interviewing security operations personnel
can help with evaluating the mechanisms by which critical systems are
maintained and administered.

Again, management needs to have detailed assessment deliverables
which include the following:

� A summary of the test methodology
� An analysis and evaluation of the risks
� A report on the network vulnerabilities
� A list of the corrective actions in order of priority

EXTERNAL VULNERABILITY ASSESSMENT

You might want to perform an external network vulnerability
assessment while you’re doing the similar assessment for the internal
network. An external vulnerability assessment identifies an organiza-
tion’s system and network security readiness as it appears from outside
the security perimeter. Specifically, it helps to identify the existence, or
absence, of vulnerabilities that could be exploited by external attackers.

External tests, conducted by the Internet, help you to gather external
accessible configuration information, scan network gateways to identify
services and topology, and scan a company’s Internet access points vul-
nerable to attack. The process analyzes and categories vulnerabilities in
external systems. For example, it will identify undocumented models
or uncontrolled modems connected to the external telephone network
that could offer a back door into the security perimeter.

A key part of this assessment includes interviewing key professionals
to evaluate the mechanisms by which critical systems get maintained
and administered.

Deliverables to management might include the following:

� A summary report describing the test methodology
� A report identifying the system and network vulnerabilities
� An assessment of identified weaknesses
� A prioritized list of corrective actions

POLICY REVIEW

After you have done an internal and external vulnerability assess-
ment, you might want to review your security policies and procedures,
which communicate the principles that information is a valuable cor-
porate asset, and that all employees are held responsible and accountable
for protecting it. These policies and procedures provide visible evidence
of security considerations, requirements, priorities, assumptions, and
responsibilities. These issues can appear in many forms—personnel
manuals, acceptable network and computer usage agreements, security
policy statements, corporate mission statements, and ethical guidelines
for information protections.

Have a policy review committee examine your organization’s secu-
rity policy and periodically make updates to it. Some activities for a
policy review committee might include a detailed examination of
existing policy statements and procedures, a comparison of policies
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against industry best practices, and an identification of limitations, and
any suggested remedies.

A detailed report from the policy review committee to management
needs to include the following:

� A summary of weaknesses in security policy
� A report of recommended additions or modifications to policies
� A prioritized list of security needs
� A communiqué enlisting the commitment of management with

this process

PENETRATION TEST

At the real-world level, any type of a security assessment needs a
penetration test to determine where risks exist. This test will help to
identify and attempt to exploit all vulnerabilities associated with such
devices as gateway routers, network servers, and firewall systems.
Attackers often try to gain access to an organization’s network through
these access devices.

Penetration testing includes identifying risks with existing server,
router, and firewall configurations via an active network scanning and
manual inspection of relevant configuration files, documents, and man-
agement interfaces. Using both commercially available scanning soft-
ware and custom attack tools, you need to test servers, routers, and fire-
walls for vulnerability by known means of attack and penetration. A
penetration test checks the following security weaknesses:

� Protocol-based attacks, such as packet spoofing, packet
fragmentation, session hijacking, and packet eavesdropping.

� Exploitable host-based vulnerabilities, such as password guessing
and cracking, buffer overruns, user ID root programs, and
reliance on transitive trusts.

� Susceptibility of routers and hosts to SNMP and other management
and informational protocol commands.

� Exploitable weaknesses in applications-level software.

Provide management with the following deliverables from a pene-
tration test:

� A report of the methodologies used
� A report of the vulnerabilities discovered and exploited
� An explanation and quantification of risks associated with

each vulnerability
� A prioritized list of the recommended actions to remedy

vulnerabilities

The results of these audits and assessments can help send a would-
be attacker a clear message that your organization takes its information
and network security seriously.  

Elizabeth M. Ferrarini is an IT consultant from Boston, Massachusetts.
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