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Firefox Browser—
It’s Not MSIE!

By  J im  R u e

MANY
people feel Internet Explorer is the worst application
program ever written to run under Windows.

Microsoft thinks different. They believe it to be part of the operat-
ing system, or so they said during their federal antitrust trial in the
nineties. When Microsoft engineers stated that the browser could
not be extricated from the operating system without a great deal of
trouble, other engineers representing the government showed that
Iexplore.exe could in fact be removed from the operating environ-
ment. They showed that it could be removed without too much dif-
ficulty either. Microsoft was convicted of antitrust violations, but
the courts move slowly. Much too slowly, it seems, for the software
industry. By the time all the hearings and continuances were over,
Windows had undergone a couple of major upgrades. By then,
Explorer really was an integral part of the operating system.
Extensible Markup Language (XML), ActiveX controls and Active
Server Pages (ASPs) saw to that.

The introduction of XML and ASPs opened Pandora’s Box, and vir-
tual home invasion has been a fact ever since. However, that may be
about to change. Firefox, a successor to the Netscape browser, seems
to be a rising star.

WHAT KIND OF A NAME IS MOZILLA?

Not that long ago Netscape was a worthy competitor to Microsoft’s
Internet Explorer, and it was there first. The very first browser, Mosaic,
was written at the University of Illinois in 1994. When Marc
Andreesson took the program out of the university and into the mar-
ketplace, he was responding to the overnight popularity of the web. His
version was called Mozilla, short for Mosaic killer. The program was
soon renamed Netscape. The program has changed names repeatedly
since, but Netscape was the big winner for a time. In 1995, Netscape
went public. On their first day of issue, their stock achieved the third
largest gain in history for an IPO. Suddenly everyone was using
Netscape, and the web. Netscape was clearly the most common portal.

Then, just as suddenly, every new Windows box was arriving with
Internet Explorer already installed. Netscape could no longer guaran-
tee ‘eyeballs’ through their browser like Microsoft could and in 1998,
the firm was sold to America Online. AOL started distributing
Netscape on the AOL release disk, with all manner of paid advertising
built in. The whole story is a dramatic tale of corporate intrigue simi-
lar to the R .J. Reynolds/Nabisco takeover in the eighties. See the book
“Barbarians Led by Bill Gates” (Jennifer Edstrom and Marlin Eller,
Henry Holt Co, 1998) to see how similar the two cases are. These guys
do not mess around.

THE AGE OF EMPIRE

With Netscape effectively co-opted by America Online, Microsoft
was the only one left. Internet Explorer was out standing in the field.
After furtive glances to the left and right, Microsoft engineers started
adding numerous patches, backdoors, trapdoors and extensions to the
browser, deferring to larger, moneyed clients who wished to ‘push’ ad
content to people using the internet. Before we knew it, Explorer had
more holes than a Baghdad highway. Every new extension, it seemed,
even a security patch, brought with it some new vulnerability, exploit
or bug. Users complained to their service providers that pop-up adver-
tising was popping up so often that they could not get any work done.
Before they could position their fingers to type, the screen would fill
with popup windows. Typically, the invasive ones are called ‘off-site,’
meaning that the content is received from some server other than the
one displayed in the location field. The site displayed in the location
field has often been paid by the ‘off-site company’ or its representative
to attach the popups.

It did not help when pop-up advertising began selling ‘anti-popup
software.’ Unwary users were offered the opportunity to exchange
their dollars or Euros for new software that would, after installa-
tion, flood their systems with more advertising and malware than
ever before.
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EVIL POPUPS

Scott McNealy, CEO of Sun Microsystems and one of the injured
parties in the Microsoft case, became something of an industry pariah
in 1999 when he said, “You have zero privacy anyway. Get over it.”
Nevertheless, the browser invasions have continued since and have
become ever more sophisticated. By spring of 2004, malware technol-
ogy had become so evil and invasive that if your Windows Updates had
not been installed, a keyboard logger could be installed on your
machine without a hint to you that it had occurred. For the sake of clar-
ity, a keyboard logger is software that captures everything typed and
stores that data in a file where the invading software can find it and
upload it on demand. It is alleged that Russian crime syndicates are
using software such as this to perpetrate identity theft, pyramid
schemes and fraud.

It is not difficult to find evidence on your own PC that web develop-
ers wield this much power. Look at your subdirectory tree using
Windows Explorer. If you see folders named Gator, WeatherBug,
TimeSynch, CoolWebSearch or any other suspicious names, and you
know that you did not put those folders on your drive, then you know
you have been hit. You are not alone. Such exploits can show up in your
Add/Remove Programs list too.

This does not register as a problem for users who do not care if oth-
ers can see what they type. Such users are more common than most
people realize. These users may think better of it if they realize that
their typed strings might include social security numbers, credit card
numbers, addresses and phone numbers, and any random thing they
might say about themselves, their friends or relatives. On the other
hand, they may not think about it.

IF YOU MUST USE EXPLORER

For most of us, pop-ups are such matters of sufficient concern that
Ad-Aware and Spybot have become two of the most downloaded
utilities on the web (available for free from any reputable shareware
site – download.com is a good one). When you run Ad-aware on a PC
that has been without popup software, or one that had an exploitive
anti-popup program installed, it may detect and eradicate hundreds of
exploits, registry hacks and files that you did not request.

However, even using Ad-Aware and Spybot together will not catch
them all. An endless horse race occurs to stay ahead of the Windows
browser flaws and the popups that exploit them. New categories are
emerging all the time. A recent one is called a ‘browser hijack.’ It may
or may not change your homepage, but if you attempt to use a common
search engine, the results are instead displayed from a page for a search
engine you have never heard of. Getting back to Google or MSN is
impossible without restarting the browser. Browser hijackers can be
very persistent and very frustrating. In fact, several types of popup
exploits are identified by antivirus software as viruses. The distinctions
can be very unclear.

MOZILLLA REDUX

Windows XP Service Pack II is coming out while I am writing this
article. Its primary purpose is to make Windows more secure but it is
feared it will simultaneously close some holes and open others. IT
Managers have already been warned that installation of SP2 will be
ticklish. However, a solution may be on the horizon.

After Netscape was sold to AOL, Mozilla continued to exist. The
original Mozilla developers spent the intervening years thinking about
Linux and the virtues of open source software, and more recently started
developing again. Someone in the Mozilla organization does not like
the name, and Netscape is still the property of AOL. Therefore,
attempting to leave the 300-lb gorilla behind, they renamed the soft-
ware Phoenix. That presented a legal problem, it seems, because then
it became Firebird. Nope. That is a car. So now, it is Firefox, and I hope
that name will remain for a while.

Say goodbye to popups. Firefox blocks them by default. On the other
hand, some people use websites that require popups. Cheaptickets is
one that uses a popup to select airports for searching for good travel
rates. Blocked popups are represented with a small ‘X’ icon on the bot-
tom left of the window. Clicking on one offers some limited info about
the popup and the choice to unblock just that one. Alternatively all pop-
ups associated with a site can be banned or allowed for every visit. A
built-in utility called a DOM inspector allows you to examine any
XML objects embedded on a Web page. There are provisions for three
different types of secure sites. Most importantly, Firefox disallows all
ActiveX controls, the extensions nearest and dearest to hackers,
swindlers, and virus authors. Nevertheless, do not take my word for it.
Look at cert.org for warnings about the vulnerabilities that Explorer
poses. Utilities like Windows Update do not work in Firefox, but nei-
ther do Web routines that place all manner of threatening, or at least
annoying, junk on your hard drive.

IT’S A BROWSER

Firefox looks, smells and acts like a web browser. At the top of the win-
dow, just below the title bar, a command bar appears with the familiar
“_File, _Edit, _View, _Tools, _Help” string of top-level menus. Below
that there is an icon bar with right and left arrows, reload, stop and home
buttons, and a location bar. Below that, a bar displays frequently used
bookmarks. This toolbar reminds me of the ersatz search utilities that
invariably invade my computer, slow the machine down and create tech-
nical problems where there were none before. To be fair, the Google tool-
bar occupies the same space, and I do not have a problem with that. Yet.

The bottom of the window displays the actual URL of a link when
you point at it. The right side of the status bar displays a download
progress bar while a page is loading. A new feature unparalleled on
other browsers is called ‘slash search.’ Click on a Web page, and then
type a slash followed by a search term. Firefox searches the page for
your search term and jumps to the first one. It is handy.

There are some new tools, and many new configuration options, but
it all looks familiar, sharing characteristics with Internet Explorer and
the earlier Netscape. Installation is simple. The final step is a screen
offering the option of importing any existing settings from Explorer,
including cookies, history, passwords, favorites or any combination
thereof. A similar import utility eases the transition from Opera, a free
Finnish browser previously known as having a small footprint in mem-
ory. Recent releases seem cluttered and overly feature-filled, however.
The full download is 15MB.

Common plug-ins for Windows work for Firefox too—Adobe
Reader works. Java, Flash, Shockwave, QuickTime, Windows
Media Player and even RealPlayer work with Firefox too, though it
may be necessary to download the most recent release for each—
which is not a bad idea anyway. The open source background of
Firefox is still in evidence. Firefox is also available for Linux and
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MacOS X also, and has been ported to seven
other languages.

SUPPORT

Firefox is free for now, as it is still unre-
leased. The current 4.7MB download is version
0.9.3, which probably means they are close.
The credits note that parts of the program code
are copyrighted 1994, University of Illinois
Regents, in a legalistic nod to the earliest days
of the worldwide web.

The most serious glitch I have seen in
Firefox so far is in the rendering of graphics.
They may display strange flashes and quirks
yet, and the aspect ratios of web graphics may
not be accurately portrayed. Surely, version
1.0 will have eliminated those problems.

Even unreleased, Firefox is gearing up to
provide tiered technical support. Some free
support is provided on an as-available basis, or
paid telephone support can be had for $40 per
instance. Their web-forum has accumulated a
quarter of a million posts already.  

Jim Rue writes about computers and conducts
training and field service in Orange County, CA. He
can be reached at Caltrainer@NFWriter.com.
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