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A Crash Course on
Wireless Technology

By  E l i z a b e t h  M . F e r r a r i n i

Penetration of wireless in the enterprise is growing, but the fact
remains that the application represents new and unknown territory
for most IT admins.

Wireless vendor selection—not to mention the decision whether to
even take the wireless plunge to begin with—requires know-how that
traditional data center experience usually does not offer. Deciphering
the different SMS, email, WAP, and other options available, not to
mention the maze of wireless packages, is difficult enough when you
buy a handset package for your personal use. But what about selecting
a wireless vendor and determining how to incorporate wireless into a
200- to 1,000-user network?

THE WIRELESS BENEFITS FORMULA

Before making a wireless purchasing decision, analysts and
observers say, there are several steps IT admins can take to determine
whether wireless is right for their enterprise and which vendors are the
best choice for them.

First, IT admins should look inward to determine exactly how their
networks could or could not specifically gain advantages from wireless
and mobile capabilities. "The most important thing is to become
introspective. Enterprises really have to understand the areas in
which business processes can really benefit from mobile and wireless

technology," says Alex Slawsby, an analyst for IDC. "Questions to be
asked include, 'How can your enterprise gain a competitive advantage
and improve customer service?'"

Having a concrete idea of your enterprise's specific needs will also
help determine the viability of different service provider contracts.
"Try to take a holistic perspective and determine total cost of owner-
ship before negotiating a contract," says Cliff Raskind, an analyst for
Strategy Analytics.

KEEP IT SIMPLE

Once a decision has been made that your enterprise can benefit from
mobile capabilities, analysts insist that first-time adopters should not
pursue overly ambitious projects. Many far-reaching applications exist,
such as full back-end server integration or vertically integrated appli-
cations that tie in a business' CRM systems with wireless. However,
such ambitious initiatives are not necessarily right for an enterprise that
is just beginning to offer wireless handsets to its users just so they can
download email while on the road.

"Keep the wireless pilot programs fairly contained, make them
incredibly easy, and keep them real simple," Raskind says. "Because if
[there are initially major problems], then pilot systems can fail. It can
all then fall by the wayside."

THE ROI BLACK HOLE

Equipping your network's users with the capability to roam offsite
and to remain in sync with a network and reachable by email may
indeed increase productivity for many enterprises, but what about a
quantifiable ROI? The issue of whether there will ever be demonstra-
ble ROI is a concern for many enterprises.

"There is a black-hole concept that [states that] if you deploy wire-
less and spend money on rolling it out, you may or may not get that
ROI. You wonder whether it might be an investment that never really
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turns around to offer a benefit in terms of cost," Slawsby says. "So
there remains a lot of uncertainty. Enterprises at this point are still
hesitant to dive in."

It is thus crucial to see exactly how the benefits of a wireless appli-
cation could parlay into saving an enterprise money. Also, applications
do not have to be grandiose in order for an ROI to be achieved.

"There is a whole range of devices out there, for example, that
could provide a benefit around email or other very specific deploy-
ments and applications that will deliver a very immediate ROI,"
Slawsby says. "There is no requirement to get bogged down in
broad, back-end databases or enterprise back-end solutions that
could take a tremendous amount of investment before an ROI could
remotely be achieved."

NO LONGER PIE IN THE SKY

The good news is that devices have matured over the past few
years so that many more applications are available at falling
prices. According to analysts and observers, wireless data devices
are more stable and easier to set up. They can be more easily inte-
grated with Wi-Fi and Bluetooth environments and offer synchro-
nization for access to office documents such as word processing
and spreadsheets.

"These devices are getting to a point where they are successfully
being integrated into an enterprise environment," IDC's Slawsby
says. "This is not a pie-in-the-sky thing since they are getting syn-
chronized, which is the proof that there is now a role in the enterprise
for these devices."

Now, for example, vendors such as IBM, Intellisync, Microsoft,
RIM, Visto, and others offer wireless handheld devices and services
that allow an offsite user to access email, as well as CRM systems. In
a business environment, for example, a mobile user can now have con-
stant mobile access to customer orders or inventory levels. Although
once very expensive to set up and based on largely untried and often
proprietary software systems that were very difficult to integrate with
existing network systems, these far-reaching applications have become
more affordable and viable for a growing number of enterprises. "A lot
of things are coming together: the [downward] price trend is definitely
there, global roaming capabilities are happening, and there are many
third-party vertical applications that are available," says Dave Werezak,
vice president of the enterprise business unit for Research In Motion,
which makes the BlackBerry handsets and holds a leading share in the
wireless data handset sector.

However, examples of wireless' ROI have, in fact, already existed for
several years in the case of many enterprises, Werezak says. "Since
BlackBerry came out in 1999, it has been speaking to the same type of
end-user audience," he says. "I'm not sure that the ROI has suddenly
developed, and I also think it has always been there for email. We are
now just building on top of that and adding more applications."

ANOTHER SECURITY HEADACHE?

Many IT admins already consider security to be the most challeng-
ing and unwieldy issue confronting them on a daily basis. Outfitting
users with devices for mobile access to the network thus represents an
additional security headache.

Indeed, despite what vendors may say, integrating a wireless system
does represent an additional security concern. IT admins thus must be

thoroughly convinced by a vendor's security model before taking the
plunge. "The enterprise finds itself hugely vulnerable if it goes ahead
and actually implements a mobile device solution and doesn't actually
consider the type of security problems that might play into that," IDC's
Slawsby says.

IT admins should, of course, study closely and compare how com-
peting solutions vary. "They don't all offer the same type of security
model. You must look at reference accounts and study white papers,"
RIM's Werezak says. "[Required features] include privacy so messages
can't be decrypted, integrity of the message so that nobody can go and
tamper with it, and authentication. Virtually all of those elements are
considered the gold standard of encryption."  

Elizabeth M. Ferrarini is an IT consultant from Boston, Massachusetts.
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