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Building An It
Security Roadmap:

Protecting & Extending Your Legacy
Assets Using Host Access Tools

By  E r i c  R a i s t e r s  a n d  D onova n  D e a k i n

T oday’s electronically wired world is fraught with cybercrime,
forcing companies to give more attention to IT security than
ever before. The task of securing IT infrastructure—to prevent

and recover from attacks and defend against threats—presents complex
challenges. Evaluating the security capabilities and vulnerabilities of exist-
ing technology, such as mainframes and email systems, is just one impor-
tant task. Security threats also need to be studied according to their scope,
source, frequency and type. Above all, balance needs to be achieved in
terms of business continuity, productivity and ability to compete.

There is a great deal of practical thinking and work that companies can
do themselves to secure their infrastructure and mitigate risk. With main-
frames and host systems so prevalent throughout mid- to large-sized com-
panies, securing the critical applications and data they store is essential. By
taking note of practical considerations and core information technologies,
you can build and execute your own roadmap to IT security. After all, you
know more about your business than anyone else does.

SECURITY CHALLENGES

Since the introduction in the 1990s of TCP/IP, the underlying protocol
for the Internet, the state of information security has changed enormously.
Now a huge amount of data is available to large amounts of people. The
Internet has brought about information transparency and convenience, yet
produced significant risks and exposure to its users and suppliers.

We know now that a single worm can bring a business to its knees for
days. Similarly, unauthorized access to corporate host systems and main-
frames can cost a company the loss of essential data and potentially
threaten the life of the business itself. Three challenges merit scrutiny.

The first challenge is the sensational atmosphere around IT security,
particularly email. There is good reason to protect email systems, but the
wrong focus can mask what is really at stake. An estimated 70 percent of
enterprise data resides on mainframes and host systems – major targets
that need to be secured. Nevertheless, unfortunately, while there is some
security built in to these systems, even companies that have firewalls to

protect them encounter situations when they fail. Organizations must
ensure security of the legacy data they need on the back end.

Another challenge is determining the potential source of attack. A 2003
Computer Security Institute / FBI Computer Crime and Security Survey
concludes that an attack is just as likely to be committed by a hacker
breaking into the network from outside the company as by an employee
with physical access. Therefore, companies face the dangers posed by
unknown and known attackers. Unfortunately, some breaches occur by
mistake when someone has access to something they do not need.

By addressing these and other challenges, you need to decide the
amount of vulnerability that your company is willing to tolerate. Given
that, most importantly you need to find a satisfactory balance between
investing in and applying security measures, while maintaining the
competency of the business.

BUILDING BLOCKS OF SECURITY

A Forrester Research study from 2002, “Market Overview: IT
Security,” defines the main categories of security technology as the
four As: authentication, authorization, administration and audit.
Together the four As determine who your network users are, what
they may do, what they actually did while logged in, and how secu-
rity is managed and controlled. Forrester adds a fifth complementary
category, managed services, which includes consulting, outsourcing
and assessments.

Additionally, some industry sectors have government regulations
that dictate protection. For example, the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) outlines strict
guidelines for the health care industry, ensuring the privacy of
patients’ health information. The Gramm-Leach-Bliley Act includes
provisions to protect consumers’ personal financial information held
by financial institutions.

To evaluate your infrastructure, and map organizational needs and
practices to the type of solution you need to secure your mainframe and
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host systems, first begin with a risk assessment and audit. Ask yourself
the following questions:

� Who is accessing your email systems, Intranet and mainframes?
Is it a combination of full-time and part-time employees, partners,
and/or telecommuters? For example, do your remote users have
access to all corporate financial data? Consider all sources that
may have access.

� What information are they accessing? What resources on your
network are used inside and outside your firewall? Take note of
host systems that are open to all users, but that perhaps only one
or two people really need to gain entry.

� When are they accessing the information? Consider who is
accessing the Intranet or connecting to the mainframe after hours
and consider whether they need such access. When should your
data be available and for how long? This information will help
establish the depth of security you need.

� Where are they initiating access? Many network users have
access from many locations – the office, home, and/or a remote
agency. Analysis of origination points will help you determine
your priorities for security protocols.

� Why do particular users have access in the first place? Different
users should have different levels of authority. Yet, corporate
culture, loyalty and trust are also factors. The IT or security
manager should administer access and control, but is it also
important to give this privilege to C-level executives?

� How are users accessing data? Consider the ratio between desktop
and browser users. Assess incidents and threat according to current
methods of connectivity and potential change in demand.

HOST SYSTEM AND MAINFRAME
SECURITY OVERVIEW

The liabilities of not securing your host assets are stark. Exposing
patient health records or having to tell a client the file transfer you just
completed contained a virus puts you and your customers at risk and
diminishes your integrity. Beyond answering the security question,
some solutions targeted at safeguarding legacy and host systems can
deliver additional benefits and ROI.

Years ago when dumb terminals were hard wired to systems, the way
to steal data was to print a copy of it, or write it down. Without cryp-
tography and other controls, a modern attacker could use a network
protocol analyzer and target the traffic going back and forth.

Host systems and mainframe computers have long included built-in
security. For example, Resource Access Control Facility (RACF), first
released in 1976, facilitates authorization and authentication internally,
helping corporations avoid destruction of computing resources by its
own employees. The introduction of firewalls has also brought compa-
nies much protection from external sources of attack.

Transferring data off the mainframe or host system is where the
real problems begin. The primary method today for connecting users
to mainframe and host systems is from a desktop workstation, often
running a terminal emulator or Web browser. Depending on the
product, host access technology can offer advanced security support
to further secure your systems and permit secure connections via the
Internet or your Intranet.

Guidelines and factors to consider for system and connectivity
security include:

� Determine what security support is provided within your
mainframes and host systems. Determine what security support
your operating systems include, such as Secure Sockets Layer
(SSL), the leading security protocol for the Internet, Secure Shell
and Kerberos. Make sure you know what may be lacking.

� If you have host access requirements in addition to a mainframe,
look for vendors who can secure access to these other systems
including UNIX, OpenVMS and HPe3000.

� Ensure that you have adequate firewall protection, including
secured ports for host access.

� Evaluate your desktop terminal emulators, taking note of
protocols and encryption algorithms they support, as well as
access control:
� Most terminal emulators are equipped for SSL and offer a

non-intrusive way to gain host access with a gateway or proxy
server. Typically, SSL servers can also authenticate a client
using a smart card or digital security certificate. However,
these must be somehow deployed to each user. This can be
difficult if the user is not an internal employee and coming
from a different network. Some host access solutions eliminate
the need to deploy SSL client certificates to remote users by
incorporating a way to deny access to their security gateway
or proxy server for users who are not authorized to their identity
management system.

� Look for well-known encryption algorithms that are used for
encrypting the data stream. AES is the highest level of open
standard encryption available today. If you, your customers or
partners need a high level of security, look for products that
offer administrative tools and access control.

� An effective emulation solution should be compatible with
different operating systems and the latest versions of them,
so as you change platforms there is no gap or hole in
security coverage.

� Identify those Web- and Windows-based terminal emulators
have built in auditing features to help you track usage.
These can help you with security and business productivity
assessments.

� Because file transfers are common tasks for host systems,
ensure that your emulation solution provides secure file
transfer capabilities, using SSL/TLS or Secure Shell, for
example. This could be using SSL-based FTP on the client or
a solution that secures FTP through a security gateway or
proxy server.

� If your company has an identity management infrastructure
using directory services including Microsoft Active Directory
or LDAP, evaluate if your terminal emulation solution can use
them for authentication and authorization.

� If your company is deploying Web- and Windows-based
terminal emulation to all users, be sure you can provide
secure connections for both using the same security gateways
or proxy servers.

MAINFRAME AND HOST SECURITY IN ACTION

Achieving New Levels of Security
Grupo Financiero Banorte (Banorte) wanted to give special protection

to the UNIX server running its brokerage applications. The bank used
Secure Token Authorization, the proxy server feature of its Web-to-host
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solution, to avoid the hassles and risks associated with deploying SSL
client certificates to every remote user. Now when a secure session is
loaded, time-limited digitally signed tokens are deployed to authorized
users by the Web emulation management server, ensuring that only
authorized users can connect to the host system.

Additionally, its Web-to-host product provides Banorte administra-
tors with complete control over which emulation sessions a user or
group can access. They can also create personalized sessions for users
from any location, at the corporate office or branch level, which greatly
simplifies management. Any configuration changes made at the corpo-
rate office are automatically reflected in all sessions. Centralization,
one of the biggest obstacles organizations face when extending their
host systems to the Web, further enhances Banorte’s IT security.

Securing Real-time Data
For Cannex Financial Exchanges Ltd., which provides daily

volatile interest rates and metal fund prices to financial institutions
worldwide, providing its users with real-time secure access to data is
essential. With 1,500 agents from 450 financial services companies,
Cannex’s main issue was securing host access to its back end legacy
applications. Deploying a VPN to secure host access would have
been a massive undertaking because it would have required that each
customer deploy a VPN client. Instead, Cannex benefits from native
encryption in its Windows and Web-based emulation solution, secur-
ing host access and critical legacy applications in the back end
through an SSL proxy server.

Complying with government security measures
Pharmacy Data Management (PDM) provides insurance companies

with a comprehensive data center, enabling them to process insurance
claims, produce customized reports and manage cash flow.
Previously, PDM offered Windows-based terminal emulation to its
customers, using a VPN to keep the data secure. In this case, it usu-
ally took about a month before a customer could gain access, but
glitches in the configuration process could easily delay access for
months, or even a year.

PDM turned to Web emulation for easy configuration and faster
customer access, without sacrificing security. PDM simply tells the
customer which Web address to use so the customer gains direct access.
An effective Web emulation solution also allows you to customize it to
meet specific security needs. PDM’s solution offered them the flexibility
to create an ASP page that checks the IP address of the client worksta-
tion and then queries a SQL database for additional verification. This
solution not only helped PDM address HIPAA compliance require-
ments, but also enabled them to increase productivity and provide
better service to customers.

ROADMAP TO IT SECURITY

When building an IT security roadmap, try to engage regularly with
upper level management, internal teams and your extended user base
right from the beginning to understand needs, align objectives and
define priorities around new procedures or system changes. Consider
whether you have security policies and procedures in place, and con-
sider how your solution will work in compliance to it.

Once you determine what you need to protect and who to protect it from,
evaluate the various protection methods available to you, and determine
what method will fit best in your business culture. Consider the types of

solutions that are available to you and consider whether you need to solve
a problem quickly or overhaul your entire security infrastructure.

Assign a dollar amount or some other value to each asset so that you
can generate a risk analysis. Because security threats and solutions are
evolving everyday, consider what assets you have to protect now and
their future values. In your cost analysis, include expenses for the
security tool itself, maintenance and upgrades. Be prepared to train the
IT staff and educate employees.

When it comes to purchasing, consider many options including those
available today and on the horizon. Ask vendors about their product
roadmapsand determine what solutions or systems can provide extended
value. For instance, a point solution addresses a certain immediate need
like a card key system for entrance into the building. That card key sys-
tem can be extended to provide access to PCs, delivering one piece of
a public key infrastructure (PKI) for your organization. Although the
initial cost of a PKI solution is higher than a point solution, in the end
your organization may find it a better investment.

CONCLUSION

IT administrators know that there will never be one fail-safe IT secu-
rity solution. However, host access solutions make it possible for them
to effectively manage and secure mainframe assets and the security
risks created by new business initiatives. For companies across a wide-
variety of industries, using terminal emulation offerings with robust
security features enables them to address IT security demands ade-
quately, even given the dynamic nature of today’s risks.

Depending on your industry and company, it takes more understanding,
practice and planning—all at multiple levels within a corporation—to
perform the next security review and handle any potential technology
changes. It is essential to understand how host access solutions serve to
protect the mainframe and its network of PCs, servers and other sys-
tems. It enables companies to provide secure access to a fortress of
mission critical data and logic to drive new initiatives that benefit the
company’s employees, partners and customers. Today’s mainframe is
driving e-business initiatives including Intranets, portals and front-
end products, like Web access. Using your knowledge of your busi-
ness to build an IT security plan that includes a strong host access
component and provides critical access to your mainframe will help
drive business productivity.  
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