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EULA Dancers—End User
License Agreements Protect

Software Companies
from You

By  J im  R u e

I t could be said that EULAs are like opinions. Everybody has one.
A quick Google of the search phrase “End-user-license-agreement”
reveals a quarter of a million links, almost all of them to the actu-

al text of EULAs. But only a small fraction of the EULAs in use will
appear on the web. Mostly they are encapsulated into the installer of
a software package. Anyone who installs software frequently gets
used to skipping past this portion of the installer without reading any
of it. It takes less than a second to click “I Agree” and then click
“Next,” and the EULA disappears. Those who are less familiar with
software installations might take longer to scroll through the agree-
ment before clicking “I accept,” but only the most meticulous legal
minds will peruse the entire 3500 word EULA that accompanies
Dreamweaver, for example, or the 6000 word agreement that comes
with Quicken.

I ACCEPT

You have no choice if you want to use the software. Agreeing with
the EULA is required, whether you know what is in it or not. Selecting
the “I do not accept” button invariably aborts the install process and
dumps you back to the Windows desktop. After all, if you had not
already decided you wanted to install the software, you wouldn’t have
inserted the CD, or downloaded the file, would you? It doesn’t matter
what the EULA says. You have work to do. You don’t have time to
wade through ten to twenty pages of legal boilerplate before the soft-
ware is installed, and if you did have the time you would still probably
spend it doing something else.

So here is what EULAs are for. In general, the position stated in
EULAs is that we (the software publishers, hereinafter referred to as
‘the publishers’) are not responsible for misleading information,
software bugs, lost data, or damage to computer hardware, other pro-
grams or the operating system resulting from the installation or use
of the software.

MS-EULA

Microsoft is more specific. The opening paragraphs of their 10,000
word EULA for their .NET software development tools state, first of
all, “ All rights not expressly granted are reserved by Microsoft.” and
then a few lines further down, “The entire risk arising out of use or per-
formance of the OS Components and any support services remains
with you.” In other words, the rights are ours. The risk is yours. No
wonder no one wants to read it.

Some installer programs try to push users to read the EULA. They
require the user to scroll down through the length of the document
before the “I accept” button becomes active. This demonstrates that the
software company is interested in insuring that the document will be
read. But by no means does it insure that it will be read.

PRINTING YOUR EULA FOR FUTURE REFERENCE

Many software packages won’t offer a simple way to preserve the
EULA for future reference after the “I accept” button has been
selected. If you want to keep the EULA on file, you have to capture it.
You are required to agree to the conditions, but if you would like to
keep a record of what you agreed to, you may have to be attentive and
resourceful. Using the Ctl-C keyboard combination after highlighting
the entire agreement usually works. Even if no menu bar options
appear on the screen, the text is generally copied to the clipboard by
this key command. Then it can be pasted into a word processing file
and saved to disk or printed. While the two approaches described
above suggest very different corporate attitudes regarding the EULA,
the result is generally the same—you accept the conditions and click
through.

While Webopedia describes a EULA as a legal contract, the legal
validity of accepting a contract by clicking on a button or pressing F8
remains questionable, especially when there is no apparent alternative.
Most of us wonder what we have agreed to as we click through. What
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a shame if we subsequently should learn that we will be required to
surrender our first born simply for the privilege of using our preferred
word processing or bookkeeping program.

THE LEGALITY OF EULAS

Happily, EULAs mostly don’t hold up very well in court. The most
recent concentrated attempt by the software industry to give EULAs
the legal status of contracts was in 2001. The Federal Uniform
Computer Information Transactions Act (UCITA) had been developed
to make EULAs enforceable, but by the time the statute got out of com-
mittee it was endowed with sweeping powers to force users to accept
software as written, poor design or invasiveness of the software
notwithstanding. Furthermore, users were prohibited from publishing
reviews based on the observed performance of the software. State attor-
neys general from 32 states opposed the statute, as did the American
Library Association, the Association for Computing Machinery and the
Consumers Union, among others. Finally, in 2003, the American Bar
Association refused to certify the statute-to-be, and so it died on the
house floor. Software publishers haven’t given up yet though. Every few
months someone attaches the UCITA as a rider to a legislative bill in one
state or another.

Most EULAs of for-profit software stipulate a one-user license of the
software for use on one computer. This is not unreasonable. After all,
the publisher deserves to collect a few dollars from each person ben-
efiting from their product, and to make a profit overall.

NORTON AND MCAFEE

Many EULAs assert the right of the publisher to modify their soft-
ware at any time, in any way they see fit. This clause has been part of
a standard EULA since the days of Hammurabi, but the technology for
implementing those changes has changed recently. Since the advent of
the web and the introduction of ASP and XML technology, software
publishers have become increasingly capable of literally metering your
usage if they so choose. For example, antivirus online scanners and live
updates expire after a time. ASP technology can frequently be seen in
the insistent prompts to register your software. The publisher wants to
know that the CD assigned that particular software license key is being
used, and is only being used once.

Some EULAs can be agreed to by means of a postcard or a form to
be printed and mailed, but that method is gradually falling by the way-
side. Data passes too quickly and too smoothly through the web to be
bothered with paper any longer. XML is much more immediate and
dependable. Other EULAs are printed on a sticker attached to the cel-
lophane wrapper covering a retail software package. These ones allege
that if you open the box, you agree to the conditions. In fact, a book
publisher recently began including EULAs on the covers of shrink-
wrapped medical books. When you remove the shrink-wrapped cover
on “Geriatric Pharmaceutical Care Guidelines” from Omnicare, you
agree to hold the publishers harmless blah blah blah. If you do not
agree, return the book to the seller for a refund.

By this time the careful reader may have begun to question the via-
bility of such a EULA as a valid legal contract. After all, contracts usu-
ally require the signatures of the affected parties.

For a time the Microsoft Office EULA stipulated that by opening the
box you were agreeing to the terms. Unfortunately there was no way of

knowing this until you had purchased and opened the box because the
EULA was printed on a brochure inside.

PRIVACY POLICIES

A similar problem occurs when a website requires that you register
(and divulge all sorts of personal information) before reading their pri-
vacy policy. Upon reading the privacy policy, you find the last line is
this—“By using this site, you signify your assent to our privacy policy.
If you do not agree to this policy, please do not use our site.”

End user license agreements commonly hold the publisher harm-
less, but they can go far beyond that. At one time Yahoo was selling
distributed processing time, using the aggregated computing power of
the unused cycles on their client machines to solve weather, modeling
and other supercomputing problems. The EULA for Yahoo mail
included a clause that allows Yahoo to explore a client machine proac-
tively for needed answers in the event that the user did not log on for
a few days. They can reserve to the publisher the right to, as mentioned
before, disable software because of expired subscriptions or software
misuse, or intentionally create ‘backdoors’ in their program code.
They can authorize themselves to harvest any and every kind of tech-
nical, proprietary or personal data about the client and upload it to
company servers.

MICROSOFT AGAIN

Some Microsoft EULAs disallow the use of benchmark software,
assert all products to be sold ‘as-is,’ warts-and-all, and limit compen-
satory damages to no more than the cost of the contracted software.
Kazaa reserves the right to install ‘spyware,’ and to incorporate as
much advertising in their download browser as they choose. Spyware,
by definition, can monitor keyboard or web surfing activity, reporting
all results back to the mothership. This can be upsetting to home users
who, minutes after entering the search criteria “Iditarod,” discover
they have received new email attempting to sell them dogfood suitable
for sled dogs. But if it is disturbing for individual users, it can be
downright disastrous for corporate users. In highly competitive indus-
tries (which ones are not?) a firm can lose a marketing plan, a business
plan, or months of accounting data because of the clandestine activities
of spyware.

GATOR ET AL

Almost every web user has discovered Gator, Banzai Buddy, Date
Manager or Gain installed on their computer, unbidden, uninvited
and unwanted. How contrite are the spyware firms for producing
software that by design sneaks in under the wire, using Windows or
application vulnerabilities, psychology, deception, or slight-of-hand
to cause their invasive software to install? How dedicated are they
to resolving any problems, or to preventing user data from getting
stepped on? Printed all in caps in the original (to discourage read-
ability, one presumes) Gator has it all spelled out in their own
EULA: Use of Gator ServWareApps or third-party applications dis-
tributed by Gator.com is at your own risk. Gator.com provides Gator
on an “as-is,” Where is,” basis without warranty of any kind,
express, implied or statutory. Gator.com makes no warranty that the
supplied materials are accurate, timely, uninterrupted, error-free or
reliable, nor that any errors in the Gator software will be corrected.”



Ever. Microsoft even has a clause holding you liable for legal
expenses in the event that someone should sue you and name
Microsoft as another defendant.

BLIZZARD/VIVENDI

EULAs are certainly common, and at 2000-10,000 words in
length, they cover a lot of ground. Maybe Blizzard decided that they
could implement a test case to find out just what the liability would
be if someone crossed their agreement. Blizzard is a software pub-
lishing company that produces multi-user games like Starcraft and
Diablo. Untold thousands of people log into these games, logging
even more untold hours of usage. A variety of maps, t-shirts, books
and board games are marketed on the sites where the games are
played. Vivendi Entertainment, owner of Blizzard, began a round of
legal roughhousing in 2002 that has resulted in many trip to court
after a group of users of the software reverse-engineered the game
and then duplicated the battle.net game server, offering a common
playing field to users for free. More than fifteen motions, judgments
and memoranda have been filed since, stating and rebutting the
claim that, since reverse engineering was explicitly forbidden in the
original EULA, the group of users are liable. The defendants claim
that their methods used to reverse-engineer the games and server
were above board and legal. No matter who wins this case, the
lawyers win.  

Jim Rue has been writing and teaching about digital technologies for twenty
years. He can be reached at CalTrainer@NFWriter.com
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