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ED
Skoudis is obviously an expert at computer security. His book,
Malware, is loaded with information about protecting work-

stations and networks against malicious software. The book is both
interesting and informative. The author refers to the bad guys as attackers
instead of hackers. Attacker is a much more accurate description. I’ve
always felt that a computer programmer with no formal training can be
termed a hacker just as a car mechanic with no formal training can be
referred to as a wrench jockey.

The book contains 12 chapters. The first is an introduction and the
last is a conclusion. All are filled with useful information. At times you
may feel as if you are reading a suspenseful detective novel, and you
wonder, “How is he going to stop the bad guy?”

An in depth knowledge of the operating system that you are trying
to protect is essential. Once you have that knowledge, Malware, would
be your next step. The book contains lots of information on protecting
systems running Windows and UNIX. It also mentions others such as
Linux and Mac OS.

The various types of Malware covered include viruses, worms,
backdoors, RootKits, and kernel manipulation. The book also covers
sniffing, BIOS malware, microcode malware, and many different
combinations of the above.

The author starts out chapter 2 with viruses. A virus is defined as mali-
cious code, which is attached to a legitimate program on the system and
requires user intervention to execute. If you use your system at all you
will most likely execute the virus. For example, the attacker may place a
script within the Normal.dot template for Word. If you use Word to cre-
ate any new document with that template you will execute the virus.

The book is filled with web addresses where tools can be obtained
to fight malicious code. Many of the tools mentioned are free.

At times it seems that fighting malicious code is hopeless. For exam-
ple, as a user, you learn to disable macro support to thwart viruses that
use macro commands to copy themselves to new documents. But then,
the attacker includes code that modifies the registry, re-enabling macro
commands. How do we fight that? One way is with antivirus software.

One way antivirus software detects viruses is by using signatures.
Signatures are created by running the virus programs through an
algorithm. The signatures thus created are used to remove viruses
from the system or prevent them from entering the system. The
problem with this method is that signatures can only be created after
the first virus attack.

Another way that antivirus software detects viruses is by the use of
heuristics (the behavior a virus is likely to exhibit). This technique
could possibly thwart a previously unknown virus.

The next chapter covers worms. The author explains that worms
are self-replicating software that spread via networks and do not
require human interaction to execute. The author covers a history of
worms including Morris, Nimda, and Melissa. He compares the
worm to a missile and breaks it down into parts. Metamorphic worms
are broken up into 7 parts: Warhead (to penetrate the system),
Propagation Engine, Polymorphic Engine (alters worm to foil signa-
ture detection), Metamorphic Tool (masks payload), Target Selection
Algorithm, Scanning Engine, and Encrypted Payload. Each part is
explained in detail.

Defense against worms includes antivirus defenses, vendor patches,
hardening the system, and blocking certain outbound connections.

The next chapter covers what the author calls Malicious Mobile
Code. The author covers JavaScript scripts, VB Scripts, ActiveX
controls, and HTML. He details resource exhaustion and browser
hijacking. Many sections are clarified with the use of small blocks of
code. How ActiveX controls work is demonstrated and then how
attackers use them is explained. This chapter is broken up into several
sections, each section ending up with defense against the particular
type of threat. This chapter can keep you busy for a long time…trying
out code, going to Internet links to download information, and adjust-
ing system settings.

The next chapter covers backdoors: What they are, how attackers get
them into your system, and of course how to defend against them.
There is even an interesting section about backdoors without ports,
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non-promiscuous sniffing backdoors and promiscuous sniffing back-
doors. A program called Netcat is covered. The author explains how
Netcat can be used by an attacker to create a passive backdoor shell
which waits for a connection or implement an active connection that
shovels a shell across the network.

Again the author offers tools to use to fight the malicious software and
where to get these tools. For example, to detect a promiscuous sniffing
backdoor on Solaris he suggests the use of the ifstatus tool obtained from
www.cymru.com/Tools. For windows use Promiscdetect.exe obtained
from http://ntsecurity.nu/toolbox/promiscdetect/.

The next thing covered is Trojan Horses. Ed Skoudis defines a
Trojan horse as a program that appears to have some useful or benign
purpose, but really masks some hidden malicious functionality. He
gives a list of 25 file extensions to filter on a gateway to help prevent
Trojan horses from entering the system. Many ways are discussed as to
how the malicious code is disguised as friendly code. Also discussed,
are ways that attackers hide messages within other files without chang-
ing the way the file functions.

In chapters 7 and 8, the author describes RootKits. These malicious
pieces of software take over the operating system. While the operating
system appears to be working it is secretly under control of the attacker.
There is a great deal of information in this section (as well as in many
other places in the book) which would be valuable to attackers. The
intent of course is to educate the protector.

Besides information on Windows, the section on kernel-mode
RootKits has plenty of useful information about Linux. Many of the
files within the directories /proc and /dev are explained. Linux system
calls are covered. The author also goes over how important a bootable
CD-ROM is when responding to a kernel-mode RootKit attack.

The rest of the book contains a great deal more information other
than the little bits touched upon in this review. For example: Various
attack scenarios are covered. These scenarios include mistakes to
avoid. Building a malware analysis laboratory is detailed. And as
always-useful Internet sites are included where tools and information
can be obtained.

The only thing I would change in the book is its size. I would prefer
that a book be made up of 3 volumes of 250 pages each rather than 1
volume of over 600 pages. I would feel as if I was getting a bargain
paying $25 for 1 volume of a series, even though I would eventually be
paying a lot more for a whole 3 volume set than for a 600-page book.
I would also get a feeling of accomplishment when finishing volume 1
as opposed to a sense of failure when reading only 250 pages of a 600-
page book.

In conclusion, Ed Skoudis does an excellent job in presenting vast
amounts of data for protecting systems against malicious code. I highly
recommend the book to anyone wishing to start a career in computer
security or even for just protecting your own home system.  
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