
Technical Support | August 2004

Laughlin Memorial Hospital
Discovers a Treatment for

Password Problems:
Appliance-Based SSO

By  B u r t  R i d g e

INTRODUCTION

“First, do no harm.” When Hippocrates wrote that phrase some
2300 years ago, he was providing ethical guidance to future medical
practitioners. If the ancient Greek physician could have foreseen the
proliferation of medical software applications and the growth of
healthcare security and compliance requirements, he might have urged
the same caution on any hospital trying to implement an effective
password policy. However, as our experience at Laughlin Memorial
Hospital in Greeneville, Tennessee illustrates, hospitals can ensure
strong security and data confidentiality without alienating physicians,
inconveniencing patients, reducing productivity, or increasing costs.

SOLVING THE PASSWORD PROBLEM

Laughlin Memorial is a modern, 144-bed not-for-profit hospital
tucked into the mountains of northeast Tennessee in Davy Crockett’s
hometown. Built in 1995, the facility offers advanced therapeutic tech-
nologies, such as digital radiology, and relies heavily on information
technology to support its daily operations. In addition to the hospital’s
primary system, MEDITECH’s Health Care Information System,
Laughlin’s 800 users need to access a growing number of applications,
including Cerner Radiology, GE PACS, Tumor Registry, and Web
sites—most of which require a unique password.

In the interest of maintaining adequate security and compliance with
regulatory requirements, such as the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), we in Laughlin Memorial’s IT
department instituted a password policy eight years ago. The policy
mandated unique names and passwords for each application and the
changing of application passwords on a periodic basis.

However, as the number of password-protected applications grew,
password management became a critical issue for both our users and
IT staff. Physicians—many of whom had to remember as many as five
unique user names and passwords per day—began complaining. They

became frustrated because whenever they forgot their passwords, they
couldn’t log into critical applications.

The procedure for retrieving forgotten passwords also contributed to
the problem. It required users to go to the IT department in person and
present a photo ID. Since 75 percent of our physicians and 25 percent
of our staff are located offsite, this resulted in hours of wasted time and
lost productivity.

Password management was no less a problem for our IT staff, which
includes two network engineers, two PC technicians, one help desk
engineer, and three software analysts. With each new application
added, help desk calls and costs increased. With all the help desk calls,
their ability to work on more important tasks was being affected. In
addition, since our IT staff works Monday through Friday, “9 to 5” in
a facility that operates 24x7, they were often called into the hospital
during off-hours to resolve password problems.

Working with our network engineers, Eric Garrison and Seamus
Reynolds, we began seeking a solution to our problem. Our search
soon led us to an array of single sign-on (SSO) solutions. SSO is a
technology that allows users to provide and remember just one set of
credentials to access the full suite of applications and data for which
they are authorized. SSO addresses the issue and pain point of forgot-
ten passwords while maintaining the high level of security and data
confidentiality a hospital requires. However, as we quickly discovered,
SSO has historically been very expensive, difficult to administer and
time-consuming to deploy.

We evaluated at least a dozen solutions over a two-year period.
We found that many products were simply shifting the burden of
password management from the help desk back to IT, because they
required an experienced, and therefore highly-paid, network or
database expert for administration. In addition, many of the SSO
solutions required extensive code changes to back-end applications,
which meant higher costs, longer time to deployment, and increased
maintenance requirements.
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Eventually, we selected an enterprise SSO appliance. The primary
criteria for the selection were ease of deployment and administration,
significant ROI, cost, and strong potential for reducing help desk calls.

Laughlin Memorial has benefited from enterprise SSO in a number
of ways. Most significantly, it has made everyone—IT staff, help desk
personnel, physicians, and hospital staff—more productive, resulting
in reduced costs and greater efficiency. Since the system is transparent
to users and they only have to remember one password to access all
their applications, help desk calls are down substantially, and our users
are much happier.

From my perspective as CIO, the biggest benefit of enterprise SSO
is the reduced IT support and administration required to maintain the
system. Our administrator quickly became familiar with the Web
browser-based interface, which enables us to make changes and addi-
tions from any PC using point-and-click menu options.

CONCLUSION

Above all, Laughlin Memorial has proven that a healthcare institu-
tion can ensure the benefits of a strong password policy—enhanced
security and confidentiality of patient records—while “doing no harm”
to physicians, staff and patients. Hippocrates himself would have
approved. As this excerpt from the Hippocratic Oath proves, he was
mindful of the importance of patient confidentiality: “What I may see
or hear in the course of the treatment or even outside of the treatment
in regard to the life of men, which on no account one must spread
abroad, I will keep to myself, holding such things shameful to be spo-
ken about.”  
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development and customer service.


