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What Organizations and
Employees Should Know

About Information Security
By  A d e s h  R ampa t

EMPLOYEES
should know that when they are employed
in an organization, the information that

they are working with should be treated in much the same way they
protect their credit cards.

Organizations must conduct an ongoing training awareness program
in procedures and policies to ensure that the corporation’s security pol-
icy requirements are being met. In this article, I will look at the most
critical areas that both employees and organizations need to examine to
ensure that information is safeguarded.

PROTECTING PASSWORDS

The purpose of using passwords is to protect the information you are
working with from non-authorized personnel.

Do

� Use passwords that contain alphanumeric characters but are easy
to remember.

� Use passwords that are more than six characters long.

Don’t

� Make your passwords visible to everyone, such as placing them
on sticky notes and white boards.

� Create your passwords based on items that are easily visible in
the office environment or family names.

PROTECTING YOUR WORKSTATION WHEN
YOU’RE AWAY

When a user needs to be away from the office for a prolonged
period, the user should lock the workstation by pressing CNTRL ALT
and DELETE keys simultaneously. In this way, only the user or admin-
istrator can access the workstation. A prolonged period can be defined

as a lunch or coffee break. At the end of the workday, however, the user
should shut down the workstation.

DEALING WITH CONTRACTOR PERSONNEL

An organization must be able to assign certain restrictive policies
when employing contractor personnel. The Human Resource depart-
ment must work in conjunction with the IT department.

� User logon profiles can be set to expire when the duration of the
employment contract is due to expire.

� Access to information must be based on the employee’s job
description.

� In general, contractor employees should not be privy to the level
of information that other permanent employees would have
access to.

SOCIAL ENGINEERING

Educating employees about safeguarding the information they work
with is important for any organization. There are many people who
would want to get critical information about your company so that they
can pass it on to their competitors. These people can pose as employees
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When a user needs to be away from
the office for a prolonged period, the

user should lock the workstation by
pressing CNTRL ALT and DELETE

keys simultaneously.



or customers. Employees need to be vigilant at
all times when sharing information with third-
party personnel.

THE REMOTE USER

If dealing with security issues at the office
is a big task, then dealing with the remote user
can be an even greater one.

� Employees should be prevented from
downloading files critical to the
organization onto their laptops from
network servers.

� There should be a regular maintenance
schedule that must be conducted on user
laptops, including antivirus updates,
security patch updates, etc.

SAFEGUARDING YOUR
WORKSPACE

A good source of information for anyone,
whether internal or external, is exposed paper-
work in your workspace. Exposed documents
that are not confidential to you may prove to
be a great source of information to someone
else. Here are some suggestions:

� Do not leave portable media in drives.
� Lock cabinets and bags/purses/personal

belongings.
� Do not leave any planning information

visible.

EMPLOYEE TERMINATION

When an employee is terminated, a set of
procedures must be followed. Disable or
remove logon profiles, mailboxes, remote
access profile, and applications to which the
user account would have access to.

CONCLUSION

Does your company have an information
security policy? If not, use the sample policy
here to begin drafting one.  

Adesh Rampat has been involved in Information
Technology for fourteen years. He specializes in
Information Systems Security, Windows and
Microsoft Exchange policies and procedures.
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Sample Information Security Policy
The following sample information security policy should give you a good start if your

company does not have one of its own.

Objective
We recognize that information is an organization asset. We have made substantial

investment in human and financial resources to acquire these systems and will create secu-
rity measures in order to protect information from loss, theft and unauthorized modifica-
tion or disclosure.

Scope
All regular and contract employees must comply with these security measures, which

apply to all organization-owned information, and can either be physical or electronic.

Violations
Violation of this policy may result in disciplinary action.

Responsibilities
All of our employees are responsible for safeguarding both information and physical

assets that store information as well as using computing resources in an effective, ethical
and lawful manner. Managers and supervisors must ensure that their personnel understand
these guidelines outlined in this policy.

Physical Security
Adequate physical security measures must provide for the protection of Human

Resources, physical and logical assets, and sensitive applications and data. It is therefore the
company’s policy to protect computer hardware, software, data and documentation from
misuse, theft, unauthorized access and environmental hazards.

Acceptable Use Policy
Our information and resources generally should be used only for business purposes.

Users should not misuse their Internet privileges for purposes that are illegal and unethical.

Network Security and Passwords
Your password is the cornerstone to system security. In order to keep it secure, please

observe the following:
• Do not share your password with ANYONE
• Change your password immediately if you feel it has been compromised
• Do not write down your password

Workstation
• Lock workstation while you’re away during the workday.
• At the end of the workday, shut down your workstation.

Viruses
The IS department installed and configured antivirus software in order to safeguard

your workstation against viruses.You shall not knowingly introduce a computer virus into
the company’s computers. It is the department’s responsibility to secure all input ports and
drives in order to prevent viruses from being introduced into workstations.

Work at Home
In the event that you need to work at home, the IS department will provide training on

how to access the company’s resources securely.

Copyrights and License Agreements
The IS department will maintain all records of software licenses owned by our compa-

ny. Users shall not copy software unless authorized by the IS department.

Acknowledgement of Information Security Policy
By signing below I agree to this information security policy in its entirety.
Employee Signature:
Employee Name:
Date:
Dept:


