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What’s Your Security
Risk Threshold?

By  J o h n  W i l s o n

THE
increase in complex cyber attacks, along with mounting
regulatory requirements, has prompted many organizations

to install sophisticated firewalls and intrusion detection systems to
keep hackers out and sensitive data secure. While there is a clear incen-
tive for organizations to use sophisticated risk management methodolo-
gies in their security posture, clearly quantifying IT risks and reducing
capital requirements can be a daunting process. With the growing real-
ization that the information residing on IT systems is a core asset,
securing the IT infrastructure has never been a more vital component
of day-to-day risk management practices.

However, most IT risk frameworks are limited to the completion of
questionnaires and lack crucial real-time information and quantifiable
metrics. This results in an inadequate picture of the network and provides
no real insight to organizations as they struggle to control operational
IT risks and define capital requirements.

Answering the question of how much risk is acceptable for your
organization involves evaluating the business stakes, information assets,
and current regulatory environment and security drivers specific to your
organization. The result should be a clear set of priorities and realistic
goals that justify and support the company’s security posture moving
forward. Once a company is able to quantify its risks, steps can be taken
to further reduce them, improving the overall security posture of the
company and freeing up assets that are currently spent elsewhere.

For many organizations, the Corporate Information Security Officer
(CISO) is tasked with managing the information risk of the organiza-
tion. In this role, the CISO is responsible for defining an effective risk
management strategy, understanding the risks involved, determining
the appropriate actions to mitigate these risks and supervising the
execution of the strategy. With complex cyber attacks on the rise, this
can be a daunting process and knowing what steps to take and what
questions to ask can be difficult.

An effective risk management strategy should balance security
needs with business goals and organizational productivity and should
involve evaluating three key components: a business assessment, risk

analysis and risk mitigation. No two companies will have the same risk
management strategy, as each of these three components will differ
from one organization to another.

BUSINESS ASSESSMENT

The business assessment defines the high-level security objectives
for an organization and is based on a clear investigation of the need for
security, the required security criteria, and the risk profile of the com-
pany. This corporate security strategy will vary significantly from
organization to organization, from industry to industry.

A business assessment starts by answering the following questions:
Why does the organization need protection in the first place? What is
at stake? What are the assets that need to be protected? Depending on
the organization, the answers to these questions will vary and may
include corporate image, downtime costing revenues and customer
confidence, among others.

A second question that needs to be asked during this phase is how
difficult will it be to protect these assets—what are the constraints?
Constraints can include availability - online applications have to be
available at all times; user convenience—security measures must
support mobile users; and, costs—distributing secure tokens to all cus-
tomers of a retail bank for example, can be cost prohibitive.

RISK ANALYSIS

In order to define the risk profile of the company, it should be clear
what the current areas of risk are. Here, an organization needs to ask
itself, against what and whom do we need to be protected?

A thorough risk assessment should include the following elements:

� Identifying threats that could harm and impact operations and
assets. Threats may include such things as intruders, criminals,
disgruntled employees, terrorists and natural disasters;
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� Estimating the likelihood that such threats will materialize based
on historical information and the judgment of knowledgeable
individuals;

� Identifying and ranking the value, sensitivity and criticality of
the operations and assets that could be affected should a threat
materialize, in order to determine which operations and assets
are the most important; and,

� Estimating, for the most critical and sensitive assets and
operations, the potential losses or damage that could occur if a
threat materializes, including recovery costs.

Risk analysis lets security professionals identify what should be
protected based on the need for security and the security criteria,
against what likely threats, and at what level of criticality they are
vulnerable for business survival. This allows the company to under-
stand the factors that can negatively influence operations in order to
make informed judgments concerning the extent of actions needed to
reduce risks. Once the risk profile has been determined for critical
assets, a meaningful priority for security decisions can be assigned
and implemented.

RISK MITIGATION

Risk mitigation applies the risk profile to the organization and
determines how it can be countered in a way that is justifiable and
appropriate for the business. Risk mitigation leads to the development
of a list of safeguards including policies, procedures, standards and
security architecture required to deliver the right level of security in the
right time frame. Using the information from all previous steps in the
risk management process, the right combination of security safeguards
can be identified, as well as cost-effective techniques for implementing
these policies.

With a comprehensive picture of how security measures will be
implemented and achieved, the process of risk management has been
fully developed at the strategy level and a strong security foundation
has been built.

AN ONGOING PROCESS

For many organizations, the most critical assets reside internally and
must be secured internally. To that end, risk management is a never-
ending battle. The most damaging mistake an organization can make is
to assume that they can do a vulnerability assessment today and are
secure for the next 12 months. The reality is that risk assessment is only
a snap shot in time and even small changes can immediately invalidate
the assessment.

Therefore, risk management needs to be an ongoing process
viewed within the evolving context of the organization—as the organ-
ization evolves, so should its security practices. Leading-edge risk
management organizations do a baseline assessment and integrate it
into a full policy compliance strategy where day-to-day activity
ensures that the organization is complying with risk assessment steps
going forward.

MEASURING YOUR RISKS

With a thorough risk management assessment completed and com-
pliance strategy in place, there is yet one more step that security-savvy

organizations must take—risk measurement. Protecting the corporate
network against internal and external attacks is important, but quanti-
fying the protection is a vital step to further mitigate risks.

In order to measure IT risks, organizations need to know all compo-
nents of the security infrastructure. Asset management means the
organization also knows how the security components link together, the
state of the infrastructure at any point in time and the anticipated exter-
nal threats that can hurt the environment.

IT asset management is the process of controlling assets through-
out their lifecycle—from procurement, through daily operations and
finally disposal. Once an asset is installed in the enterprise, it must be
effectively managed to maximize its productivity and efficiency. This
involves everything from obtaining the appropriate software licenses
and planning application upgrades to keep the devices in the optimal
state, to validating that assets are properly covered under mainte-
nance and warranty agreements and ensuring the quick resolution of
asset problems.

PARTNERING TO BALANCE INTERNAL RISK

So where do you turn to undertake this type of thorough assessment?
There are basically two types of managed security solutions

providers (MSSPs): those who outsource tactical solutions and those
who become strategic risk management partners. While tactical out-
sourcers tend to offer a less expensive solution, they often focus
solely on perimeter devices. Given that recent FBI research suggests
that 70-75 percent of breaches happen inside the perimeter, it is vital
that a risk management strategy incorporate internal devices as well
as perimeter devices.

The goal should be a security partner that will work hand-in-hand
with the in-house security team to constantly search for ways to
reduce the cost of security, raise the level of security and optimize the
management of operational risk. Security is only as strong as its con-
tinued maintenance and fine-tuning, so limited day-to-day monitoring
isn’t enough.

For this reason, companies should consider an outsourcing partner
that offers a synergy between 24x7 managed services and professional
services to ensure that observations during ongoing monitoring are the
basis for further tuning, trend analysis and security reviews using cur-
rent statistical data.

A thorough risk management strategy gives organizations the power
to manage and enforce security policies for Web applications and serv-
ices, so they can control the balance between employee productivity
and network security. By specifying the services required and selecting
a trusted partner with extensive security knowledge and technology
leadership, organizations can enhance their security posture, while
reducing costs and freeing valuable IT resources to focus on bottom-
line business results.  

John N. Wilson is vice president and general manager of North America for
Ubizen, the principal provider of Managed Security Solutions for global busi-
nesses. For more information visit www.ubizen.com.
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