
I know I should not be surprised, but I am; in the two days since I
installed ZoneAlarm Pro for review on an intentionally unprotected
PC, I have logged more than 300 port scans and connection attempts.

For the past few years, I have used a home-brew Linux firewall (on
an obsolete PC) for my firewall. It works great, so well in fact that I
take it for granted. I confess that I rarely check my Linux firewall’s
logs, and I was more than a little surprised when ZoneAlarm Pro alerted
me to just how much was really going on. Yes, many of the scans are
benign noise, but still it is disconcerting.

If a professional such as me was enjoying a certain amount of willful
ignorance, imagine how unaware the average user is about the scale of
nefarious Internet activity lurking for them. Worse yet, such users may not
recognize the behavior of a compromised system until the damage is done.

Nevertheless, let’s face it; few users are going to trouble themselves
with setting up a Linux firewall. Whether we like it or not, as system
administrators we have to support those who think protocols are for
diplomats and ports are for boats. Executives and marketing people for
example, typically want set-it-and-forget-it protection.

That kind of remote office or laptop-toting road warrior is exactly the
kind of user for whom ZoneAlarm Pro is ideal.

ZoneAlarm Pro is one of several competing free and commercial
products designed to protect desktop-level Windows systems from
attack. McAfee, Norton, Sygate, and others produce competing prod-
ucts that are all worthy of consideration. However, I think that
ZoneAlarm is the best of the lot for deployment to non-technical users.

Of course, excellent free firewall alternatives exist, including the
company’s own ZoneAlarm (note the lack of the “Pro” designation).
Their free product is quite capable, and you may well already use it, as
it is one of the most popular pieces of free software ever released.

So how does ZoneAlarm Pro improve on the free product to make
the forty-dollar price tag worthwhile?

Key improvements in logging, granular control of protection, and the
ability to trace the source of an attack are welcome and justify the price
tag. Other newer features are perhaps less useful to professionals such
as Technical Support readers, but are interesting nonetheless.

However, for the purposes of this review, I wanted to see how
ZoneAlarm Pro performed “out of the box”, deployed as if by an
inexperienced user accepting all the installation defaults. Could this
product effectively protect such a user?

REQUIREMENTS

ZoneAlarm Pro supports all the major Windows platforms such as
98/ME, 2000, and XP. Hardware requirements are minimal; just ten

Megabytes of disk space, and a Pentium 233 processor or better. These
requirements are slightly optimistic, and on XP, a low-end Pentium II
is recommended. I did find that towards the low-end of the hardware
recommendations, system performance was mildly impaired. However,
reasonably current average PC’s will run ZoneAlarm Pro effortlessly.

INSTALLATION

I tested ZoneAlarm on a Pentium II/500Mhz Windows 2000 Pro
(SP3) system and on a similar XP system as well. I found installation
and operation identical on either version, although there are some anec-
dotal reports of minor issues on XP clients—I encountered no issues.
Installation is straightforward in the extreme, presenting a short list of
options in a well-organized install sequence.

I admire ZoneAlarm’s ease-of-use. As an administrator, I can see
how valuable this would be in supporting the type of remote user who
finds even an install wizard excessively technical.

I would even feel comfortable instructing a remote user to accept the
defaults and be confident that their system would be adequately protected.

During installation, ZoneAlarm Pro automatically discovers any
existing networks and prompts you to assign them to the zone of your
choice. I was impressed that ZoneAlarm had no difficulties handling
the rather complex network configuration of my test system.
ZoneAlarm gets kudos for their support of Internet Connection Sharing
and VPN configurations, and for keeping the set-up of those features
straightforward. Administrators supporting such environments will
find ZoneAlarm Pro meets their needs well.

Overall, installation is simple and relatively foolproof, and there is
pleasingly little to be noted about the process.

FIREWALL FEATURES

ZoneAlarm Pro uses the classic zoned concept of security; program and
connection behavior is grouped into “Trusted” and “Internet” zones, as
well as a “Blocked” Zone for total denial of access to distrusted sources.
Simple enough for end-users, and administrators are already familiar with
the Zone model. However, for real control you will need to hunt around
for the “advanced” buttons and “expert” tabs, which gets a bit tiresome.

This brings up my main complaint about ZoneAlarm Pro; it serves
two masters. The software is designed with total neophytes in mind, but
also features the advanced options administrators and Power Users
seek—the problem is they are too cumbersome to access.

For corporate deployment and skilled users, I would like to see a
one-button “admin-level” toggle rather than needing to wade through
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each settings tab and “advanced” button. For a fine implementation of
this concept, look at the built-in Macintosh OS administration inter-
faces or the outstanding free Windows Spyware scanner “SpyBot”.

For non-technical users, however, configuration is as simple as
responding to warning dialogues that appear as new programs attempt
to access the internet, and simple adjustment of slider options for pro-
tection levels (low/medium/high).

Of course, the danger is that this presumes users will use good judgment
and understand that, for example, the Windows Services and Controller
App will need to be allowed to access the Internet. To ZoneAlarm Pro’s
credit, the built-in help is very good and for a user willing to make a little
effort to understand, configuration should present no challenges. Ample
recommendations are made to guide non-technical users, and I found the
advice generally very good. Let’s hope users accept that advice!

One feature I especially appreciate is that ZoneAlarm can be set to
lock out all traffic if the computer is unattended for any length of time.
This is handy and useful for those who prefer not to (or forget to) turn
off their system for extended periods. Another nice touch here is the
ability to allow certain applications to selectively pass-through to the
Internet even if the rest of the system is locked-down—for example, if
you want to maintain your instant messaging presence.

ADVANCED FIREWALL

Despite my quibble about the steps needed to access advanced-level
features, the ZoneAlarm Pro advanced settings themselves are surpris-
ingly effective and granular. Connections can be restricted or allowed
by protocol, time-of-day, destination, IP ranges, subnets, and several
other attributes.

Programs that need to be configured to allow server-type behavior
can be so designated, and assigned on an individual basis to be allowed
or denied access by zone.

Logging is thorough as well, with options for log archiving and
export formats, and desired events for recording. It would be nice to see
some integration with the Windows Event Log, and the ability to limit
logs by size as well as age. Event reporting is basic at best, but several
companion applications have sprung-up to help analyze ZoneAlarm
logs and coordinate them with DShield and others (see sidebar).

PRIVACY AND OTHER FEATURES

I have mixed feelings about the non-firewall aspects of ZoneAlarm,
such as the privacy features and email control. Although they may be
useful to some, I prefer single-purpose tools for such tasks, and I think
maybe ZoneAlarm is following the regrettable “kitchen sink” trend of
packing more and more into once highly focused tools.

To be fair, ZoneAlarm Pro’s email protection component (“MailSafe”)
is effective and reasonably useful, though by no means state of the art.
Outbound mail can be limited to white listed recipients, to a defined
number of outgoing messages within a certain timeframe, or a defined
number of recipients. Any activity exceeding these thresholds triggers
a warning.

I imagine this could save an admin grief as the address book of a
remote corporate user will surely feature many office colleagues, and
the sender may well be white listed in your inbound spam control. I do
wish outbound mail protection could be configured to lock the internet
connection rather than simply warn a user who may just click OK,
unaware of the warning’s significance.

Still, this is a simple and effective protection, and at the very least, it
gives the user the opportunity to recognize infection by the kind of
mail-blasting worms that are prevalent today.

Inbound mail protection is performed by a standard list of prohibited
file types, and a quarantine feature that is hardly groundbreaking stuff.

Most PCs now (especially professionally supported ones) already
have ample protection in the form of antivirus and email client features,
and for that reason “MailSafe” seems somewhat redundant.

I’m even more ambivalent about the “Antivirus Monitoring” feature,
which is nothing more than a nag for updating your virus definitions
file and a subtle pitch for the ZoneAlarm Security Suite, a ZoneAlarm
product with an integrated antivirus engine based on Computer
Associates antivirus technology.

I suppose the virus definitions warning scheme would be handy as a
reminder for those users who manage to defeat the update features of
their antivirus software; however, if you have a good antivirus solution
in place, the “antivirus monitoring” feature is another superfluous fea-
ture more appropriate for neophytes.

I was more impressed by the privacy features; cookie, pop-up, and
code execution control are all available and well implemented. The
“Mobile Code Control” options control bugaboos like ActiveX and
Java objects. Cookies can be restricted to originating sites, forced to
expire at the end of sessions, and stripped of header information. Web
bugs can be zapped, and there is an effective ad/pop-ups killer; specific
configurations can be assigned to individual websites.

Best of all, the privacy features worked fine with every browser I
tried (Opera, Firefox, Mozilla, and Internet Explorer).

Even though many alternative browsers feature effective ad and
cookie control, it is handy to have control through a single interface.
This is especially true if, like me, you use several browsers and email
clients. There is nothing remarkably innovative about these features,
but they do the job well, and do it transparently.

The final privacy feature in ZoneAlarm is called “MyVault”. It stores
ID items such as PINS or credit card numbers, and encrypts them using
the SHA-1 algorithm, with an optional one-way hash if desired. It then
intercepts any attempt to send that data via web forms or email.

Personally, I do not find it necessary to be reminded that I am send-
ing confidential information, and having ZoneAlarm intercept and
warn me of this fact is mostly a nuisance. Even so, for users vulnerable
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• ZoneAlarm Pro: http://www.zonealarm.com
• Gibson Research: http://www.grc.com
• VisualZone report tool: http://www.visualizesoftware.com/
• ZoneLog attack Analyzer: http://zonelog.co.uk/
• Dshield Attack Clearinghouse: http://dshield.org/
• Excellent online firewall test: http://www.securitymetrics.com/portscan.adp

Likes:
Effective and granular protection by port and protocol.
Very good default desktop-level protection.
Extremely easy to use interface and set-up.
Good logging and alerting features.
Modest System Requirements.
Reasonably priced.

Dislikes:
Technical Support is unimpressive and fee-only if you want a real person.
Would like to see focused version with advanced firewall features only.
Advanced users need to dig for granular settings.
Lacks powerful reporting and analysis features.
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to Phishing scams (bogus eBay emails, for example) this may be a wel-
come element of ZoneAlarm Pro since ZoneAlarm has entered into
partnerships to authenticate certain websites such as eBay.

EFFECTIVENESS

Now for the sixty-four-thousand dollar question: is it effective?
There remains vigorous debate over the true value of personal fire-

walls that has spared no firewall, and over the years ZoneAlarm itself
has received some criticism from gadflies like Steve Gibson of Gibson
Research among others (see sidebar).

Frankly, there are exploits that could easily make it around
ZoneAlarm Pro or any other firewall intended for non-experts. In situ-
ations of highly valued data, high-profile targets, and for those who are
simply tending towards more sophisticated concerns about security—
there are probably better choices for a firewall.

However, for the bulk of users ZoneAlarm Pro IS very effective in
preventing commonplace port scans, and provides an appropriate level
of protection and usefulness. To be blunt, most users need to be pro-
tected from themselves—not the internet. For the most part system
compromises on desktops are self-inflicted (bootleg software, for
example). That is a separate issue entirely, but ZoneAlarm Pro can suc-
cessfully mitigate significant security risks and achieve a reasonable
level of protection as part of an overall security strategy.

Overall, ZoneAlarm Pro is a good balance between ease-of-use and
effectiveness. Although it may not be the last word in firewall protec-
tion, I think it is an excellent tool for the protection of remote users. It
should be a welcome addition to any administrator’s security arsenal.
For forty dollars per client, the added peace of mind is a bargain.  

Jim Justen is the NaSPA VP of Shareware. He worked in broadcast engineer-
ing in the early ’80s, and as the “electronics guy,” was assigned to support
early PCs, networks and embedded systems.
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