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NETWORK
security these days is indeed an important
and complex part of the network admin-

istrator’s job, but it doesn’t have to be overwhelming. Network
Perimeter Security: Building Defense In-Depth by Cliff Riggs is a step-
by-step guide that is geared toward helping build and maintain a security
solution custom designed for each particular network. Although he has
published many articles and papers focused on network administration,
it appears that Network Perimeter Security is Cliff’s first book. Cliff
has spent many of the past years in the classroom sharing his wealth of
knowledge with his students.

Whether you’re part of a huge multi-national conglomerate or the
only IT person in the entire company, you know keeping your network
secure is very important. But the days of just tossing up a firewall and
vowing to keep up with patches to secure computer networks are gone.
There are many threats to many different parts of your network that a
firewall just cannot defend against, but throwing the kitchen sink at the
problem is usually not cost-effective, either. Cliff will take you through
the process of creating a security policy. He provides a guide to every
step in designing and deploying the security for your network all the
way through to the monitoring, incident response, disaster recovery
and continuity planning. Along the way, he shows that network security
is a never-ending process that can be achieved without ulcers or tearing
out your hair.

SPECIAL TREATMENT FOR CERTAIN SUBJECTS

As you follow along with Cliff, you will see that security policy is
the main thrust of the book. How to evaluate your network’s assets,
what risks there may be to those assets, and how far you’re willing
to go to protect them is all included in the security policy. If you are
trying to manage a network or networks without benefit of a well-
thought-out security policy, you are, in effect, working in the dark.

Particular subjects in the book are given special treatment in the
process of putting together your policy and associated documents.

Cliff goes into great detail concerning the IP stack and how differ-
ent types of solutions work with various protocols so the reader will
be better able to decide which tools would be most effective for
their countermeasures.

There is a chapter included on cryptography and how it relates to
running a virtual private network (VPN) along with an entire chapter
devoted solely to VPNs. Also, making sure your data will be legally
helpful in the event that authorities have to be involved with an inci-
dent is discussed along with the best treatment of the Public Key
Infrastructure I’ve ever read.

Mr. Riggs really shows off his classroom prowess on the subject of
firewalls. Depending, of course, on how much filtering your network
needs, Cliff walks the reader through the rule-set process into simple
and stateful packet filtering.

Intrusion detection systems and network penetration testing is
part of the job in network security, and Cliff’s guideline makes it all
almost routine.

CONCLUSION

Whether you are a seasoned network administrator or just starting in
the networking field, you will find much of value in Network Perimeter
Security from Auerbach Publications by Cliff Riggs.

I found this book very readable and even humorous at times, especially
with some of the examples used to make certain points. It is written in the
style of a classroom textbook but also from the perspective of someone
who has been in the trenches and dealt with management and users. I
doubt this will be the last book from Cliff Riggs.  
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