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Mainframes Ride ZIP into
the Security Game
By  S . Ta i t  H am i e l  a n d  R o n  Pe r ro t t a

“THE
reports of my death are greatly exaggerated,” wrote
Mark Twain after the publishing of his obituary in the

June 2, 1897, edition of the New York Journal.
Mainframe obituaries have been published for nearly as long. Many

people said that mini-computers were the end for the mainframes in the
1970s. Easier to program, requiring more generalized skills and
lesspristine operating conditions, the mini-computer was predicted to
take over the majority of the data processing jobs from the mainframe.

That did not happen.
In the 1980s, pundits looked at the power and popularity of the per-

sonal computer and again predicted the demise of the mainframe. With
computing power on their desks, why would corporate users need
mainframes at all?

Instead, mainframes morphed into the large data warehouses and
servers that powered the technology boom of the 1990s. Data was
being created at an unheard-of pace. Moreover, with large-scale data-
base applications capturing data that was never possible before, the IT
architecture once again revolved around the mainframe.

Today, data is king.
Successful businesses rely on their systems to capture data on

customers, their buying patterns, their purchase histories, and their
preferences. Suppliers and manufacturing systems are automated
and sophisticated, giving businesses the ability to use manufactur-
ing efficiencies to gain a competitive advantage.

With the emphasis on technology and data, security has become a press-
ing issue for businesses and organizations large and small. Nevertheless,
the spotlight has shone brightest on the technology managers.

SECURITY: THE RISKS ARE REAL

The security risks are everywhere. In addition, the demands for
security programs are just as prevalent. Corporate boards demand that
the top executives have a security plan that not only protects today’s
data, but also past financial reporting data. Senior managers demand

that the IT organization help them comply with increasingly stringent
regulatory requirements protecting the privacy of communications. IT
managers fight the barrage of network and computer attacks seeming-
ly daily to stay ahead of the sea of hackers.

For the datacenter, security often means securing the physical assets.
However, the threats to data are just as real. Protecting the intellectual
property of the organization boils down to protecting the data. How can
you be sure that your data will not be compromised, stolen or other-
wise fall into unwanted hands?

SECURITY FROM AN OLD FRIEND

Datacenters for years have relied on the ZIP file compression stan-
dard to compress data. The versatility of the format—ZIP files can be
created and opened on zSeries, iSeries, UNIX, Linux, and Windows
platforms—has made it one of the most reliable and popular data for-
mats in use today in datacenters throughout the world.

Customers cite the efficiency, interoperability and convenience of
the format. Furthermore, with return-on-investment as the watchword
for everything in business today, especially technology investments,
ZIP compression can quickly justify itself in cost savings.

Since CPU cycles are the yardsticks of large system utilization, as
well as the units of measure that datacenters use to charge back oper-
ating groups for projects, any technology that serves to reduce costly
CPU cycles is viewed positively. Naturally, larger files take more time
to handle—both in transmission and in storage. ZIPPING a file serves
to reduce the size of that file. Although the ratios vary by type of file,
it is not uncommon for file size to be reduced by up to 90 percent. That
translates into significant savings for the datacenter manager.

Security, which is not a new feature of the ZIP file format specifica-
tion, has recently been enhanced. Today, strong encryption is offered in
a variety of ZIP vendor’s products.

Encryption—long the purview only of government organizations
and defense contractors—has been built into many ZIP products. In
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fact, some vendors have extended this further and today offer strong
security based on the federally approved AES security protocol.

WHY USE ZIP-BASED SECURITY

� Known technology. Select a vendor that understands how to
handle data. At its core, ZIP is about managing data.

� Now with strong security. The traditional ZIP standard includes
password-based security. Many ZIP providers have extended this
further to include strong security, including AES-compliant
algorithms.

� Data integrity. Encryption serves to scramble data so it is not
decipherable by prying eyes. However, the importance of
maintaining the integrity of the data cannot be trivialized. The
loss of one bit of data not only compromises the data transfer,
but also raises suspicions about the integrity of the entire
process. ZIP vendors that serve enterprise customers have
developed sophisticated error-checking steps. The better process-
es compare the final product to the initial product to ensure that
there were no compromises in data during the process. Any
discrepancy whatsoever is brought to the attention of the user
or administrator.

� Efficiency. Data compression makes files smaller. Encryption
tends to increase the size of files. Combining encryption with
data compression creates a file that is significantly smaller than
the original. For the datacenter, which regularly manages files
measured in gigabytes, this is not a trivial matter. Naturally,
smaller files require less time and network bandwidth to send.
However, in addition, the chance of a transmission error is greatly
reduced when files that typically take hours to send can be sent
in minutes instead.

� Security of data at rest. While securing data in transit over the
public Internet has gotten all the “press,” there remains a risk to
data stored and archived. By using ZIP to compress and secure
data in storage, datacenters can reduce the security risk and pack
more data into the same storage media.

� Low-overhead solution. Unlike other security measures,
deploying a ZIP implementation requires minimal infrastructure,
minimal training, and causes minimal impact on the help desk.

� High user acceptance. The more difficult a new program is for
the user, the more likely it is that they will find ways around
using it. ZIP and the ZIP interface are familiar to virtually all
computer users.

CONTEMPORARY DATA CENTER SECURITY
ARCHITECTURE

Effective information security architecture in the current environment
of both malicious intent and frivolous e-vandalism remains elusive.
Success is achieved only through a layered set of security services, pro-
viding defense in depth through a variety of different measures. If one
security service is penetrated, valuable company information assets and
corporate risk (arising from regulatory requirements to protect cus-
tomer demographic or health data) are best protected by a second, third,
or greater successive layers of security.

Data encryption technology plays a vital role in an appropriately lay-
ered defense against attack or theft. Securing company data assets
requires a complete set of security policies, covering all possible means

of access to corporate data. At the highest level, this means focusing on
the following:

� Physical security: ensuring that staff and visitor access to the
data center building and all corporate facilities with access to
sensitive data or applications are appropriately authorized,
recorded and periodically audited

� Network hardware security: ensuring that the hardware used to
support the internal network and that network’s connection to
other networks, particularly the Internet, is standardized for ease
of administration. In addition, ensuring that the hardware
supports all the protocols used within the organization (such as
TCP/IP, IPX, NetBIOS, etc.) and it is configured using
equipment with operating systems certified to C2 level security
capabilities, as described in the National Computer Security
Center’s Rainbow series Orange Book, Trusted Computer
Standards Evaluation Criteria

� Operating system security: ensuring that the operating systems
on the mainframes and servers supporting the mission-critical
operations of the company are configured in a manner that
severely impedes unauthorized entry

� Internet access security: ensuring that the communications
interface between the internal network and the public network
(the Internet) is restricted to only the minimum necessary
interactions, and that all such interactions are heavily monitored
for malicious potential, through the use of router port restrictions,
anti-virus email gateways, and other safeguards

� Application security: ensuring that access to corporate
applications, databases, and knowledge bases is granted only to
those staff members based upon authorized need (access control)
and presentation of appropriate credentials (authentication)

� Human factors security: ensuring that personnel are educated
to the risks inherent to the current environment and the gravity
with which security policy must be regarded by all within
the organization

CONCLUSION

Data encryption plays a critical role in an enterprise’ policy for
Internet access security, application security, and human factors security.
Enterprises use strong encryption to protect e-mail attachments and
files transmitted outside the firewall across the Internet, as a means to
ensure that only the intended recipient can decode the sensitive infor-
mation. In the same manner, production or backup application data files
maintained within the data center are encrypted as a safeguard against
tampering or theft by internal staff.

Encryption applications, employed properly, provide the enterprise
with the means to transparently enforce security policy, without requir-
ing changes to current business processes or end-user behaviors. Strong
encryption stands as the last, best barrier to criminal access to your
valuable corporate data assets—only appropriately authorized users
can decode the data, even if all other security layers are penetrated.  

S. Tait Hamiel and Ron Perrotta are both employed with PKWare, where
Hamiel is a product manager and Perrotta is the marketing director.
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