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A Modern Approach: Using
Disk-based Backup as a

Complement to Tape-based
Backups

By  S t eve  Fa i r b a n k s

THE
battle between tape and disk-based backup solutions has
been an ongoing dilemma for many companies. While

both sides present impressive arguments, there may not be a clear
answer when it comes to choosing one over the other. This leaves some
to ask a question: Is it possible to retain the cost-effectiveness and
investments made in tape, without having to sacrifice the speed, con-
venience and ease of disk-based backup and recovery? The answer is
yes. First, let’s explore these two technologies.

ARGUING FOR TAPE

Tape backups are widely accepted across a wide array of organiza-
tions. Many of these companies have invested large amounts of money
into their tape backup systems and software and have adopted a sheer
acceptance of the tape backup method. However, tape backups are
more and more being seen as an entity of the past. Additionally, a tape-
only approach creates several problems.

Tape backups create a challenge in meeting the data storage needs
that modern, always-on companies demand. Tape backups are slow,
often not meeting the ever-shrinking backup windows at most organi-
zations. A tape infrastructure is complex, and in most cases, requires the
knowledge of experienced and costly consultants for proper setup and
maintenance. There is also the complexity factor of restoring not only
individual user data, but complete operating environments in case of a
server or desktop outage. Today there can be upwards of 70 complex
steps to complete in order to get a system up and running after a disas-
ter. For example, in most tape software environments the administrator
will spend hours and even days rebuilding and reinstalling the operating
system and applications with appropriate service packs before corporate
data can be recovered and accessed. The resulting downtime can lead to
a loss of revenue or a damaged reputation. Another cumbersome factor
is that full tape backups require that they be done after hours or on
weekends when poor server performance can be tolerated. For many
global 24x7x365 companies, this is not an option.

Furthering the argument against tape, some companies are under the
impression that they are successfully backing up their systems, only to
find that the tapes used have been corrupted, damaged or worn out.
Alternatively, another problem can cause backup failure. Unless com-
panies are constantly testing their restoration media, they may not find
out about these problems until it is too late and data has already been
lost. Often it can take weeks for these systems to be restored.
Sometimes backups may not haven been done adequately or have
errors that the company is unaware of, such as staff mistakes, others
not changing tapes as they were supposed to, and other factors that can
be hard to control. In these cases, companies are putting their trust into
a system that leaves too much room for error.

All of that said, tape backups do serve an important purpose. In many
cases, tapes are still less expensive per megabyte than hard disk storage,
making them more appealing for long-term storage and archiving. More
importantly, they are portable and can be taken off site and stored and
managed at another location or storage outsourcing company.

A STRONG CASE FOR DISK

On the other side of the debate are disk backups, which can be done
in real time, whenever necessary, without talking applications down and
or creating severe bandwidth problems. On the restore side, disk-based
backups are easier to navigate and provide faster and simple disaster
recovery, although for many companies, they can lack appeal when it
comes to switching costs and portability.

The key advantages to a disk-based solution include:
Reduced Backup Times, No Waiting and Faster Backups:

Disk-based solutions can back up data more than twice as fast as a
tape solution. Additionally, disks eliminate the need for constant
tape replacement and changes. Companies can also create real-time
full or incremental backups of systems and data volumes without
disrupting data access or application usage, so employees can con-
tinue working and the company can continue functioning. This
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allows for on-the-fly backups, which is essential for companies that
work around the clock. With server down time costing upwards of
$11,000 an hour and typically taking about 10 hours to restore a
complete system, the cost savings potential is huge. Computers
being backed up via disk never have to wait for the tape drive so
backups are shortened. For small data files that would normally
require frequent starts and stops of the tape drive, the speed improve-
ment can be substantial. For large data files that normally stream to
tape at full speed, the higher bandwidth of the disk shortens the
backup window.

Restore Times are Reduced: With a disk-based solution, both full
and incremental backup data are immediately available for point-in-
time recovery. Thus, a single file or complete system volume can be
restored in a matter of minutes rather than hours or days due to the
speed and lack of complexity in disk-based solutions when compared
to tape.

Multiple Simultaneous Backups: The backup disk array can be
written simultaneously to many computers so multiple computers can
be backed up at the same time. This shortens the entire backup win-
dow, and there is no need for multiple tape drives to run in parallel to
speed backups.

A SHIFT IN THOUGHT

A paradigm shift is occurring in which companies are using disk-
based back up as a complement to tape-based backup, reaping the
benefits of both. It is possible to take the strengths of each of these
technologies and combine them for one, comprehensive solution by
using tape as your archival solution and disk arrays as day-to-day back
up. This way, companies will not lose their tape investment, but rather
enhance the investment with the additional benefits and convenience of
disk. Since disk backups can be accessed immediately, without hav-
ing to shut down servers and take a company off line, it is best to use
disk backups on an everyday basis. Then, for example, once a week
the IT staff can transfer disk backups to tape where they can then be
archived and kept for long-term storage or used in the event of a
complete site disaster.

With this more advanced approach, not only do companies get
the benefits of both mediums, but there are also additional time
savings. When recoding to tape offline, companies broaden the
backup window, which allows the migration of data from disk to
tape to happen at a more leisurely pace. This also eliminates the
need for tape to run in parallel. Because the primary backup to disk
has already happened in the shortest amount of time possible, the
secondary backup can happen at a much slower pace when the IT
team is not crunched for time.

LEVERAGING PREVIOUS INVESTMENTS

Although disk backups offer many benefits, many companies may be
reluctant to convert to disk for daily backups because they are con-
cerned with the switching costs associated with a disk-based backup
infrastructure. This is especially true if they have already made a large
investment with tape. To make this easier on companies that may have
already invested money in a tape system, converting to disk can be done
incrementally, in a phased approach. Instead of buying new tapes and
tape subsystems for everyday primary backups, companies should
migrate the use of tape toward archival purposes and instead invest

those new funds toward disk-based, primary backup systems. Because
the tape systems are not being phased out all together, the investment
will still stay intact.

DISK-BASED IMAGING

There are many types of disk-based backup solutions to choose
from, but when using disk as a complement to your tape backup sys-
tem, disk-based imaging technology works especially well. Disk
imaging technologies can quickly restore failed systems to a specified
point-in-time because all critical data including system configura-
tions and settings are encapsulated into the backup image file. Once
this file is restored, the server can immediately be brought back into
a production mode without the need to reinstall operating systems
and applications. Backups are created to a SAN, NAS or RAID array
without interrupting user productivity or application usage. Users can
also quickly restore failed systems to a specified point-in-time with-
out taking hours to manually rebuild servers and restore data from
tape backup. Some disk imaging solutions allow you to perform a full
system restoration, a complete bare metal server restoration, or
restore individual files and folders in as little as minutes. This pro-
vides a non-intrusive method for server backups as well as a rapid and
painless approach to recovery.

A TRIED AND TRUE METHOD

With assets of $9.0 billion and 66 retail banking offices throughout
Chicago, Milwaukee, and surrounding areas, MidAmerica Bank is the
largest independent thrift in Illinois and has become a leading mortgage
lender in the Western suburbs of Chicagoland. Grounded on the princi-
ples of democracy, fairness and stability, MidAmerica Bank acts on
those ideals by delivering high-quality products and friendly, customer-
oriented service.

As with most financial institutions, effective disaster recovery is
essential to MidAmerica Bank’s ability to delivery quality customer
service, protect critical data and systems, keep employees productive,
and comply with stringent federal regulations. Unfortunately, the tradi-
tional method of relying on tape backup for disaster recovery created
an excessive strain on IT workloads and budgets without guaranteeing
that systems can be restored in a timely manner when disaster strikes.
To ensure the continued operation of its Citrix XP farm, MidAmerica
decided to try a disk-based backup solution.

MidAmerica chose a solution that allowed them to restore failed
systems quickly to a specified point-in-time without taking hours to
manually reinstall and restore data from tape backup or rebuilding
from scratch. It gives them the ability to perform full system restora-
tions, complete bare metal restorations or restore individual files and
folders in minutes instead of hours.

MidAmerica also experienced many unexpected benefits from their
disk-based solution. At first, they just planned to use their disk solution
to upgrade one of its servers from a small disk to a larger disk.
However, after experiencing how well it worked and how painless it
was to use, the bank decided to leverage it for disaster recovery for their
Citrix farm. Each night they create images of five of their Citrix servers
and then store seven days’ worth of those images on an inexpensive
NAS device for fast, reliable recovery in case of a system failure.

“Our Citrix farm installations no longer rely on tape backup any-
more,” says Ray Zamora, VP of Network Operations for MidAmerica

Technical Support | July 2004 ©2004 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



Bank. “If we incur disk failures or OS failures, we can quickly
restore the server to the latest image and have the server delivering
applications within minutes to hours, versus an install and restore
from tape that would probably take several hours to days. So far, it
has worked flawlessly.”

In addition to saving MidAmerica time and money by automating
manual restoration processes and significantly improving server
restoration times, the new disk solution saved the bank money in
other ways as well. Previously, the institution had some of its Citrix
servers participating on its SAN network. While SAN participation
provided a high level of availability, it also meant that the Citrix
servers were tying up expensive SAN connections that could be used
by systems that are more critical. The disk solution enabled
MidAmerica to move its Citrix servers off the SAN to reclaim those
expensive connections while still providing the level of availability
required for those servers.

“This definitely saves us time and money,” Zamora says. “Our tape
backup administrator doesn’t have to worry about backing up our Citrix
systems. The bank doesn’t have to buy as many tapes. We don’t have
to pay high-priced consultants to do restores. We have also claimed
back expensive Fiber cards, disk, software licensing for SAN devices,
and Fiber switch ports.”

Utilizing a disk solution to take point-in-time snapshot images of the
bank’s systems in a matter of minutes for quick and easy restores at a
later date gives MidAmerica a change management solution that sig-
nificantly reduces the associated risk of deploying new applications or
server patches. For example, Microsoft Service Packs can introduce
problems for Citrix environments or other applications on the servers.
V2i Protector enables the bank to recover easily and quickly from a
failed service pack installation.

With its real-time imaging and rapid file and complete bare metal
system restores, the disk solution reduced disaster risk for
MidAmerica while increasing user productivity and saving the bank
time and money.

THE BEST OF BOTH WORLDS

There is not a set winner in the battle between tape and disk, rather
the chance for a solid partnership to be formed. Tape is not dead, and
companies’ investments in the technology do not need to be lost,
either. By using tape for archiving and disk for everyday backups,
companies can have the best of both worlds and take advantage of
each technology’s strengths, rather than settle with each medium’s
weaknesses. They benefit from the portability of tape, while reaping
the speed, convenience, ease of use, and advanced recovery capabili-
ties of disk. This modern approach will assure that companies get their
backup, storage and disaster recovery needs met in the most conven-
ient, cost-effective way.  

Steve Fairbanks recently joined Symantec as the Director of Product
Management for its newly formed Enterprise Administration business unit.
Steve_fairbanks@symantec.com is his e-mail address.
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