
While the mainframe is definitely not dead, one cannot dispute
the fact that there are many different operating systems in
the data center of today. Many business applications and

software tools now span multiple platforms. Among these are different
flavors of UNIX. It is no longer the case that UNIX and the mainframe
are two independent systems and never the twain shall meet.

Even die-hard mainframe users may need to delve into the UNIX
environment as part of their day-to-day job. A couple of years ago, I
was faced with the task of creating some sample UNIX scripts that
could be run by a mainframe-based scheduling system. Somehow, I
knew that 20 years of mainframe experience was not going to help too
much in this mysterious environment called UNIX.

My initial experiences were not positive, and attempts to obtain the
information I needed from various tomes and co-workers were frustrating.

I find that many UNIX books are too encyclopedic for novice
UNIX users. As such, it is difficult for them to judge what is impor-
tant and what the user can safely ignore. Is it necessary, for exam-
ple, to learn how to use the vi editor to create a simple script, or to
understand the fine differences between the Korn shell and the
Bourne shell?

As well, a visit with your resident UNIX gurus can be somewhat
intimidating. As you approach, everyone is busy typing seemingly
undecipherable commands with great purpose, engaged in lively dis-
cussions about ‘grep’-ing and ‘fork’-ed processes. I watched one of
them use the vi editor once but was quickly bewildered as he moved
about in a file using the h, j, k and l keys. Another time I watched a co-
worker install some software but was easily lost after seeing a few
long unintuitive commands being used. When I was signed onto one of
our UNIX systems, I stared at the $ prompt for a while, as I had no idea
how to go anywhere or where I even was.

This article will help you familiarize yourself with the UNIX environ-
ment. It introduces some terminology, explores some of the most useful
UNIX commands for the novice, and provides practical examples for
using them.

BEFORE YOU BEGIN

Keep a few things in mind before you even sign on to a UNIX sys-
tem. First, UNIX is case-sensitive. You will need to get used to the fact
that myfile is not the same as MYFILE or Myfile. If you get a nasty

error message indicating a command cannot be found or a directory
doesn’t exist, check the case you are using.

All UNIX commands are in lowercase and use the general syntax
shown in FIGURE 1.

UNIX is designed to be a command-line-based system. The command
line interface is called a shell. Different shells are available. When you
login, a shell is automatically started for you that enables you to enter
commands. In addition to the different shells, there is a variety of UNIX
operating systems from different vendors. Therefore, what you see on
your system may be slightly different from what is presented here.

The UNIX file system, like the Windows file system, is hierarchical.
A directory can contain files and directories. To get to a file or directory,
you take a route or path. The root directory is the top of the hierarchical
UNIX directory structure. It contains the system administration and con-
figuration files. The term “root” is also used to refer to the UNIX userid
normally used by the system administrator, who has superuser privileges
to access and modify all files.

If you get into trouble, you can always press Ctrl+C. This is the stan-
dard UNIX interrupt instruction. I often use it when I have created a
lock situation and need to free the lock.

SIGNING ONTO A UNIX SYSTEM

Like most systems, you will need to obtain a userid (sometimes
referred to as an account name or login ID) and password from your
UNIX system administrator. Your administrator will set you up with the
appropriate level of security, and you will belong to at least one group.
Users in the same group can share files and directories.

You will also need to find access to a UNIX system. The most common
way of connecting to a UNIX host is through a terminal emulator, where
you specify the IP address or DNS name of the UNIX box. Connect to the
UNIX system until the point where you see the login: prompt.
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FIGURE 1: GENERAL SYNTAX FOR UNIX COMMANDS

Even experienced mainframers may need to know some
UNIX as part of their day-to-day job. This article will help
you familiarize yourself with the UNIX environment. It will
introduce some terminology, explore some of the most
useful UNIX commands for the novice, and offer practical
examples for using them.
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From the login: prompt, enter your userid. Remember it is case-
sensitive. At the Password: prompt, enter your password. Note that as you
enter your password, nothing is displayed—not even asterisks. The cursor
does not even move. If you make a mistake, press Enter and start over.

If you are unsuccessful at logging in, then you will get a Login
incorrect message. Most systems give you multiple attempts to get
both your login and password correct, so try again.

After you sign on, do not expect to see any menus or panels as you
would see in ISPF or CICS. A couple of informational messages will
appear followed by a command prompt such as $ or %. Depending on
your user profile, your current location in a directory may be displayed.
Although this is helpful, it can get in the way when you are deep in
directory structures.

FIGURE 2 shows a typical sign-on sequence for user jsmith.

COMMANDS FOR THE NOVICE

Once you have signed on successfully, you are now ready to explore
some commands. The commands and figures below follow a logical
sequence. They show you how to change your password, find your way
around, create a directory, create an executable file, change the file’s
permissions, run the executable, use online help, and logoff.

passwd Command
The passwd command allows you to change your password. You

should change your password the first time you login to a UNIX sys-
tem. Your UNIX administrator may have used a password that someone
else could easily guess. When you type passwd, you will need to enter
your current password, your new password, and then confirm your new
password. Some rules regarding password construction and reuse may
be implemented. UNIX will tell you whether your password has been
changed successfully or not.

FIGURE 3 shows how user jsmith changes his password. His first
attempt is invalid due to the password construction rules in effect on the
system, but his second attempt is successful.

pwd Command
The pwd (pronounced as p – w – d) command displays the present,

or current, working directory—in other words, where am I? This is my
favorite command. When I am staring at the screen and I am unsure of
the next step, I like to type pwd just for the reassurance that I know
where I am. When you first sign onto the system, you are normally in
your home directory. For example, /export/home/jsmith or /u1/jsmith.
You will get lost from time to time, and so this is a good command to
know. It always lists your current location as an absolute directory
name so you can see the names of all of the directories above you.

mkdir Command
The mkdir (pronounced as make-dir) command is the command you

use to create (make) a directory to store your files and other directories.
For example, mkdir batch. This is one of the least complex and easi-
er commands to remember because it is somewhat mnemonic.

cd Command
The cd command is the command you use to change from one

directory to another. You can use cd on its own to take you back to
your home directory; you can use cd .. to take you back one level; you
can use cd /pathname where the pathname leads to, or uniquely iden-

tifies, a specific file and indicates where it is in the file system. Each
level of the pathname is separated by a slash (/). Pathnames can be
absolute (fully qualified) or relative (i.e. to the current location). This
is where pwd comes in. After a few cd commands you will want to
know where you are.

Using * as a wildcard character that matches zero or more characters
is useful, especially when directory names are long. You will soon get
tired of typing every letter of each file or directory name. For example,
I can use cd /ESP*/Resources/Log* to take me into my /ESPEspresso/
Resources/LogFiles directory, as long as the mask I used can be
uniquely resolved.

The nice thing about * is that you can use it anywhere in a string for
any number of unknown characters. For example, *daily matches daily,
paydaily, backupdaily, etc. b*b matches bib, bob, barb, etc. You can also
use ? as a wildcard to match any single character. No harm will come
when listing files, but you must be careful when using * in commands
such as rm, which could delete all of your files without any warning.

If you want to browse around the system, cd is the command to use.
However, you won’t be able to get into a directory unless you have the
proper access level.

FIGURE 4 shows how to display your current directory, create a direc-
tory called batch, cd into that directory, and then display your new location.

cat Command
The cat command can be used to create a file, concatenate files, or

to view the contents of a file.
When you use cat >filename, you create a simple file. Type the con-

tents, press Enter for a new line, and press Ctrl-D when you are done
to force an end of file.

Although you can use cat to view file contents, it is not very useful
when the file is big. In those cases, you can use commands such as
more filename to view a file one screen at a time. Alternatively, you
can use head filename to view the first ten lines of a file, or tail filename
to view the last ten lines of a file.

Technical Support | June 2004

FIGURE 2: SIGNING ON TO A UNIX SYSTEM

FIGURE 3: CHANGING YOUR PASSWORD

FIGURE 4: DISPLAYING AND CHANGING YOUR LOCATION
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echo Command
The echo command is normally used with a text message to display

the message on the screen. It is similar to a REXX SAY instruction. If
multiple words are used, they must be enclosed in matching quotes. For
example, echo ‘Hello world’.

FIGURE 5 shows how to create a simple file using cat. This file con-
tains one echo command to echo a string of data.

ls Command
The ls command is the list command you can use to list files and

directories within a directory (names only). This command has many
options for you to obtain different information in different formats. I
normally use ls –l to list more detail about the files and directories.

The first time I saw the output from an ls –l command, strings such
as -rwxr-x-r-x particularly intrigued me. FIGURE 6 shows how to inter-
pret the output.

The first character indicates the file type: d is a directory and a dash
(–) is a regular file. The remaining characters represent permissions
(who has what access).

Assigning attributes to a file controls the security of a file under
UNIX. Each file has a default owner and a default group. By
default, the user who creates a file is the owner. Each file has a
series of three tags that control file usage including access rights.
There are three access categories: read (r), write (w), execute (x).
Read access allows you to look at the file; write allows you to
update the file; execute allows you to run the file as a command or
program. The nine letters in the permissions string are broken into
three groups of three each, representing (from left to right) the
owner, group and everybody else.

Each directory also has permissions. Directories are similar to files
in how you interpret the permission strings. The differences occur
because of the unique purpose of directories, namely to store other files
or directories. You need both read and execute access to list the direc-
tory and to use the cd command to list contents of a directory.
Therefore, the most common directory permissions are —- (no access),
r-x (read-only), and rwx (all access).

chmod Command
The chmod command is the change mode command. Note that it is

pronounced as two syllables: ch-mod – “ch” like the beginning of
“child,” “mod” like the beginning of “model.” This command modifies
file and directory permissions. You can change permissions using num-
bers (numerically) or letters (symbolically).

You can represent permissions as a 3-digit binary number and con-
vert this to a decimal. However, I just remember the following: 4 for
read, 2 for write, 1 for execute. To combine access levels, I just add the
numbers. For example, 5 means read and execute permissions, where-
as 7 means read, write and execute permissions.

Each system automatically sets the levels of permissions on each
newly created file. Default file permissions is 666; default directory
permissions is 777. Your user mask or umask affects the files that you
create. For example, umask 022 removes write access for your group
and for everybody else to files and directories you create.

You can also add, remove or set permissions using letters. chmod
u+x myfile, for example, means for the current user (u), add (+) execute
(x) permissions to myfile.

In FIGURE 7, the ls –l command lists the “hello” file with its permis-
sions. To execute this file, you will need to change the permissions so

that you have execute access. The chmod command used here allows
you read-write-execute access, while your group and everyone else has
read access. The ls –l command displays the updated permissions
(rwx). To run the file, simply type in the name of it.

man Command
The man (short for manual pages) command is a help facility for

UNIX commands. For example, to get help on the mkdir command,
type man mkdir. The man pages are an invaluable reference to com-
mand syntax and capabilities. You can scroll back and forth through the
output using Ctrl+B and Ctrl+D respectively.

exit Command
When you have had enough, use either the exit command or the

logout command to log off. Which command you use depends on the
shell. You can use these commands from within any directory.
Alternatively, you can use the Ctrl-D keyboard shortcut.

CONCLUSION

As the proliferation of UNIX systems continues and systems man-
agement disciplines continue to make their way into these environ-
ments, there is a growing need for mainframe users to explore UNIX.

Knowing a handful of commands can help you familiarize yourself
with the UNIX operating system. It’s like being in a foreign country
where everybody speaks another language. It is difficult to communi-
cate, but by knowing a few words and phrases, communication then
becomes easier and your confidence level increases.  

NaSPA member Bob Pyette is a Product Planner for Toronto-based
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Technology industry. You can reach him at bpyette@cybermation.com.
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FIGURE 5: CREATING A SIMPLE FILE WITH THE CAT COMMAND

FIGURE 6: INTERPRETING THE OUTPUT FROM AN LS -L COMMAND

FIGURE 7: EXECUTING A FILE
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