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I’M confident that Technical Support
magazine readers are a respectable

bunch. The magazine’s demographic studies
tell us that most of you are well established in
your occupation, experienced and carry con-
siderable responsibility in your job.

In short, you’re not a hacker.
Unfortunately, many others are.
For the honest networking crowd, Hacking

Exposed is an excellent companion for explor-
ing the techniques hackers use to attack your
networks and for taking steps to protect your
network from their efforts.

It is a bestselling book, first published four
years ago, and you may already be familiar
with it. However, even if you have read past
editions, the book has been significantly
updated and is worth another look.

Hacking Exposed is authored by Stuart
McClure and George Kurtz, executives and
founders of Foundstone Inc., a strategic security
consulting firm, and Joel Scambray, an author
and security expert. Clearly, they see them-
selves on something of a security crusade, and
the heading of the introduction in the book
makes this obvious by proclaiming: “The
enemy is ignorance.” There are no apologies
here for detailed descriptions of techniques
that may be used for nefarious purposes—the
authors clearly believe that full disclosure is
the only prudent path.

Indeed, many other security guides dwell
on defending against attacks or recovering
from them after they happen. This book is

written from the refreshing perspective of
offensive security tactics, and it is a very valu-
able perspective.

Sun-Tzu, author of the ancient classic mili-
tary treatise, The Art of War, wrote: “If you
know the enemy and know yourself, you need
not fear the result of a hundred battles. If you
know yourself but not the enemy, for every
victory gained you will also suffer a defeat. If
you know neither the enemy nor yourself, you
will succumb in every battle.”

He might as well have been talking about
your network.

If you are already an expert in security, you
will probably not glean much new informa-
tion from this book; odds are you are then
familiar with most of the tools and exploits
described in this book.

Rather, the book is aimed at what I think is
the Silent Majority of the computing pro-
fession, the experienced mid- or senior-level
administrator, saddled with many responsibil-
ities, including security tasks; you know who
you are.

In your company, you may well be the de
facto security expert by virtue of being the
network administrator. This book is aimed at
giving you the knowledge, background and
skills to get inside the hacker ethos and to
learn the tactics they employ to attack you.

If you are fairly comfortable with basic
networking concepts, this book will not be
excessively challenging, but it isn’t right for
total beginners.

Indeed, it is a very dense read. Chock full
of extensive example scripts and lengthy com-
mands, it takes time and effort to digest. The
authors dive immediately into technical discus-
sion without sugarcoating the complexities.
While slightly dry in writing style, the authors
clearly enjoy the subject of security, and I
found their writing compelling enough to
eagerly test the exploits and countermeasures
examined in the book.

A note on nomenclature: The authors and
security community now generally use the
terms “white hat” for penetration testing and
other well-intentioned hacking and “black
hat” for nefarious hacking.

My assumption in this article is that you
are a white hat, on the side of good. Suffice
to say, this is a book on how to hack, and
many of the tactics and examples in the book
are very destructive and disruptive, and if
done carelessly, could be illegal, unethical
and even fattening.

BOOK STRUCTURE

The book is divided into four sections that
focus on different facets of vulnerability. It is
organized in a logical and helpful manner and
methodically demonstrates the process of
laying the foundation for executing and
defending against a hacking attack.

Each attack subject is flagged with a
“bomb” icon, the text providing a detailed
step-by-step description of the commands or

❑ Very poor   ❑ Poor   ❑ Fair   ❑ Good   ❑ Very Good   ❑ Excellent✗
BOOK RATING

©2004 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



code needed to exploit the vulnerability. One
nice feature is the risk rating for a given vul-
nerability. This shows at a glance the popular-
ity of the attack, the simplicity in executing it,
and the impact of the exploit with a numeric
rating that neatly sums up the overall danger
of the attack.

Finally, each attack is followed by a dis-
cussion of the countermeasures needed to
mitigate or eliminate the vulnerability.

Let’s take a look at the book in detail.

PART ONE

This section examines the tactics used to
“case the joint.” Rather than “casing,” however,
the authors use the term “footprinting,” which
they essentially define as creating a systematic
profile of a company’s potential exposures.

The goal is to find points of entry by deter-
mining and examining factors such as IP
address ranges, available modem lines, listen-
ing services, and domain names in use.

It impressed me that after reading only the
first few pages of the book I had already
learned something valuable: One footprinting
tactic, which had never occurred to me, is
searching corporate records such as Securities
and Exchange (SEC) filings for new corporate
acquisitions.

Those new acquisitions are often a soft tar-
get easily compromised due to careless “get it
done yesterday” directives from management
that lead to jury-rigged networks hastily
joined together. Consider this next time you
are asked to get the “new office connected
immediately.”

After examining more general information-
gathering tactics such as IP ranging and target
identification, the final chapter of this section
examines the enumeration process in detail.
Enumeration is best described as probing the
results of network scans and the specific weak-
nesses that have been discovered. At this point
of the process, hackers are likely “inside” your
network and so the authors turn their attention
to attacking specific operating systems.

PART TWO

Part Two of the book is dedicated to tech-
niques specific to various operating systems.
First up for examination, not surprisingly, are
the various versions of Windows. For many
readers, these vulnerabilities will be the most
relevant to their environment.

The authors don’t expend all their efforts
picking on Windows, however. To their credit,

the authors avoid touting any one operating
system as superior in security.

In fact, there is a chapter dedicated to
securing Novell Netware, a sometimes over-
looked but still widely used operating system
in major corporate networks. With a deserved
reputation for security, many Netware users
become complacent.

Older Netware servers run mission-critical
tasks quietly for years with very little atten-
tion required. In fact, among the biggest
causes of failure I see in them in my work is
not software failure, but rather dirt-clogged
server fans.

However, the resulting security risk of these
half-forgotten and poorly patched systems is
significant. Older servers may still be running
Novell’s Bindery services, (a resource database
of users, groups, etc.) which is technology now
over ten years old. Thus, these systems may be
very vulnerable; so are modern Netware servers
carelessly left at default settings supporting
Bindery services.

I don’t agree with the authors’ suggestion
that Bindery-based Netware servers are com-
monplace anymore, but I give them credit for
pointing out that there is a significant risk to
neglected servers that should be assessed and
that nobody should rest on their laurels.

Most important, they rightly observe that
no administrator should count on “security
through obscurity,” and that there are hackers
who will attack Netware servers or whatever
else you may have for the challenge alone.
Still, I suspect that most hackers prefer UNIX
and Windows targets.

Incidentally, mainframe-oriented readers
will be disappointed, as there is little informa-
tion specific to their environments. Of course,
mainframe OSs remain some of the most
secure platforms in computing and are highly
specialized technology, so I would not expect
the authors to examine them in significant
detail. However, terminal access, client and
network hardware risks may apply to those
environments as well. Therefore, even if you
are a mainframe user, the book may prove
valuable to you.

The final chapter of Part Two is an extensive
discussion on hacking UNIX and its offspring,
which broadly covers the entire UNIX/Linux
environment, including very popular applica-
tions such as Apache. It does not cover specific
distributions or software versions in much
detail, a necessary omission due to the vastness
of the UNIX world.

Note there is a companion book in the series
that addresses Linux in excruciating detail

(see sidebar). In fact, there is also an edition
specific to Windows vulnerabilities and
another specific to Web Applications.
Although I didn’t examine these thoroughly,
I was impressed by how well they expanded
on the topics addressed in Hacking Exposed
and tailored the information to the specific
operating system.

PART THREE

Part Three is dedicated to network hacking,
targeting devices such as routers, PBX sys-
tems and voicemail. You might not have given
much thought to how easy it is to hack voice-
mail and PBX systems, but the authors have,
and it is worth considering the risks.

The network devices section dedicated to
routers and similar hardware is unlikely to be
useful to a highly experienced and competent
network engineer, but again is worth studying
if network infrastructure is not your main job,
but still an area of responsibility.

This section also has a chapter examining
wireless hacking. This is a fairly limited dis-
cussion and not the strongest part of the book,
but it is a solid overview of the basic risks and
dangers of wireless networks. The subject of
wireless is so large that the authors have
addressed it as well as could be expected, and
obviously there are many other fine books that
discuss the topic in greater detail.

PART FOUR

The final section of the book is focused
on what the authors term “software
Hacking,” meaning the assault of applica-
tions like remote control software;
Microsoft’s Terminal Server, for example.
The section also explores tactics to hack the
Internet user, to attack Web servers, and
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URLS:
Hacking Exposed Web site:
http://www.hackingexposed.com

Hacking Exposed Windows edition:
http://www.winhackingexposed.com

Hacking Exposed Linux edition:
http://www.hackinglinuxexposed.com

Foundstone:
http://www.foundstone.com

Free text version of The Art of War
http://classics.mit.edu/Tzu/artwar.html
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finally delves into more advanced ploys such as Trojans, rootkits
and SSL attacks.

There is an included companion DVD disk with a PowerPoint pres-
entation and video of the authors expanding on topics in the book. I did
not find this especially useful, but it was reasonably informative, and
they do put on a good show.

It is also worth mentioning the Web site associated with the book
(see sidebar), which provides links to tools cited in the book such as
scanners and packet analyzers and scripts.

CONCLUSION

This is a must-have book for any administrator’s bookshelf
(although you may want to keep it away from disgruntled employees!).
It is an outstanding overview of the world and tactics of hacking.

My only disappointment was that I wished for better insight into the
mindset of hackers to complete the “know-thy-enemy” perspective.

Incidentally, I was curious what the hacker community thought of
this book; a brief perusal of Usenet and other sources tells me that
this book is not going to help you fend off the sophisticated and
highly skilled attacker, who will find it elementary. They’re right,
of course.

However, on the whole, I would say this book has some “street cred”
among both black- and white-hat hackers as a worthwhile introduction
to the subject and a glimpse into the world of hacking.

It is a truism in building security that most any security system can
be compromised. The idea is to make breaking and entering so much
trouble that criminals go elsewhere. This book is just right for giving
you insight on how you can send hackers looking for an open window
down the block.

Remember: many of the open-source and freeware security tools
cited in Hacking Exposed are already in your association’s software
libraries. Visit the NaSPA libraries for useful security tools discussed
in the book.  

Jim Justen is the NaSPA VP of Shareware. He worked in broadcast engineer-
ing in the early ’80s, and as the “electronics guy,” was assigned to support
early PCs, networks and embedded systems.

Likes: Comprehensive, logically organized and thorough
Well-written and no-nonsense practical information
Good companion Web site

Dislikes: Marginally useful DVD
Some dead URLs cited
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