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Getting the Most Out of the
Windows Server 2003 Family

By  J o e  Zwe r s

This article examines the new Windows Server 2003 operating
system, its advantages and disadvantages, and how it compares
with other operating systems like Linux, NT and Windows
2000. It will also present some add-ons that are designed to
help you maximize your investment.

THE
IT world recently witnessed Microsoft’s latest assault on
the enterprise market with the release of Windows Server

2003 (W2K3), formerly known as Windows Server .NET. The initial
reports have been favorable—higher speed, greater scalability,
improved reliability and security. Favorable, but not earth shaking.

“Our view of Windows Server 2003 is that it is a good release with
a lot of useful enhancements, but with the exception of Active
Directory and Internet Information Server, it is an incremental release,”
says Thomas Bittman, Research Vice President for Gartner, Inc.
(Stamford, CT). “Companies are not going to see a return on invest-
ment by upgrading to that release outside of the normal hardware
refresh cycle.”

In this article, we look at the new server operating system, its pros
and cons, how it compares against other operating systems (Linux, NT
and Windows 2000), and some add-ons you will need to get the most
out of it.

GETTING TESTY

If you are already using Windows 2000, you probably will not see a
huge advantage from switching immediately. For those using NT 4.0,
however, it is a different story.

“There are still an extraordinary number of NT 4.0 Servers out
there,” says William P. Hurley, Senior Analyst for Enterprise
Application Group in Portland, Oregon. “NT users moving to the
Windows Server 2003 platform will benefit immediately from new
product compatibility and a sea change in stability and performance.”

How much better is the performance? Dramatically, according to
benchmarking conducted for Microsoft by Lionbridge Technologies,
Inc.’s (Waltham, MA) VeriTest division. The tests were done using the
VeriTest’s NetBench and WebBench together with Mindcraft, Inc.’s
(Los Gatos, CA) DirectoryMark. Three different server types were
utilized. Two were HP ProLiant DL760 with 900 MHz Intel Xeon
processors (one had four processors, the other had eight) and 4GB

RAM. The final server was a ProLiant DL380 with dual 1.4GHz PIII
processors and 2GB RAM. Operating systems compared were
Windows NT 4.0 Server Enterprise Edition, Windows 2000 Advanced
Server and Windows Server 2003 Enterprise Edition. All of these ver-
sions support a maximum of eight processors.

In these tests W2K3 outperformed both NT 4.0 and W2K, some-
times by as much as 500% or greater. But, as with all benchmarks, you
have to make sure you are very clear about exactly what you are meas-
uring and that those results match the equipment you will be using
as well as how you will be using it. That’s why it’s important to read
the complete benchmark report (www.veritest.com/clients/reports/
microsoft/ms_performance.pdf) to see how it relates to your specific
situation rather than just taking selected results you may see in promo.

In the case of these tests, much of the difference comes from W2K3’s
greater ability to use eight processors than either of the earlier operating
systems. For example, on a WebBench test using a mix of CGI and SSL
traffic, with a single processor on the DL760 box, W2K3 outperformed
NT by 50 percent and W2K by 28 percent. When eight processors were
used, however, W2K3 beat NT by 330 percent and W2K by 587 percent.
Part of this gain was due to W2K3 going from 1,020 requests per second
with one processor up to 2,480 with eight processors. NT’s performance,
however, peaked when it was used with two processors, and W2K had
its best performance with four processors. Both actually experienced a
worsening of performance when they moved to eight processors (577
requests per second for NT, and 361 for W2K) than when one processor
was used (682 for NT, and 796 for W2K). In addition, the performance
difference between W2K3 and the others was much narrower on the
DL380 with two processors than on the DL760 with two processors.

So, the bottom line is that the Windows Server 2003 is faster than its
predecessors, but you won’t know exactly how much until you test it in
your own configuration. It may make a huge difference in your opera-
tions, or it may only have minimal impact. Similar tests were also done
on reliability. Again, Windows Server 2003 came out more reliable
than its predecessors did.
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THE ADD-ON ADVANTAGE

As usual, Microsoft’s new server operating system is replete with
more additions and better features than previous systems. These addi-
tional tools are extensive, ranging from firewalls, directory services,
and encryption to desktop management and multimedia. The
Reviewers Guide for the new OS runs 360 pages and details over six
hundred new or improved features. We are not going to list those out in
this article, but we will cover a few essential changes.

One is the new Active Directory (AD), which addresses many of
the problems associated with the first version that shipped with
Windows 2000.

“Active Directory is a real version 2 with significant improvements,”
says Bittman. “If you are in the process of rolling out Active Directory,
you should slow down and roll it out with Windows 2003—the advantages
of the new version are enough to make it beneficial to wait.”

These changes include the ability to delete schema extensions. With the
earlier version, if you added a column to the schema and then decided not
to keep that information, there was no way to delete it. Now you can. The
new AD also improves the replication between domain controllers in dif-
ferent locations, which reduces the chances of collisions and lost data.

Although Bittman feels that W2K3 in itself is a stable version of the
OS and can be installed at this time, he does recommend waiting three
to six months before doing a large-scale deployment of the new version
of AD. This is so that any bugs can be worked out.

He mentions several other changes as being useful. Internet
Information Services 6.0 has been re-architected for greater fault toler-
ance and incorporates the .NET framework. W2K3 also comes with a
new workload manager, which lets administrators allocate a maximum
percentage of the processor or RAM to a given set of applications.

TOOL LIMITATIONS

Although all of the added tools are valuable, some are quite limited.
They will serve when you have nothing else available, but you will still
find yourself looking for additional tools to aid in the management of
your Windows network.

“The tools that are natively available in Windows Server 2003 are a
significant improvement over NT 4.0 or XP, especially when you are
managing a single server,” says Hurley. “But in a larger environment
with tens or hundreds of servers, you will want something that can
schedule and manage across the servers.”

A few of the areas where you will need third-party tools include:
Security—Microsoft has incorporated a number of new or

improved security features with W2K3, but some feel that these are
not good enough.

“Microsoft tends to follow the market, not lead it, in terms of secu-
rity,” says Hurley. “This becomes even more complex as users invoke
XML-based processes and Web services techniques.”

So, by all means, use what Microsoft provides, and install all the
patches as they get issued, but also examine what third-party firewalls,
intrusion detection systems, honey pots, antivirus software, encryption
or other items you need for your particular network.

Directory Migration—The key to getting the most out of Windows
2003, as it was with Windows 2000, lies in migrating to AD. This is also
the most difficult part. Fortunately, this is made easier in the latest release.

“Microsoft has done a good job of incorporating migration tech-
niques into Windows as a competitive response to what Sun has done

with iPlanet and also what Novell has done,” says Hurley. “It is more
visually oriented, more tree structured and not as not as finicky as it
was before.”

Nevertheless, for complex migrations, it is still advisable to obtain a
full-featured third-party tool such as Aelita Software Corporation’s
(Dublin, OH) Controlled Migration Suite, NetIQ Corporation’s (San Jose,
CA) NetIQ Migration Suite, Quest Software, Inc.’s (Irvine, CA) FastLane
Migrator or BindView Corporation’s (Houston, TX) bv-Admin.

Snapshots—Microsoft’s Volume Shadow Copy Service (VSS)
enables multi-platform interoperation and cooperation between storage
hardware, storage software and business applications. It lets vendors
plug in snapshot, clone and data replication solutions as well as allow-
ing integration with other applications.

While VSS speeds the backup and restore process, its main benefit
appears to be to reduce help desk traffic. Instead of bothering the sys-
tem admin for assistance in the case of a lost or accidentally deleted
file, VSS allows the user to find Shadow copies of files and restore
them rapidly.

There are potential drawbacks to VSS, though. Many times a day,
VSS takes a snapshot of all the changes made to a volume. This takes
up vast amounts of space and causes heavy fragmentation on Windows
Server 2003 from the word go. Apparently, VSS uses ten percent of
the space that the source volume occupies as default. You can change
the settings but can only go down to a minimum of 100MB. If you
want to go that low, you are only allowing for the storage of a single
shadow copy.

Further, VSS is also a serious resource hog. When it kicks in, you
can observe a noticeable performance hit. Consequently, Microsoft has
set VSS default run times for 7am and noon in order to minimize its
impact. According to Microsoft TechNet, “If you decide that you need
copies to be taken more often, verify that you have allotted enough
storage space and that you do not take copies so often that server per-
formance degrades.”

Therefore, unless VSS is going to be a well-used feature or per-
formance is not an issue, it might be advisable to disable it.

In addition, large amounts of disk space used by VSS means a whole
lot of small temporary files are written and deleted with great regular-
ity across large sections of the disk. We are talking about hundreds of
MB per day. When you consider that it’s not uncommon for newly
loaded W2K3 volumes with 62 percent free space to contain 10,000 or
more badly fragmented files, a couple of weeks with VSS rips files and
free space apart.

Defragmenter—Which brings us to Windows Server 2003’s
defragmenter. With Microsoft making such a bid for system reliabil-
ity in its new OS, an enterprise class defragmenter could have made
a big difference.

“Most Windows managers, as well as a growing number of users,
know that fragmented files on disks cause an overall degradation in
system performance,” says IDC Senior Research Analyst Frederick W.
Broussard. “What is only now becoming well known, however, is that
fragmentation can occur not only in the files and data on a drive, but
also in the file system, creating common reliability/stability issues that
demand IT time and attention.”

Unfortunately, the built-in defragmenter that comes with W2K3 is
about as up to the task of combating fragmentation as Saddam’s
Republican Guard were in combating the U.S. Army. According to an
analysis by IDC, the Windows built-in defrag utility has to be run
manually and so is far too expensive to use in terms of the admin time
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involved. In a small company with just one server and ten worksta-
tions, for example, it would take 572 staff hours per year at a cost of
$25,168 to manually run the utility on each machine. For a larger
enterprise with 25 servers and 5,000 workstations, it balloons to
261,300 hours or $11,000,000 annually. IDC’s recommendation is to
use a networkable and schedulable tool such as Executive Software,
Inc.’s (Burbank, CA) Diskeeper.

“Even though the actual numbers may vary from customer to cus-
tomer,” Broussard continues, “when considering the significant impact
on TCO, it is difficult to find any argument to position the manual
defragmenter over automated, network defragmentation.”

Management—One useful addition to the admin tools for
Windows Server 2003 is the grouping of different tools into mini
consoles covering specialized areas. For example, there is one that
groups DNS, DHCP and WINS utilities into a single IP address man-
agement console. However, these tools are still largely inadequate
for managing multiple servers.

“Microsoft has recognized that basic system maintenance and admin
tools are very necessary,” says Hurley. “You can manage an individual
server using the tools in Windows Server 2003 and create some poli-
cies, but you may want to consider some more robust tools from
Computer Associates or Hewlett Packard.”

NT GOING HOME

Given that Microsoft is soon to eliminate its support for NT 4.0,
Gartner’s Bittman recommends that companies still using that OS
begin planning their move now and to do it as part of an equipment
refresh cycle. For those who have already made the switch to Windows
2000, however, he sees no need for speed. Better to phase gradually
over as equipment comes up for replacement.

“It is fine to slipstream Windows 2003 servers in with Windows
2000 environment rather than going all with one version or the other,”
he explains.

There is a distinct disadvantage in this strategy, however. The com-
pany will be denied access to new AD features if any of the domain
controllers are still running Windows 2000. However, in most cases,
this is still preferable to migrating everything over to the new operating
system at one time. Bittman concedes that every enterprise will have to
make the switch eventually.

“I have gotten questions about whether companies can skip
Windows 2003 and the answer is ‘no,’” he says. “We don’t believe
Blackcomb will be out until 2006 or 2007, and in the meantime, com-
panies will have to upgrade their hardware.”  

Joe Zwers is a freelance writer specializing in information technology.
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Four Flavors
W2K3 is Microsoft’s largest release since Windows XP. It comes

in four major versions, with two of them coming in both 32-bit and
64-bit variants.All of them include certain features such as network
load balancing, Active Directory, remote desktop administration,
Virtual Private Network (VPN) support, shadow copy restore,
.NET framework, and remote OS installation. Other features, how-
ever, vary with the different versions. Here is a comparison:

Standard Edition (32-bit)—designed for small business and
departmental applications including file and print sharing. Supports
a maximum of 4GB RAM and 4-way Symmetric MultiProcessing
(SMP), but does not provide clustering. Comes with a firewall,
Internet authentication service and Internet connection sharing.

Enterprise Edition (32-bit and 64-bit)—The Enterprise
Edition is the next step up from the standard edition and is
designed as a general-purpose server operating system. Supports
up to eight processors and 32GB RAM (64GB with the 64-bit
version). In addition to the features that come with the Standard
Edition, the Enterprise Edition also includes the ability to hot add
memory (32-bit version only) as well as support for Non-Uniform
Memory Access, Microsoft Metadirectory Services (MMS),
Windows System Resource Manager (WSRM) and clustering.

Datacenter Edition (32-bit and 64-bit)—Microsoft’s top-of-
the-line server OS supports up to 64GB RAM (512GB with 64-bit
version) and 32 processors (64 processors with 64-bit version). It has
most of the same features as the Enterprise Edition.However, it does
not include the Internet firewall or connection-sharing services since
the OS is designed for datacenter rather than edge applications.

Web Edition (32-bit)—A lightweight server designed primarily
for use with Internet Information Server 6.0, the Web Edition sup-
ports two processors and 2GB RAM. It lacks most of the features
of the other versions; even Internet-related ones such as firewall,
authentication and connection sharing. However, it does support
load balancing.
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