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Migrating to
Windows 2003?

A Driver’s Guide to Avoiding the
Potholes Along the Way

By  L a r r y  C u s h i n g

Learn how your company can reap the benefits of a state-of-
the-art technology upgrade like Windows 2003 while avoiding
the common pitfalls associated with migration.With a focus on
Microsoft 2003 migration, this article presents several tips to
help your technology migration go smoothly.

WITH
Microsoft phasing out support and development of its
Windows NT 4.0 platform by 2005, for businesses

running NT, the question of facing a technology migration is not if,
but when.

According to Gartner, 70% of companies running Microsoft servers
are using Windows NT, and they are advising these companies to com-
plete their migrations by the end of 2004. This sounds like plenty of
time, until you consider that for a large enterprise, the average total
migration time will take 12-18 months, according to Gartner.

Since they typically have less network complexity and a limited
number of servers, small and medium businesses will make the change
in much less time. These companies also often elect to outsource their
entire migration or bring in outside experts for the design and project
management phases. However, for any sized business using internal or
outsourced migrations, the implications, pitfalls and benefits remain
the same.

The benefits of migration are pretty straightforward—server consol-
idation means less licensing and overhead costs; native support for
Web Services; Active Directory enhances and streamlines the manage-
ment of users and network resources; and the Kerberos version 5
authentication protocol and Certificate Services greatly enhance
enterprise security. In my experience, many companies that have made
the 2000/2003 migration also report more stable IT environments,
which means that these companies have less server downtime and
enhanced server performance.

But what about the pitfalls? For business owners, changing tech-
nology conjures up visions of lost productivity and distracted IT
staff, budget-busters like upgrading incompatible or obsolete tech-
nologies, and extended post-migration troubleshooting to get things
back to normal.

For example, incompatible components or corruptions in the oper-
ating system can cause upgraded servers to fail after their upgrade.
Many hardware vendors have not regression-tested older servers, so if
you upgrade and they fail to function, you are on your own.

Compounding this hornet’s nest, some servers were built with small
operating system partitions that don’t have enough free space to per-
form an upgrade, then you are faced with a complete server rebuild,
adding time and money.

So what’s a company to do to reap the promised benefits of a
state-of-the-art technology upgrade (like Windows 2003) while
avoiding the common perils that lie along the road?

Rather than hiding your head like an ostrich and delaying the
inevitable, here are several tips to help your technology migration go
more smoothly. These tips will help ease the morning after, not only for
Microsoft 2003, but also in any technology migration.

The magic migration ratio: spend 40% of your time planning
and 60% migrating. I have over 30 successful Windows 2003 migra-
tions under my belt, and this ratio has been ideal for almost all of them.
Unfortunately, for many companies it can be a struggle to get manage-
ment commitment for ample planning time, even with Gartner advising
that most IT projects fail because of a lack of clear focus for the project
and a failure to control the budget. No wonder many migrations are
doomed from the moment they hit the white board. All of these symp-
toms stem from a lack of prior planning, training and understanding,
making the 40% planning/60% execution ratio a perfect compromise.

TRAINING AND EDUCATION

Training of the IT staff involved in the migration is a critical part of
the planning process. The administrative staff involved in the migration
should attend a formal training session from the technology vendor, no
earlier than one or two months prior so they can undertake the migra-
tion with everything fresh in their heads but also have ample time to
allow for testing and questioning.

In larger organizations, the training timeline will be longer—up to 6
months. This provides the knowledge required for lab testing prior to
migration. There also should be a few follow-up training sessions for
those who will be in charge of administration of the new platform.
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Some examples of training courses for IT staff prior to the migration
include MOC 2208 “Updating Support Skills From Microsoft
Windows NT to Windows Server 2003,” and MOC 2273 “Managing
and Maintaining a Microsoft Windows Server 2003 Environment.

If the IT staff is handling the entire migration, then MOC 2277
“Implementing, Managing, and Maintaining a Microsoft Server 2003
Network Infrastructure: Network Services,” MOC 2278 “Planning and
Maintaining a Microsoft Server 2003 Network Infrastructure,” and
MOC 2279 “Planning, Implementing, and Maintaining a Microsoft
Windows 2003 Active Directory Infrastructure” are also essential.

Unfortunately, Active Directory and network services DNS are
two areas many companies overlook during planning. In my experi-
ence, 90% of the problems stemming from a Windows 2003 migra-
tion have their genesis in these areas. For companies running
Windows NT alone, Active Directory probably isn’t something in
which their network administrators have training or experience.
Through prior versions in Windows 2000, it has also developed a
reputation as being like a high-performance sports car—highly engi-
neered and more complex. Windows 2003 has provided a number of
enhancements to Active Directory to greatly improve the tolerance
of the architecture; however, processes like renaming a domain in
Windows 2003 remain complicated.

Even with these advances, I highly recommend having network
administrators trained in Active Directory prior to any Windows 2003
migration (MOC 2279.)

In many businesses, technology infrastructure is a patchwork quilt of
home-brewed customization done by someone who has not worked
there for years. This includes customized applications, constantly
changing configuration changes, and the like. Many times these
changes happen without the IT department’s knowledge—such as a
user installing unapproved applications. Patching and system upgrades
also make keeping on top of configurations challenging, to say the
least. This stage of discovery is also an ideal occasion for consolidating
and deleting outdated or obsolete accounts and users and eliminating
other redundancies. The documentation prepared for a migration
should include domain controllers, hardware settings, network servic-
es information (DNS, WINS, etc.), and application settings.

You should also develop a schedule of events for the plan. This is
not something that you are going to start at 11 AM on a Monday
morning. Think of seasonality as well. For example, an accounting
firm shouldn’t start a migration the first week in April, and a uni-
versity shouldn’t start their migration in September. During my last
migration, the customer didn’t disclose the need to get a week’s
worth of invoicing done in the three days prior to Thanksgiving,
right at the tail end of their migration. Expect some minor issues
and don’t think that there will be a perfect “Monday morning” out-
come for any migration.

As a good rule of thumb, budget eight hours per server to install the
OS, service pack, security patches, verify applications, and review the
event logs. A server migration can be done in as little as four hours with
no unforeseen hiccups, but I always plan on eight hours to account for
contingencies.

For companies with 50-100 employees, the entire migration should take
4-5 days for planning (not including training) and 6-8 days for execution.
In some industries, like engineering, financial services and manufacturing
companies, the server configurations are more complex, acceptable main-
tenance windows are shorter, and therefore migrations will require addi-
tional planning and execution time.

PREPARE FOR THE
DOMINO EFFECT

Thought the decision to migrate was the hardest one to make in this
process? Not by a long shot. There are a lot more heading your way—
both technology and business driven, and each begets more options.

For example, you may need new application software where the ven-
dor doesn’t support your new OS, and if a server is out of warranty, it
may make business sense to also replace the old hardware with new to
allow for vendor technical support. But each decision adds to the bot-
tom line, and it adds up fast.

Start by having a good idea of the capital investment your company
is willing to make in purchasing new equipment, updating, or retiring
the old. If your employees are running Windows 95, you don’t have a
choice—you need to upgrade the client’s prior to the Windows 2003
implementation, as Windows 2003 and Active Directory do not support
Windows 95 clients.

A mixed-mode environment of operating systems is the norm today,
and few companies have the IT budgets today to upgrade across the
board. This is OK, but plan to phase out and upgrade older client and
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Third-party tools and resources to aid
in the migration

One solution that can help the IT department keep up with
configuration changes is IT Auditor from Ecora Software
(http://www.ecora.com). It provides a report of your configuration
settings for a wide range of network devices, operating systems,
databases and applications.

“DUMPSEC” by Somarsoft http://www.somarsoft.com is a free
security auditing tool. It dumps permissions and audit settings for
the file system, registry, printers and shares. It also dumps user,
group, and replication information.

Microsoft Application Compatibility Analyzer:

http://www.microsoft.com/windowsserver2003/downloads

Microsoft Active Directory Migration Guide:

http://www.microsoft.com/windowsserver2003/technologies/direc
tory/activedirectory/default.mspx#XSLTfullModule126121120120

Virtual Machine Software for consolidated migration
testing on one hardware component:

http://www.vmware.com

Training Courses for Administrators

http://www.microsoft.com/traincert/syllabi/2208bfinal.asp
http://www.microsoft.com/traincert/syllabi/2274bfinal.asp
http://www.microsoft.com/traincert/syllabi/2273Afinal.asp

Training Courses for Engineers

http://www.microsoft.com/traincert/syllabi/2208bfinal.asp
http://www.microsoft.com/traincert/syllabi/2274bfinal.asp
http://www.microsoft.com/traincert/syllabi/2273Afinal.asp
http://www.microsoft.com/traincert/syllabi/2277bfinal.asp
http://www.microsoft.com/traincert/syllabi/2278bfinal.asp
http://www.microsoft.com/traincert/syllabi/2279bfinal.asp
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workstation operating systems as quickly as
your budget permits. But remember, a migra-
tion with multiple platforms adds time and
complexity to the migration plan. Some clients
are unable to utilize newer technologies, like
Group Policy Objects (available in Active
Directory). You will need to accommodate a
solution acceptable to these client operating
systems.

Industry-specific applications also pose a real
problem area for migrations. Many companies
have developed proprietary applications that
are critical to their business processes, and
you don’t have the luxury of upgrading or
discarding them.

One tool that can assist in determining the
compatibility with Windows 2003 is the
Microsoft Application Compatibility Analyzer
(see sidebar for URL.)

If your application fails, do not despair—
custom-written applications that do not pass
the analyzer test may still function correctly.
But, plan on extensive lab testing to validate
the compatibility and response.

A major benefit of Windows 2000/2003 has
been the addition of Active Directory. Active
Directory allows a more granular delegation of
administrative tasks.

Active Directory removes the old NT 4.0
40,000-object limit per domain and allows
the combination of Windows NT 4.0 domains
into a single Active Directory forest. This
permits the sharing of resources in a more
secure manner than Windows NT. For many
companies, its enhanced security and identity
management features are the main business
drivers for upgrading.

Within Active Directory, the company sets
up domains and identities, as well as policies
via group policy objects and procedures for
its users. There can be a temptation to get
very granular very quickly with this function-
ality. It is best to stick with a simplistic
design and then later, very slowly, begin
adding in additional complexity based on
your business needs. Remember, Active
Directory is a technology management
tool—design for ease of administration, not
as an organizational chart.

There are many different ways to go about
this design—management can be based on
geographic, departmental, or by function, but
the best way to begin lies in having a solid
understanding of your company’s business
processes and security needs and designing
the architecture around that. Microsoft pro-
vides a good resource to facilitate this—the

Active Directory migration guide (see sidebar
for URL.)

SMALL STEPS FIRST

Take the first steps in any technology
migration in a controlled environment to work
out the kinks and accelerate the learning
curve. Try to set up a simulation that provides
a realistic snapshot of the corporate net-
work—complete with operating systems,
routers, firewalls, etc. Testing can also be
completed with one system that is running
virtual machine software.

However you decide to test the technology
migration, get everything up and talking to
one another in the relative sanity of the IT
department first—one server, stably running
applications and users under the conditions
encountered in the corporate network. If
everything works well and there aren’t any
more user complaints than normal, you’re
ready for the big dance.

Remember that nothing happens exactly
as planned, so you need to prepare for some
downtime and other contingencies. However,
by following the guidelines in this article,
your technology migration can go forward
relatively painlessly and with a minimum of
disruption.  

NaSPA member Larry Cushing is a senior
Microsoft systems consultant for CBE Technologies,
an IT services company in Boston. He can be
reached at lcushing@cbetech.com
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