
Many network assessment tools
describe themselves as “the Swiss
army knife” of network analysis,

but is that really such a good thing?
I have a Swiss army knife, the sort that

sports a tool for every task.
Networking analyzing software reminds me

a bit of my knife. In my search for this
month’s software, I encountered analysis
applications that perform every network pro-
filing task imaginable, in every conceivable
network environment. Indeed, the Swiss army
knives of the network-analysis world.

These suites do have their place, but usually
when I need to diagnose network trouble, what
I’m seeking is very detailed information about
one very specific aspect of the network. I prefer
a truly exhaustive traceroute, a packet analysis,
or extensive information about LAN traffic from
a tool that is single-purposed for the task, not a
Swiss army knife, but rather a screwdriver.

Consider assembling this month’s applica-
tions into a folder, and just call it your “network-
ing tools suite.” You will then have a collection
of powerful tools sufficient to address nearly any
network analysis task—and at no cost.

Of course, you can get this same information
from the available commercial suites, but not
for free. Fortunately, the realm of network
analysis software has among the richest offer-
ings of the shareware world. Remarkably
dedicated and talented open-source volun-
teers have created some of the finest software
available by any standard, commercial or
open-ware. Indeed, many of these tools are
portions or analogs of commercial software.

If your goal is comprehensive network
monitoring, then consider moving beyond a
Windows workstation as your primary
administrative platform if you haven’t done
so already. Linux has a staggering variety of
powerful tools which are not as widely
available (and indeed, sometimes not even

technically practical) on Windows manage-
ment stations.

Fortunately, even if you prefer windows,
many classic UNIX applications are now
cross-platform and have a Windows version
available, some of which which are discussed
below. Most of these tools are already included
with standard Linux distributions, so this
month we will build the basics on Windows
and next month delve into Linux-specific tools.

PACKET ANALYSIS

Packet Capture is a rather blurry world eth-
ically. Many tools in this category are also
favored cracking applications for nefarious
uses. Yet, those same tools are also worth-
while for legitimate administrators in analyz-
ing network performance and in doing battle
with the “bad guys.” Knowing and using sniff-
ing tools provides not only a chance for diag-
nosis and understanding of your own network
environment, but insight into the practices and
methods of crackers. If you are not familiar
with packetanalysis, Dick Hazeleger has written
an excellentprimer on the subject (see “Packet
Sniffing basics” under the sidebar).

In the realm of Windows packet analysis
applications Politecnico di Torino are some-
thing of a one-stop-shop. They offer three key
tools: WinPCap, WinDump, and Analyzer.

WINPCAP
Before you can perform practical packet

analysis on Windows, a capture framework
must be provided. This framework is pro-
vided by WinPCap 3.0, a port of the UNIX
programming library “libpcap.” It has two
components—a packet filter device driver at
the kernel-level, and a high-level program-
ming library. The details of the technology are
well beyond the scope of Shareware Spotlight,
but suffice to say that WinPCapis the keystone

for complex network analysis from a Windows
workstation. Installation is quite straightfor-
ward, and setup is minimal. It is required as a
basis for many Windows packet analysis tools.
It is worth noting that there is also a
WindowsCE version available, so if you use
a handheld, the addition of WinPCap can
make for a powerful alternative to standalone
handheld analyzers.

WINDUMP and ANALYZER
Politecnico di Torino also bring us the

WinPCapcompanion applications, WinDump
3.6.2and Analyzer 2.2. Although the results of
an open-source project, Microsoft Research
has been involved in supporting these tools as
well, which certainly bodes well for the tech-
nical capabilities of these applications.

If you have a Linux or UNIX system, you
almost certainly have the tcpdump app already
installed. WinDump is the Win32 version of
tcpdump, and it is used for basic packet exam-
ination. WinDumpis a simple command-line
executable, with a wide set of switches and
filters. It provides all the necessities for basic
header analysis, but there is little reason not to
opt for the more comprehensive packages
below, especially if you would prefer some
“digestion” of data before it is viewed.
WinDumpis the model T of sniffers, it does
the job, but with no amenities.

GUI front-ends for packet capture tools
make understanding the results easier.
Analyzeris one such front-end, though it is no
shining example of interface design, and func-
tion-over-form is the catchphrase here. Simple
drop-down menus and CD Player-like buttons
(stop, start, rewind) are the extent of the inter-
face for navigation of capture sessions.

However, Analyzer is capable of extensive
packet analysis in real-time or it can be used to
gather and read data from packets captured over
time, either through its own capture abilities or
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from data gathered by other programs and
saved in a readable format.

In spite of the simple interface, you can
view a wide array of protocols and display
primitive but effective graphic depictions of
events. Resulting information is shown in a
window sortable by a range of options (packet
order, time, source or destination MAC, etc.)
and is extensively filterable.

One notable quality is that Analyzeris an
executable, no install required. I’m always
more comfortable with such software, and to
me, this is a significant plus.

However, Analyzer definitely has some
quirks. As is the often the case in open-source
software, documentation is limited, but there
is an active discussion forum, and most ques-
tions are promptly answered.

Also, since it is an Italian effort, there are a
few menu translations that are amusing, and
sometimes a click on a menu item results in an
annoying “feature not implemented yet” alert.
If you can accept these peculiarities, there are
no major downsides to Analyzer, and it is
more than sufficient for most any analysis task
and very worthy of consideration.

ETHEREAL by Gerald Combs et al
Another open-source offering in the analysis

realm, Ethereal 0.9is available for Linux (and
numerous other Unices) or Windows. I’ve found
little significant difference in using Etherealon
the two platforms—from what I can discern,
there is feature parity between the two.

Ethereal looks UNIX-like, even on
Windows. Still, the interface is somewhat
slicker and more intuitive overall than
Analyzer’s, but unfortunately, more features
are hidden among right-click menus or other-
wise not as obvious as navigation in Analyzer.

However, Etherealrises above Analyzerwith
a wider range of drill-down capabilities, support
for more protocols, and an incredible array of
filters not offered by Analyzer. One feature I
appreciate is the pop-up decoding of hex data
from individual packets that can be viewed with
a simple click on the data segment of interest.

Another thoughtful touch is the ability to
follow a TCP stream, which provides insight
into the contents of TCP data streams in a sep-
arate window. This is tremendously useful for
diagnosing HTTP and POP server issues, for
example. Simple touches like the ability to
color-code types of traffic make reading
results easier than in Analyzer.

Etherealis a genuine triumph of the open-
source ideal, a demonstration of the level of
quality and power that can be delivered by a

body of volunteers working together. It is a
must have.

PING/TRACEROUTE

Vital to monitoring any network, ping and
traceroute tools are a necessity. Yet, perhaps
because it is such a pedestrian task, most of us
rely upon the simple command-line tools
included with Windows or Linux distributions.
These certainly provide sufficient information to
resolve most connection issues. However,
beyond the science of looking at the basic data
of connectivity tests (time, hops, etc.) there is an
art in interpreting the information. Research sci-
entists know that visualization of data is often a
powerful step in creative problem-solving.

3D TRACEROUTE 1.6 by
Holger Lembke

When it comes to displaying traceroutes in
insightful ways, 3D Tracerouteis in a class by
itself. It’s no slouch at gathering data, either.

Trace and Ping results can be set to run in
any timeframe, including long-term connection
testing invaluable for diagnosing intermittent or
off-hours connection problems. If set to record
connectivity for days or even indefinitely, Ping
and Trace results can be recorded and replayed
for deeper analysis, allowing you to view per-
formance in “fast-forward” mode and pinpoint
anomalies that would otherwise go unnoticed.

Tracerouteresults can be shown in a standard
list view, with the usual resolved hostnames,
hops, loss, and times we’ve come to expect from
such tools. But additional thoughtful statistics
make this program stand-out, such as the range
of deviation in time on a given hop, as well as
geographic location (latitude and longitude) if
available, and ASN numbers, which can be
looked up via a contextual menu item.

Ping response times can be color-coded at the
threshold of your choice, so you can customize
your results window to fit the historical behavior
of the network connections you are examining,
reducing false reports of excessive Ping times.
Parallel traces and extensive adjustment of the
nature of the ping session can be set as well. I

can’t think of a Pinging need that cannot be
accomplished with 3D Traceroute.

Right-clicking on any hop offers a range of
tools, from Whois to a mini-browser, Telnet
sessions (not secure, unfortunately), and basic
port scans. Obviously some of these tools
could be used inappropriately, but in the hands
of a legitimate administrator, they will greatly
simplify the job of monitoring and maintain-
ing servers and routers.

Of course, it is in the 3D-display of data that
this product stands alone. Results can be
viewed as a rotatable, zoomable graph with a
range of shading and visualization options
such as color and shading.

The program interface itself is nothing spe-
cial—a simple tabbed window with a standard
menus. I did encounter a few bugs in pop-up
windows that would not close, but to the
author’s credit, these usually generated a bug
report, and clearly the author is committed to
making this a successful product. Recovery
from bugs was impressively robust, and the
program never crashed.

Lastly, a kiosk mode permits full-screen
displays of connectivity, so with a quick
glance at a monitor screen, you can now tell
the status of important links. This is a terrific
time saver and a great idea.

The built-in tools for analyzing connectivi-
ty are remarkable enough, but 3D Traceroute
shines in providing time-saving visual cues for
busy administrators, and the fact that it is
entirely free makes it a true must-have appli-
cation. The best shareware is so good that you
feel guilty using it for no charge, and this is
that kind of software.

CONCLUSION

This month’s files are all available in your
file libraries on NaSPA’s Web site, in the
Shareware_Spot directory.  

Jim Justen is the NaSPA VP of Shareware.
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Packet Sniffing basics:
“http://www.hazeleger.net/Crash_Course_Packet_Sniffing_100.zip

WinPCap/Analyzer/WinDump:
“http://netgroup-serv.polito.it/netgroup/tools.html”

Sniffing FAQ:
“http://www.robertgraham.com/pubs/sniffing-faq.html”

3D Traceroute:
“http://www.hlembke.de/prod/3dtraceroute”
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