
I Thought my Network
was Secure!

INTRODUCTION

Hopefully, if you’ve ever found yourself saying this, it was before an
intrusion or security audit informed you of a failure. If you have, you’re
not alone. Many systems administrators have been faced with this stark
reality when discovering that network security is much more than simply
protecting from the “outside-in.” While securing the network with
demilitarized zones (DMZs), gateways and intrusion monitoring
software is an excellent intrusion counter-measure, it does not address
the security of the network from the “inside-out.” Consider this first
scenario: If an administrator issues a command causing a clear-case
password to be transmitted, the network is at risk. Consider this second
scenario: If an applications administrator circulates a generic applications
password, no matter how much external intrusion detection hardware
and software are installed, the security of the network could fail, causing
assets to be at risk. Here is just a recent sample of the sobering facts
regarding the potential cost of insider risks and threats:

� Gartner estimates 70 percent of security incidents involve insiders
� The FBI estimates 70 percent of security incidents are internal
� According to a joint CSI/FBI study, the insider threat is more

costly—$2.7 million vs. $50,000 for the average attack
� Nearly 60 percent of fraud is perpetrated by an organization’s

own employees (PricewaterhouseCoopers’ European Economic
Crime Survey)

� Of all FBI survey respondents, 91 percent had detected a breach;
every one of them had a firewall already

As you can see, the cost of an internal mishap or attack is signifi-
cantly higher than an external attack. This is, of course, without even
mentioning the human error factor—an employee is transferred or ter-
minated via HR, but IT is not notified, so the account, password, and
other assets lay unclaimed and available to attackers. This kind of
“human error factor” can be left for another discussion.

Much of our focus regarding network security often “faces out-
ward” and is well managed. However, our IT practices sometimes
circumvent this security profile where we are most vulnerable—from
within the network, by “trusted” users and administrators. As system
administrators, we need to be thinking about protecting ourselves
from ourselves.

Even in today’s distributed, heterogeneous, n-tier environments,
comprehensive security is available in readily usable software packages.

These products focus on securing the network from the inside, by
providing granular control over who can access systems, from where
and when the system can be accessed, and by restricting or prohibiting
actions that could compromise data assets.

THE FIRST SCENARIO

Near the beginning of the article, I posed two potentially disastrous
scenarios. In the first, a systems administrator issues a command that
causes a clear-case password to be translated across the network. A
common example of this occurs when the system admininstrator (or
help desk) is called to reset a password that a user has forgotten. The
admin simply resets the password without considering the implications
of such an act. What’s more, in today’s distributed computing environ-
ment, a password-sharing facility is often used, enabling the user to log
in to many systems, sharing the same username and password. In this
example, when the admin resets the password, it is transmitted in clear
case to the server master. This potentially allows an intruder snooping your
network to capture important passwords, compromising valuable data.

A more secure alternative uses encrypted password synchronization,
available in some of the best-of-breed security products available today.
Here is how this works:

When security software is installed, multiple configurations are pos-
sible. These include everything from flyweight, thin-client programs,
to systems requiring kernel modifications and multiple module config-
urations. It is important to choose a product that allows configurations
to encrypt data for network traffic (and potentially files) between the sys-
tems. Once in this configuration, arrange each (non-“master”) system
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as a “slave.” This typically means the system
holds a cached copy of the access system—be
it a password and history database, login and
password policy file(s), or a combination of
both. This method enables password changes
from local systems to be written via encrypted
network traffic to the master server, which
then propagates the copy to all slaves (also
using encryption). No clear case passwords
are ever transmitted. However, care must be
taken to keep the network key (and potentially
the files key) in a safe place, as they must be
equivalent on each system for communication
to take place.

The ROI for this type of system is immedi-
ate and considerable. A rich set of password
history and quality rules requiring minimum
length, punctuation, and alpha/numeric stan-
dards (including a comprehensive set created
for importing all new accounts) is stored in
place on the network. Adding further security,
these rules include a history component that
prevents users from reverting to previous pass-
words any time they are prompted to make a
password change. They can also include a
“three strikes” rule, disabling a login after
three (or some other configurable number)
login attempts.

Combine this with a login policy that
specifies the systems users can access, the
devices and IP addresses from which users
can gain access, the specific days and times
of day when access is permitted, and the
ability to inform your security staff in real
time of repeated access denials, and you
have added significant security from the
“inside out.” If a powerful account’s pass-
word has been compromised (the Oracle
account, for example), protection still exists
by restricting Oracle’s login to a specific
system and IP address. Security goals are
thus achieved by allowing staff access to per-
form their duties, while thwarting and
reporting errant or malicious access attempts
before vital assets are compromised.

THE SECOND SCENARIO

In the second scenario, applications admin-
istrators circulate a powerful generic account
and password. This is common among many
of the multi-module RDBMS-based applica-
tions for ERP, clinical trials management,
financials management, manufacturing, human
resources, and others. An old adage states, “A
secret is something that is hushed around from
person to person.” Experienced administrators
understand this very well. While these practices

are seemingly convenient or even necessary
for business practices, they can cause serious
damage to the system. What if the RDBMS
administrator mistakenly runs the wrong stored
procedure, or connects to the wrong (but similar)
database instance before dropping tables? In a
perhaps less-likely example, an applications
administrator could gain access to a system that
contains medical patient information, causing a
potential breech of HIPAA policy or other audit
guidelines. While infrastructure security teams
may not always view these accesses as in scope,
or even view the access as a security breech at
all, assets have been placed at risk.

Defending data assets from the “inside-
out” makes the network more secure, without
causing disruption to business best practices.
More and more businesses are aligning their
business model with their IT infrastructure by
translating business use-case scenarios into
comprehensive policy and access management.
By determining who should be able to log into
systems, execute certain commands, switch
user IDs to a more powerful account, and
access data with certain file systems, internal
security is greatly enhanced without putting
expensive development or implementation
teams through the security wringer.

CREATING A SPREADSHEET

Take time to map out your infrastructure busi-
ness processes, as you would when developing
any use case (or business case) scenario. The
model begins when someone attempts to access
a system, or execute a command. The pre-
thought and pre-planning spent here can not be
over-valued—it is pennies on the dollar com-
pared to the value of the assets you are protect-
ing. Use any visualization tools necessary to
make this easier, and translate them into a
framework on which your policies and restric-
tions (or roles and rules, etc…) will be based.
FIGURE 1 is an example (using a spreadsheet),
including systems, accounts, users, applications,
commands, and login methods. Note that com-
mands on the spreadsheet are only generically
illustrated. For your own spreadsheet you would
potentially list complete path names to real
commands, as well as real system names.

Admittedly, this looks a little thick, but it con-
tains information you need to create comprehen-
sive access and restrictions from the “inside-out.”
In this spreadsheet, the user community is on the
left axis grouped by business role or duty.
Systems types, access times and systems, and
allowed commands are listed across the vertical
axis. From this spreadsheet, we can determine:

� Who can log in
� From where and when they can log in
� To which system(s) they can log in
� What method of access is allowed to

the system(s)
� Which commands are allowed by users

When creating your own spreadsheet, use
your best methods to visualize your use
cases in a complete matrix and evaluate
potential policies and restrictions. Of
course, this example is limited—it does not
show allowed login environments, full path
names to allowed commands and/or applica-
tions, directory limitations placed on users
(if any), or even an “ACDI” column for each
application, describing who can add,
change, delete, or inquire within the appli-
cation. In cases where more stringent con-
trols are required, your matrix may contain
varying degrees of access on a per-user and
per-application basis. For example, some
people may be able to view medical records,
but not update them. My credit card company
may have some personnel who can see my
balance, but only a smaller subset of the
staff can update it. Generally, no one should
be able to delete a medical record or a credit
card account, but a mechanism to disable
inadvertently created duplicates is usually
needed. That would require yet another level
of access.

In creating your own spreadsheet, you will
think of your own scenarios based on your
organization’s business practices. The key is to
create a comprehensive “inside-out” set of
policies that do not limit your company’s
ability to do business.

Next, move your spreadsheet (or equiva-
lent) into practice using the security software
(and languages) of your choice. Migration of
your spreadsheet to systems practice is usual-
ly accomplished from “simple to elaborate,”
using a basic access case, then building addi-
tional restrictions as you become comfortable
with the product’s language. Many products
offer graphical user interfaces (GUIs) to help
you create policy without knowing syntax.

The resultant policy should meet each of
the use cases you defined in your spread-
sheet. For example, the login policy restricts
access to systems by evaluating the user-
name, login method, originating IP address,
day, time, and UID. If any of the values in
the spreadsheet do not match, the login is
rejected, the event is logged, and perhaps a
SMPT e-mail event notification is sent to
the infrastructure group in real time for
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investigation. In this example, we have
focused on the threat from the “inside-out,”
and we have been inside the company LAN
or WAN the entire time.

CONCLUSION

External access protection is an important
part of any comprehensive IT security plan,
but do not ignore the (statistically) larger
threat….from inside.  

Richard Williams is a senior technical support
specialist for Symark Software in Westlake Village
California with over 20 years in systems adminis-
tration, architecture, and design.

Technical Support | September 2003

FIGURE 1: CREATING A SPREADSHEET
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