
Welcome to Technical Support’s
new column, “Technical Reports,”
an in-depth look at software solu-

tions for the challenges facing enterprise
administrators, published every other month.

Although I usually write about freeware and
shareware, I’m certainly not averse to com-
mercial software, and I think creative and
powerful software can be found on both sides
of the fence.

This month, I decided to write about com-
mercial vulnerability scanners. A recent
contracting job left me with some fresh real-
world knowledge about the current state of
the art. Extensive research is part of my job
in writing these articles, and so I contacted
several prominent commercial vulnerability-
scanner software makers for whitepapers
and press kits, and I installed demos of some
very costly name-brand scanning tools.

However, I was not happy with the limited
range of testing I was able to perform, and
though all the tools I examined were powerful
with impressive features, one thing was miss-
ing from the commercial tools—control.

I don’t mean control in the sense of fine-tun-
ing scanning functions—which the commercial
packages do very well—but rather control in
the sense that I think the software should be
completely customizable, and free of onerous
support contracts and end-user restrictions of
the like that had caused some frustration in my
recent contracting project.

Outsourced and commercial scanning pack-
ages remain an area where vendors decidedly
have the upper hand, and customers are often
frustrated with their loss of control and exces-
sive costs in meeting network security goals.

Delegating security, after all, is something
of an oxymoron. Isn’t it better to avoid
dependency on support structures and outside
analysis for what is, after all—an inherently
private task? When you go to bed at night, do

you call a neighbor to come see if you’ve
locked your front door?

So, for this review, initially I hadn’t seriously
considered open-source tools. For such a mis-
sion-critical task, I assumed a commercial tool
was the only sensible choice. The adage “you
get what you pay for” seemed to be appropriate.
Yet, in my research, one product persistently
appeared as superior to all others, and it was
open-source.

Enter Nessus, by Renaud Deraison. Actually,
for me you could say “re-enter Nessus.” Four
years ago, while working for a badly under-
funded school district, I had used Nessus. I
remember feeling it was promising but too slow,
limited, and difficult to deploy.

Foolish me, I had no idea just how much
Nessus has matured into an enterprise-class
tool today.

These days Nessus offers something
extraordinary—remarkably powerful and
sophisticated vulnerability scanning at no
cost. Where the commercial tools seemed like
a chain saw—overly aggressive, unsubtle and
difficult to control—Nessus reminds me of the
minute control that a master woodworker
seeks in using hand tools. Here was a vulnera-
bility scanner that could be tweaked to an
almost annoying degree.

The name Nessus comes from Greek myth;
it so happens the rest of the myth is not fit for
this magazine, but the name seems rather omi-
nous for a “white-hat” hacking tool.

Nessus was one of the Centaurs. Centaurs
are wild and savage, and I suppose those are
good traits in a vulnerability scanner, provided
it isn’t in the hands of a hostile user. Perhaps
you can imagine Nessus as a Centaur under
your control, and you can use it to gain a sense
of what the wild and savage hackers could do
if they exploit your network vulnerabilities.

Every patch, new system install, or deploy-
ment of new software can open your network

up to new outside threats. Many popular soft-
ware packages, OS updates, and even new
hardware such as routers—can quietly expose
your network to the outside world without
your explicit knowledge. For example, some
commercial Windows packages continue to
quietly open update channels without explicitly
informing you of this during installs.

Finding these holes is the job of NMap, a
necessary partner for Nessus, but Nessus itself
is the tool for determining if the vulnerabilities
are actually exploitable.

Currently, Nessus scans for over 1800 vulner-
abilities, among the most comprehensive scans
possible in any software package. Certainly,
staying on top of these security holes is a chal-
lenge, but the basic goal is simple—you want to
be the first to discover your security problems,
not the second, after a hacker has done so.

Scrupulous paranoia is Nessus’ forte; unlike
many other security scanners, Nessus does not
make assumptions about your environment. In
other words, if a service is running on a non-
standard port, or on an obscure port, Nessus
will detect and test it. Regardless of operating
system or version, any port that answers is
scanned, and every applicable exploit is tried
on a given vulnerability. One of the stated
aims of Nessus is that a false positive result for
a security issue is preferable to a false nega-
tive, and that philosophy is reflected in the
thoroughness of the scans.

OVERVIEW OF CONCEPTS,
ARCHITECTURE AND SERVER
INSTALLATION

Nessus is based on a simple client/server
model. The server portion that generates the
scans is a called “Nessusd.” The client-side is
the control interface for the scans and reports.

Nessusd is the Unices-based server ele-
ment of the tool. It is available for all major
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POSIX-compliant operating systems such as
Solaris, Linux, BSD-flavors and Mac OS-X.
There is no Windows server.

For ease of installation, an on-line auto-
installer version is available. With this method,
if you have a system running the Lynx browser,
then it is possible to install directly from the
Internet, but obviously some security risks exist
with this. Otherwise, there is a downloadable
auto-installer package that works quite well.

Generally, however, Nessus is a tool that
should be compiled from tarballs specifically
for your environment for best results, and I
have had some minor issues with the packages
and auto-installers available.

Whichever method you choose, hardware
requirements are minimal; Nessus is reasonably
fast on even older PCs. Performance is depend-
ent on the size of the network being scanned and
other variables, but I have found very good per-
formance on a four-year-old 350Mhz Pentium II
with only 128MB of RAM.

Detailed installation notes are beyond the
scope of this article, but the excellent Nessus
Web site provides extensive discussion forums
and documentation for the process. I estimate
most users can have Nessus installed and run-
ning in under an hour.

NESSUS SECURITY
CONFIGURATION

One of Nessus’ best attributes is that the
Nessus server has its own list of user accounts
with each user restricted according to your
configuration choices. Thus, you can use a sin-
gle Nessus server with multiple admin-level
users, restricting each administrator to testing
their own segment of the network while pro-
tecting other segments. If you install optional
OpenSSL, you will also have a secure connec-
tion between your server and clients.
Certificate and cipher technology is used to
protect the connection between client and
server, and while space prohibits discussing
this in detail, suffice to say communication is
well protected between client and server.

THE CLIENT

Clients may be configured to login to the
server securely and may be limited to scan
only certain hosts or network ranges. Besides
the added security of this model, another ben-
efit is that multiple clients can test multiple
hosts simultaneously, and individual clients
aren’t overwhelmed with the CPU-intensive
task of scanning.

Both clients (Window and X) share an intu-
itive tabbed-interface, with helpful pop-ups
describing the purpose of plug-ins as you
hover over them with the cursor.

When you select a plug-in in the client win-
dow, a detailed description and highly granular
testing options also are displayed.

Unfortunately, although the Windows and X
clients have basic functional parity, it would be
nice if the layouts were more alike, so adminis-
trators didn’t need to adjust to the peculiarities
of each client. In general, the Windows client
does lag the X client somewhat, and it lacks
some of the graphic results display options that
are so informative in the X client.

PLUG-INS AND
VULNERABILITY TESTS

Nessus uses a script-based plug-in archi-
tecture to detect vulnerabilities. One of the
outstanding features of Nessus is that the vul-
nerabilities database is updated on an almost
daily basis. Nessus can be configured to auto-
matically download script updates, which is a
fine timesaver, but doing so manually is easily
done with a brief command line entry.

If other’s updates don’t satisfy you, you can
write your very own customized security
checks in the C language. There is also a
Nessus-only scripting language called NASL,
which is similar to C, but somewhat easier to
use and optimized for the Nessus environment.

For added peace of mind, scripts run in a
protected “sandbox” and are unable to send
packets to third-party hosts or access local

files. Hazardous plug-ins (those that can inter-
rupt or even crash a host) are indicated clearly,
and a checkbox to turn off all disruptive plug-
ins is a welcome addition. Extensive options
are available for each plug-in within the client,
including the option to set certain parameters,
such as passwords, to enable a more complete
scan of given host.

THE SCANNING PROCESS

Scan results are displayed in real-time,
but there is also a clever feature called a
“detached scan,” which is a scan that runs in
the background constantly or at preset
times, independent of the client. If vulnera-
bility is detected, an e-mail report is sent to
the administrator.

A portscan and attack progress bar
appears for each IP. Although they are suffi-
ciently informative, they are minimal, and I
wish more specific scanning progress results
were displayed.

One of Nessus’ best features is the differ-
ential scan option, where only changes in
results from previous scans are reported.
This is an ideal way to establish an organized
baseline for your network and limit the
heavy impact (from crashed hosts to glacial
network speeds) a thorough vulnerability
scan can have on your network.

One major obstacle to solid security
measures is the disruptive nature of scans.
The differential scan makes it feasible for
scanning to become a routine, rather than a
special event.
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PROS
Free
Thorough and extensive scope of testing
Outstanding analysis and reports
Customizable
Database of exploits is constantly updated
Outstanding security and architecture

CONS
Some annoyances with compiles and installs
A Windows-based server would be welcome
No formal support (though it is available

commercially through Tenable, see URLs.)
Many proprietary scanners are more

convenient integrated security solutions
A few odd menu translations
Windows and Linux clients differ greatly

URLS:
Nessus downloads, FAQs, etc: http://www.nessus.org/
Fee-based support for Nessus by the original developer of the program:

http://www.tenablesecurity.com/nessus.html
Common Vulnerability and Exposures database: http://www.cve.mitre.org

SUPPORTING SOFTWARE:
Gimp Toolkit http://www.gtk.org
OpenSSL: http://www.openssl.org
Nmap (required) http://www.nmap.org
These tools are also available in the NaSPA libraries under “Linux.”
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REPORTING

A full Nessus report on a large network can
be overwhelming. In my tests, I generated
over 450 pages from a 160-node network,
albeit with most test enabled. Fortunately, for
ease of analysis, there is an export format for
every taste—from text to XML. I like the
“spiffy” HTML report feature that displays pie
charts color-coded by severity, showing the
number of holes per port and per service. The
same information is available in every format,
but with HTML, sorting reports is much easier.

Nessus’ own report format is handy if you
want to re-examine the descriptions, and advice
about vulnerabilities displayed the original
results. Reports feature links and references to
the Common Vulnerabilities and Exploits data-
base (see sidebar) for comprehensive and
detailed discussion of each security issue in a
universal format and terminology.

CONCLUSION

I have only been able to provide an
overview of the capabilities of Nessus within
the constraints of this column; it is a truly out-
standing program by any measure, and it
would be easy to write a book-length discus-
sion of Nessus’ features and capabilities.

If Nessus falls short anywhere, it is in the
overwhelming results and the difficulty in
interpreting them. The sheer range of analyses
Nessus performs is boggling. Ease of inter-
preting and implementing results is where
commercial tools outclass Nessus.

Turning scan results from Nessus into useful
security changes is a time-consuming chal-
lenge. Commercial tools simplify the analysis,
and for those administrators with better things
to do than pour over hundreds of pages of
results, they are a better choice. However, for
full-time security administrators and diligent
network supervisors, Nessus provides a terrific
micro-manager level tool for seeing your
network from the point of view of hostile
hackers. Properly used, it is an unparalled tool
for peace of mind.  

Jim Justen is the NaSPA VP of Shareware. He
worked in broadcast engineering in the early ’80s,
and as the “electronics guy,”was assigned to support
early PCs, networks and embedded systems.
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