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Working Smarter

Testing ENQ/DEQ
Serialization with ISRDDN

Recently, I needed to dust off some old ENQ/DEQ Assembler
routines written years ago and put them to a new, more generic

use. This month, I’ll explain the techniques I used to test these rou-
tines. The primary tool employed in testing was ISRDDN (also
known as DDLIST).

To be more specific, the ENQ and the CON (Contention) pri-
mary commands of ISRDDN were the principal helpers used to
clearly visualize the entire serialization process. They made the
testing a breeze. I wish I had such a facility back when I first wrote
this code.

ENQ/DEQ

This column isn’t intended to explain all about the use of
ENQ/DEQ in the heavily shared mainframe environment, but it
would be good to review their purpose.

ENQ and DEQ are a matched set of services that are used to
ensure the integrity of a particular resource on the mainframe while
“something is happening” (More on this later). The ENQ is issued
and if the issuer is able to acquire the resource, it proceeds to do
whatever it is that it needs to do. When finished, the DEQ is issued,
thereby releasing control of the resource. If it cannot acquire the
resource, the usual action is to wait until it can acquire it.

Think of the process that is being protected by a matched
ENQ/DEQ as one that is deliberately single-threaded. In other
words, the programming logic itself ensures a “one-at-a-time”
access to something.

MORE ON ENQ/DEQ

The routines that were being retooled were designed for a com-
plex ISPF application written in the early 1990s. The primary
“database” of this ISPF system was a KSDS VSAM file created
with IDCAMS SHROPTIONS(3). This level of VSAM sharing
allows for unlimited updates and unlimited reads on a single LPAR
or image. In the update case though, the VSAM file needs to be
protected by something while it is being updated. I chose to use
ENQ/DEQ.

When something had to be added, updated or deleted on the
VSAM file, a call to the ENQ routine with a simple major/minor
scheme would occur, and the update would take place. Coming out
of the update, the DEQ would be issued. Another flavor of the ENQ
was issued when someone would read a record with the intent of

updating it. In this case, the unique key value from the VSAM file
was appended to the minor portion of the ENQ. This ENQ was held
as long as the TSO/ISPF session held the record.

This allowed me to issue a Record In Use type of ISPF mes-
sage if some other person tried to access the same exact key with
the intent of updating. This is similar to what the ISPF editor
does when two or more people try to edit the same dataset at the
same time.

CONVERSATIONAL ENQ VERSUS
PSEUDO-CONVERSATIONAL ENQ

There were really two “something is happening” situations in
that ISPF system. I’ll use the terms conversational and pseudo-
conversational here to help differentiate between them. In the case
where an update to the VSAM file was being done, this was a
pseudo-conversational ENQ/DEQ because the TSO session had
signaled a VSAM file save with PF3. This ENQ was held for less
than a second, and if a collision DID occur (two TSO sessions sav-
ing to the same file at the exact same instant in time), the only
symptom would be a slight pause on the part of the second (or
third, or fourth, and so on) TSO session.

The ENQ that incorporated the VSAM file key was conversa-
tional because it would be held for as long as the TSO/ISPF
session had the data from the file up on an ISPF panel. In theory,
this could be for hours, very much like editing a dataset for

The placement of the calls ensures that as long as the ISPF dialog is running, the ENQ
will be held in a conversational manner.

01  ENQ-DEQ-Work-Area.
05  ENQ-DEQ-Major        Pic  X(08) Value “NASPA”.
05  ENQ-DEQ-Minor        Pic  X(07) Value “TECHSUP”.

ENQ-DEQ-Return-Code  Pic S9(04) Binary.
.
.
.
Procedure Division Using Run-Time-Parm.

Perform 1000-Initialize                 Thru 1000-Exit.
Call “CSRENQ01” Using ENQ-DEQ-Work-Area.
Perform 2000-All-Processing             Thru 2000-Exit

Until Finished.
Call “CSRDEQ01” Using ENQ-DEQ-Work-Area.
Perform 9000-Finalize                   Thru 9000-Exit.
GoBack.

FIGURE 1: TWO TEMPORARY CALLS FOR ENQ AND DEQ
INSERTED INTO THE EDIT PROFILE ISPF DIALOG 
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hours on end. While the ENQ was held, no other user of the
application would be allowed to update that same record. They
could browse it but they would see the data as it looked the last
time it was saved.

TESTING AN ENQ/DEQ

To force a collision between two distinct tasks on the mainframe,
two jobs are required. One will be the holder of the ENQ and the
other the contender for the resource held by the holder.

TSO/ISPF is the logical place for the holder to issue the ENQ
because TSO is naturally conversational. For my test, I chose to
temporarily add the calls to the ENQ/DEQ subroutines in the Edit
Profile Tool ISPF dialog (November 2002, Technical Support).

This set up a situation where as long as my TSO session had the
Edit Profile Tool running, it held an ENQ with a major name of
NASPA and a minor name of TECHSUP. Figure 1 (on page 37)
shows the temporary placement of the two calls in the COBOL
program that drives the Edit Profile Tool.

To actually see the ENQ, I invoked ISRDDN from the command
line of the Edit Profile Tool and from within ISRDDN, issued the
ENQ primary command. Figure 2 shows the actual screen shot.

THE CONTENDER

To force a contention situation, I added the same two ENQ/DEQ
calls to a simple batch COBOL program and submitted JCL to
invoke it. The job name I used was MOORETST. Then, using the
CON command of ISRDDN, I could clearly see the contention.
Refer to Figure 3.

EXPECTED RESULT IS THE ACTUAL RESULT

Once I ended the Edit Profile Tool invocation from within my
TSO/ISPF session, the MOORETST job immediately ran. This is
the exact behavior that I expected to see.

I am always seeking new ways to use existing tools. This use of
ISRDDN is a good example of leveraging an IBM-provided utility
(ISRDDN) to effortlessly test something that can be difficult to
visualize and test without tools. I vaguely recall using RMF or
something like it to test the ENQ/DEQ long ago when I first wrote
these routines.

CONCLUSION

A few closing points on ENQ/DEQ are in order. First, the con-
cept of using an imbedded serialization scheme is far from fool-
proof. Many times, what appears to be an airtight scheme is com-
promised by something as simple as an Operations Analyst running
an IDCAMS job against an ENQ/DEQ protected file. After all,
IDCAMS doesn’t know anything about your ENQ nor will it ever
unless you are using IBM major/minor conventions.

A common example of an ENQ circumvention occurs when a
TSO/ISPF user attempts to compress a PDS under ISPF. The ISPF
software attempts an exclusive allocation of the dataset
(DISP=OLD). If any other running job has the requested PDS
allocated in any mode, the allocation will fail and ISPF issues an
In Use message.

What many people do to get around this is to submit an in-place,
IEBCOPY compress naming the same PDS as both input and out-
put with a disposition of SHR.

This defeats the protection that ISPF is trying to provide but will
actually “work” in an emergency.

Second, the scope of an ENQ/DEQ scheme can really become
confusing. This is especially true when you expand the “scope” to
include customized, API-specific flavors of ENQ/DEQ, such as the
EXEC CICS command level API.

Just how is the ENQ lock propagated? Is a CICS ENQUEUE
honored outside of CICS? No.

Can you serialize access at the operating system level, even
across LPARs? Or in a SYSPLEX? Yes.

But you will need to carefully research the syntax of the
ENQ/DEQ macros to more fully understand this. Global Resource

To filter the display to show only the ENQs held by your TSO session, space out the
Major/Minor prefix fields and enter your TSO-id into the Address id prefix field. If the
Job name column shows the name in red, this indicates an exclusive holder. The ENQ
being tested is the first one shown: NASPA TECHSUP. It is exclusive, like DISP=OLD.

FIGURE 2: THE ENQ SCREEN OF ISRDDN 

The contender job (MOORETST) appears in red-reverse in the Job name column. This
indicates that it is waiting for exclusive use of the “NASPA TECHSUP” resource that the
MOORE TSO session holds.

FIGURE 3: THE CON (CONTENTION) SCREEN OF ISRDDN 
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Serialization (GRS) gets involved when the
scope crosses these kinds of boundaries.

In that long ago ISPF system, the client
had a simple specification for me to follow.
They only wanted the ISPF system to be in
Update mode on a single LPAR. All others
were to be Browse-only.So I just extracted
the SMF-ID of the LPAR right as the dialog
was launching and used it within the func-
tions to take the appropriate file opening
action. This narrowed the scope of my
OS-style ENQ/DEQ scheme to the simple:
SYSTEM.  
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