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The modern storage environment is a chaotic collection of
complexity that spans a multitude of platforms, media and
applications. Instead of viewing storage as a synergistic

whole, administrators are forced to micro-manage small islands of
storage capacity amid a howling sea of confusion. As a result,
utilization often sinks below 30 percent and overcapacity is the
chief strategy employed to cope.

Storage Management Portals are the best means to bring sim-
plification. Such portals must provide a wide range of features
that, while common to systems administration, have until recent-
ly been foreign to storage administration. These features include
a single point of storage management access; integration with
multi-vendor storage devices, operating systems and applications;
an open architecture adaptable to new technology; and enterprise-
wide reporting.

Fortunately, such portals have recently become available,
though further automation developments are needed to bring com-
plete order to storage complexity. For example, storage functions

must be dynamically provisioned without the need for operator
assistance and management operations should automatically be
performed and optimized for the current environment, despite
frequent changes to that environment. The end goal is Enterprise
Storage Automation (ESA) — where administrators can monitor
and manage vast storage technologies (including laptops, work-
stations, servers, switches, fabrics, arrays, etc.) from a single
screen while routine tasks are automated. All storage functions,
management and operations come together to enable a new class
of storage management, delivering increased operational efficiency
and improved quality of service using enterprise-wide policies
and automation.

This article examines the existing chaos brought about by the
many competing storage applications, platforms and proprietary
technologies. Additionally, it will define Enterprise Storage
Automation and the Storage Management Portal elements that
make up the integration, control and management platform needed
to alleviate storage chaos.
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STORAGE ISLANDS

Not long ago, IT faced a severe interop-
erability problem. Different operating
systems, platforms, applications, databases,
network architectures, and competing
standards meant that it was difficult for
one system to talk to another. Fortunately,
that hurdle is largely behind us — except
in the world of storage.

Now factor in diverse platforms, geogra-
phies and technologies. Storage is evenly or
unevenly spread across mainframe,
Windows, UNIX, Linux, Novell, and other
systems. It can be housed either in one loca-
tion or up to thousands of sites globally.
Data, applications and backup devices may
be consolidated on centralized servers or
scattered on workstations and laptops
across the nation. Data can be accessed as
file system components such as files, direc-
tories and volumes and/or as blocks.
Making matters worse, large pockets of
Direct Attached Storage (DAS) sit side by
side with Storage Area Networks (SANs)
and Network Attached Storage (NAS). Each
operates in its own particular fashion, and
even within the SAN world, for instance,
one system can behave quite differently
from another. Further, most vendors have
developed their own proprietary software
management and device management tools.
Most of these systems work best on their own
hardware/software and poorly or not at all on
competing equipment and applications.

In the midst of this chaos sits the over-
worked and largely unappreciated storage
administrator. He and his colleagues must
configure, allocate, reallocate, and care for
the entire storage spectrum. They must hop
from console to console and building to
building backing up, restoring, mirroring,
and troubleshooting. A seemingly basic
switch in one department from DAS to NAS,
for instance, demands changes to all backup,
recovery and business continuation/disaster
recovery procedures. For backup alone, this
means going to a different screen for every
backup product that the enterprise uses.

This situation is compounded by the
explosive growth in storage. International
Data Corporation estimates average stor-
age needs grow at 50 to 100 percent annu-
ally. In addition, a recent Aberdeen Group
report highlighted the fact that storage
growth far surpasses the availability of
people to manage it — a sevenfold
increase in storage is expected over the

next three years while personnel resources
lag far behind. Not surprisingly, companies
regularly report that they have reached the
point where storage management can no
longer support the expansion and complex-
ity of the current environment.

Nancy Marrone, senior analyst of the
Enterprise Management Group, character-
ized storage management as, “An ad hoc
collection of disparate tools and predomi-
nantly independent device management
utilities.” As a result, organizations are
forced to purchase three or four times the
storage assets they really need and under-
utilization runs rampant.

According to surveys, the typical storage
administrator on a distributed platform
manages 1.5TB while his mainframe coun-
terpart looks after 6TB. As storage needs
have grown, it has become the norm for
large operations to have several expensive
and highly trained IT staff tied up managing
hundreds of terabytes of storage. The solu-
tion for storage management is to radically
simplify storage management and to enable
policy-based automation.

The world of storage is very large, com-
plex and complicated, covering low-level
device management, networking, data, and
management protocols across traditional
IP-based networks as well as new fibre
channel SAN environments providing a
new level of speed, technology and infra-
structure. This tangle of tools, protocols
and technologies is currently “managed” by
point products dealing with specific tech-
nologies, network infrastructures and security
domains. There is usually one solution for
each technology, vendor and platform, with
little or no cross-product integration.
Hence, administrators have to move to mul-
tiple consoles in order to take care of many
day-to-day storage activities.

ENTERPRISE STORAGE
AUTOMATION

What is missing is an integrated storage
management platform where storage man-
agement consoles and operations are
seamlessly integrated and storage opera-
tions are controlled by automation and
company-wide policies to improve busi-
ness efficiency. This new level is called
Enterprise Storage Automation (ESA) and
sits above traditional storage applications
and systems, automating, controlling, and
managing all storage-related tasks. It

encompasses policy management, applica-
tion intelligence, quality of service (QoS)
issues, and more.

A key piece of ESA is the Storage
Management Portal, which blends proprietary
tools into a collective storage management
unit that effectively manages all enterprise
storage needs, regardless of the protocols,
applications, platforms, and architecture. In
addition, it provides the security, control
and administration needed for effective
storage management.

STORAGE MANAGEMENT
PORTAL ELEMENTS

Now that the role of the Storage
Management Portal has been defined, I will
lay out the key elements of such a portal:

◆ Web-based Single Point of
Management: A single point of
management operates at multiple levels.
At the administrative level, it enables
IT to control and interact with existing
products across multiple platforms from
a central point. Therefore, it is possible
to consolidate information. The storage
management burden is eased, as one
integrated management view of the
enterprise is accessible. At the same
time, the administrator no longer has to
hop from one console to another to
address routine tasks such as
replication, utilization, backup,
restoration, and library management.
This simplifies operations while
offering greater operator efficiency and
higher levels of storage utilization.

To be effective in today’s
heterogeneous IT environments, all
information and applications need to be
Web-enabled. The Storage Management
Portal provides Web access to all portal
information and content and enables
Web access to non-Web enabled
applications. Now all key applications
and information regardless of platform
can be managed from a single point of
control. This consolidates storage
management activity via any browser
and frees IT from the constraint of
using a specific console located in IT.

◆ Vendor Neutral: With so many
vendors operating in the storage
management space, it is essential that
the Storage Management Portal
integrate seamlessly with products and
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solutions from multiple vendors.
Companies have a large investment in
existing storage solutions and it is
important to integrate and inter-operate
across different vendors, applications
and technologies.

◆ Broad Platform Support: The portal
must be platform-independent. This
neutrality must extend from hardware
to software, from mainframe to
distributed environments, and must
include all operating systems,
technologies and infrastructures. Some
management products, for example,
give fair visibility into one operating
system. Windows-based storage
management is a case in point.
However, to be a true Storage
Management Portal, Linux, UNIX and
NetWare, as well as mainframe and
legacy OSes must also be supported.

◆ Open Standards: Without an open
architecture, it will be impossible for
any Storage Management Portal to
adjust to new storage management
products and innovative technologies.
Adherence to a proprietary or
platform-specific standard must be
avoided. Instead, Storage Management
Portals must be based on an open
standards architecture that supports
traditional formats such as Hyper Text
Transport Protocol (HTTP or HTTPS),
as well as more recent additions such as
Extensible Markup Language (XML),
Extensible Style sheet Language (XSL)
and Simple Object Access Protocol
(SOAP). Theses standards must also
include open application programming
interfaces (APIs), as well as open
software development tools that are
easy to use. This degree of
interoperability enables the portal to
integrate with virtually any solution.
The emergence of CIM/Bluefin
(Common Information Model for
Storage) standardizes information
across storage devices and with the
Storage Management Portal enabling
both monitoring and storage control.

◆ Interaction with Current
Management Tools: In most cases,
vendors are able to take advantage of
their own proprietary hardware and
software/firmware interfaces.
Management tools such as Compaq
Insight Manager, Hitachi High
Command and Dell OpenManage, for

example, run their own hardware and
not on other vendors’ products. These
tools expose a large volume of
information from within the device and
it is always best for a management
product to use this data rather than
attempt to bypass it. However, these
point products need to be tied together
and any Storage Management Portal
must be able to work together with
whatever management tools are currently
in use within the enterprise. Some
proprietary software, as covered
previously, offers an abundance of data
while other information must be
collected directly at a device level. A
Storage Management Portal must be
able to cope with the demands of the
existing environment and work well
with other management aids.

◆ Comprehensive Application, Host
and Storage Device Discovery: The
Storage Management Portal needs to
integrate all storage information.
Traditional discovery provides support
for host, networks and storage devices.
Applications discovery enables simple
integration and management of existing
storage applications along with all the
device and system information.
Now, for the first time, you can
discover and integrate all critical
storage information within one
Storage Management Portal.

◆ Enterprise-wide Reporting: Storage
information may exist on many
different systems or components, and,
in fact, multiple servers for the same
application may lack integration of
their storage components. Management
integration and reporting can be done
within an application to tie together all
information before presenting it to the
storage manager. However, many
applications lack this integration
capability and burden storage
operations. The Storage Management
Portal integrates information from
multiple products and applications to
provide one single integrated report.
Today, it may take IT staff several days
to collect, compile, check and deliver
data from an array of systems,
platforms and geographies. The report
integration of the Storage Management
Portal slices through this reporting
maze to provide rapid summaries of all
storage assets.

◆ Automated Storage Best Practices:
Storage best practices are necessary to
map out the key processes and
procedures required for effective
storage management. Many of them,
however, are manual and entail hours of
drudgery for IT staff. An enterprise
storage automation management tool,
working with the Storage Management
Portal, will remove the daily grind by
automating the many time-consuming
management and operational actions.
This is made possible by integrating the
Storage Management Portal with
workflow engines, policy management,
security, and schedulers that
consolidate enterprise-wide manage-
ment into a single function from
a user perspective. Based on best
practices, a workflow-based system
automates backup/restore and other
tasks. Less experienced administrators
could use Wizards to reduce
operational errors and guide them
through a set of workflow steps
and procedures.

◆ Dynamic Provisioning: Adding new
storage to a SAN environment typically
requires extensive operational
procedures and a large amount of time
to install, configure and change all
storage applications, devices and
products. Ideally, such tasks could be
automated by using storage best
practices and policy-based management.
The resulting comprehensive storage
knowledge is application-aware and
provides a solid foundation for
self-generating policies.

Dynamic provisioning offers
policy-driven intelligence that
automatically discovers new storage
capacity, configures it appropriately and
moves data accordingly. It is the next
generation in ESA that fully integrates
with existing storage management,
defines business policies for storage
allocation, and utilizes enterprise
storage information and service-level
requirements. As a result, dynamic
provisioning enables a storage
management application to conduct
error-free, timely and automatic
processing of storage needs without the
administrator having to involve himself
in the details of where the capacity is
physically located or its low-level
configuration.
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Provisioning an individual piece of
new storage hardware could easily
amount to 15 manual steps using
current methods. For example, when
adding a large disk array to a SAN, a
dynamic provisioning-enabled
management application would find the
new capacity on behalf of the storage
consumer. Using built-in intelligence
and preset policy, it correctly
configures the new capacity to meet the
Quality of Service Level specified.
Related backup processes would then
be updated and policies adjusted, as
needed, to ensure optimal backup.

◆ Topology-Guided Management: The
constant change of storage technology
makes it difficult for storage operations
to update all applications, processes,
systems, and components for each
change. Topology guided management
automatically modifies its behavior
based on an understanding of the
storage infrastructure and technology
and separates the business of storage
from the underlying technology. This
will enable backup and recovery
operations to determine the best
procedures to accomplish the tasks

based on current up-to-date storage
topologies. For example, environments
with serverless backup/recovery
capabilities will automatically use them
based on best practice definitions.

WHERE WE STAND TODAY

These 10 points comprise the key elements
of the ultimate Storage Management Portal.
So, where do we stand today in terms of
realizing this vision? Those points left to
accomplish — end-to-end automated stor-
age best practices, dynamic provisioning
and topology-guided management — will
see the light of day in the near future. Some
may be surprised to learn that we may be
only a year or so away from complete
fruition of the Enterprise Storage
Automation vision. Several products have
recently arrived on the market that can carry
out some of the first seven points above.
One solution is CA’s BrightStor Portal,
which enables each of the first seven points,
and includes some new workflow features.

Therefore, what does this mean for the
enterprise? There will come a day when
new storage devices, platforms and sys-
tems are automatically discovered, allocated

against enterprise-wide policies, provi-
sioned based on best practices and
deployed where most needed. At the same
time, automation will be the order of the
day. Data will be balanced across storage
volumes, backup/recovery tasks performed
and storage paths optimized according to
bandwidth availability and storage loads
— all without hour-by-hour administrator
involvement. ESA’s top-down approach
to storage management ultimately repre-
sents an evolution of storage management
to a higher level than ever before — on
par with the unified view that is now the
order of the day in systems and network
management.  
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