
INTRODUCTION

Let me begin by welcoming you to my first
editorial. Please feel free to write in with your
comments and opinions. It is our ability to
express ourselves and voice our opinions that
separate us from the primates and unfortu-
nately, in many cases, the rest of the world. I
will offer my background and opinion on a
security-related topic that is current in
today’s environment. Please keep in mind
that this is my opinion, not that of the com-
pany that I work for or this magazine. At the
very least, it is my hope that these articles
educate and provoke some discussion around
the water cooler.

HIPAA STANDARDS

Are they a much awaited and needed set of
rules for the healthcare industry or just anoth-
er large government disappointment?

After many years and several delays, the
HIPAA security rules are finally here. For
those readers who are in the healthcare indus-
try, HIPAA has been a looming threat since
1996. Most in the healthcare industry were
beginning to think it was never going to come
to fruition. But alas it has, much to the dismay
of many in the industry. In this editorial, I will
briefly explain, for the benefit of those who
are not in the healthcare industry, what HIPAA
is and what I have seen as a trend in the indus-
try as it pertains to compliance.

Passed in 1996 it has been nearly eight
years since the Department of Health and
Human Services first drafted the Healthcare
and Insurance Portability and Accountability
Act (HIPAA). The standards are composed of
five titles but it is title two, Administrative
Simplification, that deals specifically with the
privacy and security of PHI (Protected Health
Information). Healthcare entities need to

comply with the privacy rules as of April 14th
of 2003. A one-year extension was granted for
smaller healthcare organizations. What is con-
sidered small is one of those nice loopholes
many will try to hide behind. The privacy rules
tout phrases like “reasonable safeguards.”
Many security safeguards need to be in place
in order to comply with the privacy rules.
Again, depending on whom you talk to and
how the wind is blowing some of what was
due on April 14th in order to comply with the
privacy standards is as follows:

� The Privacy Rule states, “When using or
disclosing protected health information
or when requesting protected health
information from another covered entity,
a covered entity must make reasonable
efforts to limit protected health
information to the minimum necessary
to accomplish the intended purpose of
the use, disclosure, or request.”

What this means is that proper audit and
access control mechanisms need to be in place
to make sure that whoever is accessing PHI is
authorized and permitted to do so. This applies
to paper records as well as electronic data.

� The Privacy Rule states, “A covered
entity must reasonably safeguard
protected health information from any
intentional or unintentional use or
disclosure that is in violation of the
standards, implementation specifications
or other requirements of this subpart.”

This can be interpreted to mean that safe-
guards such as workstation privacy screens,
proof that PHI has not been altered or
destroyed, degaussing, password controls,
firewalls, a disaster recovery plan, change
controlprocesses all be put in place.

� The privacy rules states, “When using or
disclosing protected health information
or when requesting protected health
information from another covered entity,
a covered entity must make reasonable
efforts to limit protected health
information to the minimum necessary
to accomplish the intended purpose of
the use, disclosure, or request.”

This can mean e-mail encryption as well as
encryption of backup tapes or any electronic
media that leaves the security of the internal
network. That is assuming that the internal
network is secure. These are only some of the
privacy rules that came into effect this April
that contain security components and need to
be addressed prior to the security deadline of
April of 2005.

One thing we have to ask ourselves is: Are
the rules themselves “reasonable and appro-
priate?” I would have to say it depends on who
you are and how you look at them. These rules
are so vague and open to interpretation that
enforcement seems unlikely, impossible even.
Healthcare providers know this. Few that I
have come across, and I have come across
many over the past six years, have made any
significant effort to comply. Security safe-
guards are necessary, especially in today’s
technology-driven environment. We need not
only to protect ourselves from hackers but
competitors, terrorists, the curious and our
own employees.

Some CIOs and information technology
directors have used HIPAA as an excuse to
further their own causes, such as attending
security conferences in Las Vegas or purchas-
ing new toys like biometrics or single sign-on,
neither of which is a HIPAA requirement.
Their expense can be put to better use else-
where. The other extreme is even worse: they
throw in a firewall, lock the data center and
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report to their boards that they are compliant.
I have even had one IT director tell me flat out
that HIPAA was never intended to require
such security and that he intends to do nothing
until he is caught and forced to.

COMPLIANCE

The long-awaited final security rule was
recently released. Covered entities will have
until April 15, 2005 to comply with the new
security rules. The problem is that the revi-
sions have made it even easier for covered
entities to minimize what they need to do in
order to comply. Rather than the roughly 69
mandated requirements in the original rule, the
new rule has only between 13-20 (again
depending on how you read the rules and the
associated matrix) required “implementation
specifications” with another 22 rules that are
now “addressable.” Addressable meaning that
if you don’t want to implement that particular
requirement, then you just need to document
the reasons why you chose not to. On the
upside, HHS did make sure that the final secu-
rity rules do maintain the same look and feel
of the privacy rules.

The sad part about HIPAA is that it should
not take a government mandate for healthcare
organizations or any organization for that
matter to want to protect not only customer
data, but that of their own employees and
internal intellectual property. In that regard,
the ISO 17799 standards, which have been
around for quite some time, are also general
but provide a good framework for understand-
ing what is required for securing your network
in today’s digital age. Some industries have
their own version of HIPAA—the financial
industry has the Gramm-Leach-Bliley Act of
1999 (GLBA). It is common sense, not just
good business practice, to provide “reasonable
safeguards” when it comes to protecting the
data that resides on your network. Now with
new security rules like the Homeland
Security Act and other similar government
initiatives, we have no legitimate business
reason not to comply.

For those who are trying to comply with the
standards (and believe it or not, there are a few
out there), this new version is no simpler to
understand or read through. It is also just as
vague and contradictory as the original rule
and as the privacy rule. Trying to understand
them and actually comply is a daunting task.
If you seek compliance help from outside
consultants to help you with compliance,
make sure that they are well versed in HIPAA

privacy and security, have an appropriate secu-
rity background and credentials, and have
been working with the healthcare industry for
at least five years. It takes at least that long to
understand the politics and idiosyncrasies of
the healthcare profession.

Please don’t misunderstand me; I feel that
these safeguards need to be put in place, but
this particular set of rules leaves too much
“wiggle room” for healthcare providers. You
have to remember we are talking about an
industry that is traditionally behind the times
when it comes to technology and whose
staffs are VERY resistant to change. HIPAA
just doesn’t appear to have the necessary
teeth to be successful. I truly hope that I am
wrong and that the punishment for those who
fail to comply is swift and severe. I have seen
too many organizations doing too little too
late to be an optimist. Not that I was much of
one before.

CONCLUSION

Until the cost of non-compliance outweighs
the cost of implementing safeguards, few in
the industry will make much of an effort to
comply. It is going to take a few rounds of
fines and sanctions by HHS to scare the indus-
try into compliance. I don’t think that the cost
will come from HHS but from the legal com-
munity and class-action lawsuits when they
use the lack of HIPAA compliance as the basis
for legal action when protected health infor-
mation is compromised. In fact, many lawyers
are not waiting for the final rules and have
already begun suing for PHI violations.

Read up on the rule at: http://www.cms.hhs.
gov/regulations/hipaa/cms0003-5/0049f-
econ-ofr-2-12-03.pdf
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