
INTRODUCTION

With new government regulations like
HIPAA, Gramm-Leach-Bliley and the Homeland
Security Act becoming more prevalent than
ever, and with computer viruses wreaking
havoc on systems and even the internet itself,
security is more important than ever. The
problem is the costs associated with monitor-
ing your network for intrusions. In this article,
I will show you some free Windows tools that
will help you make your job a little easier and
your network more secure.

I am concentrating this article on Windows
tools because I have run across many network
and server administrators who never learned
UNIX or Linux. In the past, most hacking and
free security tools were only for UNIX gurus,
and little or nothing existed for the poor NT
administrator. Well, times have changed, and
there are currently a number of free tools that
someone with no UNIX skills can use in an
NT environment. 

Combined, the following tools will create
an effective arsenal to assist you in evaluating
and monitoring your network. These tools can
also be used by executive management as a
means of determining the level of effectiveness

and competency of their staff. Some of the
tools shown are easier to use than others. I
have included links to all the Web sites where
these tools can be found, and most of the tools
have a good help section that will assist you in
getting the most out of these tools.

Sam Spade (www.samspade.org)
Sam Spade is actually a suite of tools that can

be used to find out what everyone else knows
and sees about your site. Some of the features
include: ping, Nslookup, whois, IP block, dig,
traceroute, finger, SMTP VRFY, Web-browser,
keep-alive, DNS zone transfer, SMTP relay
check, Usenet cancel checks, Web site down-
load, Web site search, e-mail header analysis,
e-mail blacklist query, abuse address query, and
time. These are the tools that a hacker will use to
do reconnaissance on your Web site and envi-
ronment. It is important that you know what
everyone else knows so that you can determine
what you want to share or better secure. It is
through the use of these tools that a hacker does
things such as social engineering.

NMapWin (www.insecure.org)
Nmap is a utility that can be used for either

exploring your network or for conducting

security audits. Like Sam Spade, it supports
ping scanning, which used to determine which
hosts are up and running. Nmap also allows
for many port-scanning techniques so you can
determine what services your servers and
desktops are offering. It also allows TCP/IP
fingerprinting, which permits remote host
operating system identification. Additional
Nmap features include: flexible target and port
specification, decoy/stealth scanning, sunRPC
scanning, and more. The programs are rich and
varied, and all of them are designed to spot vul-
nerabilities in your system. Nmap is a popular
tool used by hackers and others who may want
information contained in your network.

Cain & Abel (www.oxid.it)
Cain & Abel is billed as a password recov-

ery tool for Microsoft Operating Systems, but
it is much more. It sniffs the network, cracking
encrypted passwords using Dictionary &
Brute-Force attacks, and it decodes scrambled
passwords, revealing password boxes and
analyzing routing protocols. This is quite a
comprehensive, feature-rich tool. It is one that
a hacker would use, so you should become
very familiar with it. It is not an easy tool to
use, but it’s worth learning.
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WinPcap is also required to be installed
before using Cain & Abel. Go to http://win-
pcap.polito.it. WinPcap is a small program
that allows for packet capture and network
analysis for the Win32 platforms. It contains a
kernel-level packet filter, a low-level dynamic
link library (packet.dll), and a high-level and
system-independent library (wpcap.dll, based
on libpcap version 0.6.2). The packet filter is a
device driver that needs to be added to
Windows 95, 98, ME, NT, 2000 and XP to
give them the ability to capture and send raw
data from a network card.

N-Stealth® (www.nstalker.com)
N-Stealth® is a comprehensive Web server

security-auditing tool that scans for thousands of
vulnerabilities (The commercial version scans
for over 19,000 vulnerabilities). N-Stealth®

scans Web applications such as Apache and
ISS, and its software uses a wide array of
scanning techniques and has an extensive
security-hole database, which makes it an
excellent program for assessing and locking
down Web servers. Other features include:
easy-to-read reports, buffer overflow engine,
log analyzer, remote scanning, full proxy server
support and many others.

LANguard (www.languard.com)
GFI LANguard N.S.S. is a scaled-down

version of tools such as ISS and Retina. It is
used to check your network for all potential
ports and methods that may be exposed and
vulnerable to attack. LANguard looks at the
operating system as well as the applications
running on your machines. GFI LANguard
N.S.S. attempts to determine all the possible
security holes in your network and alerts you
to those potential weaknesses before a hacker
can find them. This enables you to find and fix
those holes before a hacker can exploit them.
A more feature-rich commercial product is
also available.

SuperScan
(www.foundstone.com/knowledge/
scanning.html)

SuperScan is a powerful connect-based TCP
port scanner that also allows you to ping and
resolve hostnames. SuperScan is extremely fast,
versatile and easy to use. It has an excellent help
section, and results are easily saved to a text file.
With this tool, you can scan a single host or a
whole subnet. Foundstone offers this tool for
free, as well as several other tools that can be
used to monitor and analyze your network. A
must-have for administrators and consultants.

NetStumbler-wireless
(www.netstumbler.com)

Wireless is going mainstream fast, and as
such, it has opened up the way for a new brute
force attack. Originally war driving was when
crackers/hackers drove around in a car equipped
with wireless gear looking for unsecured wire-
less networks. Now, this is just the first step in
the process of hijacking and breaking into a
wireless network. NetStumbler does not sniff
the wireless traffic. It only identifies wireless
access points and grabs service set identifiers
(SSIDs). This tool is usually used in conjunction
with something like Airopeek (www.wildpack-
ets.com/products/airopeek), which is a packet
capture tool that can access and view all wireless
communications. Both tools are very hard-
ware specific, so it will make your wireless
work with either or both programs.

PatchLite (www.ecora.com)
PatchLite is a freeware patch management

tool by Ecora that uses the power of a Microsoft
Secure XML database and file integrity checks
with a GUI interface to show what patches are
missing in the Windows environment and links
for where to find them. The system lets users
view patch levels by host, product or patch. It
lists missing patches first, and provides the
links where they can be downloaded. You have
to be logged in as a systems administrator in
order to use the tool. A commercial version of
this tool is also available.

Ethereal (www.ethereal.com )
Ethereal is a network protocol analyzer for

Windows. It allows you to examine data from
your network and capture the output to a file
or on a disk. Ethereal allows you to interac-
tively browse the captured data, viewing the
summary and detailed information contained
in each packet. Ethereal has several additional
features, including a rich display filter language
and the ability to view the reconstructed stream
of a TCP session.

Ethereal is a great tool for administrators who
cannot afford a commercial sniffer product. You
can use it to analyze broadcast problems, con-
gestion issues and decode the information in
many common protocols. It also allows you to
monitor the traffic of employees who may be
conducting unauthorized business during
working hours.

THC-Scan War Dialer
(www.pimmel.com/thcfiles.php3)

With security devices such as firewalls
and IDS systems getting better and more

sophisticated, hacking will look to old stand-
bys such as social engineering and phone
dialing. THC-Scan is an excellent War Dialer
program that can be used to check your
phones and modems for vulnerabilities such as
weak or no passwords. You would also use this
tool to look for rogue modems that may be
being used by unauthorized telecommuters.
THC-Scan will list the modems discovered,
any voicemail boxes discovered, etc.

CONCLUSION

The tools listed in this article may not be as
effective as some of the commercial tools on
the market today, such as Retina, ISS or other
more comprehensive products. They will,
however, allow you to establish a baseline of
your environment and will allow you to do a
much more effective job monitoring and
securing your network. Using these tools will
also allow you to better understand your net-
work and what is happening on it. More free
tools to help you manage your network can be
found at www.webattack.com. Use this article
and Web site to begin building your security
arsenal at a most affordable price. Cost should
not be a factor when it comes to securing and
monitoring your network, but it’s often an
issue with declining IT budgets.

As the general public becomes more and
more computer literate, the amount of security
incidents will continue to rise. Even if the
intent is not malicious, the amount of hacking
that is being done by employees is increasing.
Usually employees just try hacking to see if
they can, to bypass a security measure that is
in place to be able to access a forbidden site to
download movies or music, or sometimes even
to check on who is making more than them in
their department. The bottom line is that you
need to protect your infrastructure from inter-
nal as well as external threats. These tools will
allow you to identify potential vulnerabilities,
which in turn will help you to fix them.  
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