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BY STEVE ORRIN 

EBUSINESS has enabled new and exciting uses
of the Web, from online customer

self-service applications that save support costs to business-to-
business transaction software that streamlines relationships
between suppliers and partners. However, in the race to develop
“sticky” Web sites with a high level of functionality, companies
often develop and deploy these Web applications with minimal
attention to security risks that are inherent in accessing informa-
tion over the Web. Not surprisingly, Gartner Group estimates that
75 percent of all Web hacks occur at this Web application layer.

The combination of increasing cyber security threats and
lack of Web application protection poses a significant threat
to the digital assets residing on corporate Web sites. This arti-
cle will examine the make-up of Web applications and how
they are vulnerable to attacks, and address strategic and tech-
nical approaches to protecting the Web application layer —
the “Last Mile” in corporate IT security.

WHAT ARE WEB APPLICATIONS AND HOW DO
YOU BUILD THEM?

Web applications are the business logic that enables users’
interaction with a Web site. Examples include applications
that allow users to look up their account information on a
banking site; applications that allow users to buy things
online, such as shopping carts and transaction software; and
many others. What is common in all Web applications is that
they are composed of code that was written explicitly for the
Web interface and code from many other sources that access
internal data and perform transactions. Figure 1 (on page 32)
shows the schematic components of a Web application.

THE WEB APPLICATION

As shown in Figure 1, (on page 32) while the term “applica-
tion” connotes one discrete entity, in reality the “applications”

driving the largest enterprises in the world are actually stacks
of code coming from multiple places — some developed in-
house and some from third-party vendors — that all must
work properly with each other. Integrating and managing
these applications requires interdepartmental cooperation,
and if any of the component pieces of the code contains
security holes, the Web application may be vulnerable to
attack. Securing a Web application is difficult, not only
because of the cross-departmental coordination involved, but
because most security tools are not designed to address the
Web application as a whole, including how the different
pieces of the application interact with each other.

One methodology to address Web application security is
with an automated solution, where the Web application itself
directly drives the security policy and the security solution
understands the Web application as a whole. Ensuring the
integrity of interactions between the user and the application
is at the heart of application security.

SECURITY: ESTABLISHING AND ENFORCING TRUST

Security is all about trust. The basic philosophy in security
is that you establish trust through the ability to enforce control
over a resource. In the case of Web applications, the resource
is a function of the data being served. While there are different
approaches to securing a Web application, there are two main
philosophies: 1) establishing trust between the Web applica-
tions and the user and 2) establishing trust between the Web
applications and data or resources being served back to the
user. The rest of this article provides a thorough definition.

User trust is based on recognizing identity and granting
authority. Authentication methods such as passwords, PKI, dig-
ital certificates, and cookie signatures are control techniques
used for identity recognition. User authority is established by
limiting an identified user’s access to information based on
what resources that user can access, and when and how that
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user may access them. You can accomplish this through a combination
of role-based access control and encryption. The goal of these meth-
ods is to ensure that the resource trusts the user by ensuring that an
authorized user can access only specific applications and resources.

These methods establish trust between the resource and the user
up to the point of access to the Web application. However, these
methods do not address security after the application grants access
to the user and while they are using the Web application.

Web applications are usually created such that a skillful user can
“trick” the application into granting the user authority beyond what
he/she is authorized. In other words, an authorized user can break
an application’s trust while using it in an authorized manner. The
only way to ensure that resources can trust a Web application is to
ensure the integrity of the application or the integrity of the inputs
to the application.

WEB APPLICATION COMPONENTS

As discussed in the introduction, a Web application is a complex
entity that includes code that resides on the Web servers, application
servers, databases, and backend systems of an organization. In short,
they are any application that will be assessed in some way, shape or
form through the Web. The main components of a Web application are:

● User Interface Code: The User Interface Code is the presentation
— “look and feel” — layer of the Web application. Not only
does it present code that interfaces directly with the server
software, it also provides client-side code that can generate
semi-automated features and responses on behalf of the user
directly to the server. The user interface code may be written
by a third-party, or in house with Graphical User Interface
(GUI) tools. This code interfaces directly with the user, the
Web Server software, and the front-end system.

● Web Server Software: The Web Server supports the physical
communication between the user’s browser and the applications
that the user needs to access. It handles all of the in and out
bound http/s requests, manages user session (timeouts, session
state with cookies) and tries to make sure all sessions are properly
processed. Virtually all companies use Web Server software
provided by third-party vendors, such as Microsoft IIS, iPlanet
and Apache. They must rely on the vendors to supply error-free
code and provide patch solutions when problems are identified.
Web Server software interfaces directly with the front-end systems,
operating system, the network, and the user interface code.

● Front-end Systems: The front-end system interfaces directly
with the user interface code, the operating system, and the
back-end systems. Front-end system developers need to make
sure that invalid data and Meta code can be processed correctly.
Vendor examples of front-end systems are ColdFusion and
WebLogic. Custom code examples of front-end systems are
Common Gateway Interchange (CGI), JSP and ASP.

● Back-end Systems: Back-end systems provide the fundamental
business functions such as facilitating online transactions. User
input is passed to this level via the user interface code and any
associated front-end system. The back-end systems interface
directly with the front-end system, the operating system, the
database, and possibly the data itself. The back-end application
software may be generic, off-the-shelf products; a customized

off-the-shelf product (a combination of in-house developed
and third-party code), in-house developed code, or complicated
systems built using specialized hardware and commercially
tailored software such as SAP environments. Examples of
backend systems are application servers and e-commerce suites.

The development staff must make sure that any in-house written
code is secure and can properly process metadata and invalid code.
However, operations staff is again responsible for supporting the devel-
opment languages, support tools and libraries used by development.

● Database: The database controls the data that the Web
application uses and manages which data should be served.
Companies usually use a database that is third-party
customized code such as MySQL, Oracle or DB2. Database
administrators need to make sure the database is properly
configured and current with the appropriate patches. Database
application developers need to make sure that the query
language can properly handle invalid data and Meta code.
The database interfaces directly with the back-end systems,
the data and the operating system.
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FIGURE 1: WEB APPLICATION COMPONENTS

FIGURE 2: POTENTIAL BREACH POINTS
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WEB APPLICATION THREATS

An attacker can target a Web application
at a variety of different points. When a user
makes a request at the Web interface, a flow
of data starts. As data flows through the Web
application layers, each layer must handle
the request properly to avoid becoming a
potential breach point. Figure  2 (on page 32)
shows these potential breach points.

CLIENT-SIDE TAMPERING

Web application vulnerabilities can be
identified through code scanning, which
gathers information about client side code,
such as third-party code, the configuration
of software, and even the languages used to
drive the Web application interfaces.
Hackers can gather information through
freeware tools that will determine weak-
nesses in the code.

Code that runs in the user’s browser is not
private. Many sites contain code that the
attacker can alter to attack the site, in effect
using the site’s code against itself. This is
not limited to just HTML. JavaScript or any
other client-side code that runs on the user’s
browser is also vulnerable.

In addition to the code run in the browser,
you can examine, alter and play back to the
server any data that is stored on the client.
Cookies poisoning is an example of this
kind of attack. Cookies were added to the
HTML standard so that session information
could be stored on the client workstation, in
the user’s browser directory. Cookies enable
a server to recognize a user from a previous
session. However, because the cookie infor-
mation is stored on the user’s desktop, well-
informed users can alter the information
stored in the cookie. For example, a malicious
user could alter the cookie and impersonate
another user.

Something not so obvious is the ability to
alter server-side HTML values with client-
side modifications. Hidden values are a
feature of HTML that allows Web develop-
ers to change values quickly. Unfortunately,
the Web server does not validate the source
of the change, making hidden fields a risky
place to store critical information. Through
a technique called hidden manipulation, a
user can download the HTML source page
that contains a hidden field, change the
value and play it back up to the server. The
server will accept the change and process it
as a valid request. This technique is behind

some recently publicized hacks where
attackers have been able to successfully
charge themselves $0 for expensive items at
Web e-tailers.

Forceful browsing is a technique where a
user accesses a Web page he/she should not
be able to get to by typing the URL directly
into the address line instead of going through
a link from the entry page. Many times, the
access controls that would stop the user from
accessing the page through the appropriate
link do not stop forceful browsing.

THIRD-PARTY CODE AND
VENDOR TOOLS

In the cases of third-party code and vendor
tools, the site owner cannot fix things manually
because the site does not own the source code.
The site owner’s security is only as valid as the
integrity of the vendor tools provided.

Vendors try to make their tools easy to
install and use by providing out-of-the-box
configurations, including default passwords
and settings. Sometimes administrators fail
to change these defaults, leaving themselves
vulnerable to third-party misconfigurations.
Third-party misconfigurations are easy for
hackers to discover through code scanning
and they pose a high risk for attack if not
changed. Leaving default passwords and
settings unchanged can be considered an
open invitation for attacks, which can result
in theft of data and potential holes for
Denial of Service (DoS) attacks.

Known vulnerabilities, also called vendor
bugs, present a similar opportunity for
hackers. The key issue with known vulnera-
bilities is the vendor’s response. Any time
that elapses between when a bug is identi-
fied and when a patch is issued provides a
window for attack. Some vendors are very
responsive to security issues; others respond
more slowly (causing a problem known as
patch latency). Sometimes, a patch may not
be issued at all.

APPLICATION AND LANGUAGE
ISSUES — INVALID DATA AND
META CODE

If the application receives invalid data, it
may not be able to process it, leading to
unpredictable results. In some cases, the
underlying compiler can have a design flaw
that creates problems. For example, in the
case of C/C++, when input values are larger
than expected, a reaction called buffer over-

flow can crash the application (segmenta-
tion fault) and sometimes the operating sys-
tem. In either case, this may result in a num-
ber of different types of dangerous scenar-
ios depending on the configuration of the
system, including the ability for the attack-
er to access restricted data. Improper mem-
ory management (access violation) is anoth-
er shortcoming that may allow access to
restricted data or the operating system.

Parameter tampering is manipulating the
URL string by changing the parameter to
contain invalid data, for example, changing a
value to something very large, very small,
negative when expecting positive values,
wrong data type (text when expecting inte-
ger), or removing the parameter altogether.
Any and all of these can have adverse effects
on an application with unexpected results.

Meta code is control or escape code that is
embedded inside of input data to allow con-
trol commands to be passed to the application
or even to the operating system. In effect,
Meta code allows the user to control the
application at a meta-level. Simple examples
include command strings preceded with an
exclamation mark “!” passed to Unix shell
script, or percent sign “%” passed to a Perl
script that would then run the command at the
operating system level. Use of Meta code can
allow users to execute attacks through a tech-
nique called stealth commanding, which can
allow the attacker to gain access to the oper-
ating system and gain access as a privileged
user, crash the site, etc.

The User Interface Code itself has a
known similar weakness where use of spe-
cial characters allows whole programs to
be fed into input fields, a technique called
cross-site scripting (CSS). By exploiting
this weakness, attackers can sometimes
access sensitive corporate information that
was not intended for access through the
site. Different languages react differently
to different escape characters and some-
times application sensitive escape charac-
ters may be part a valid URL string.
Programmers are often unaware of the vul-
nerability that input fields can present.
Meta code is not limited to specific charac-
ters but includes control strings that can act
as switches that can trigger hidden (undoc-
umented) debug code and backdoors.

SECURING A WEB APPLICATION

Even though there are many components
to a Web application, a successful security

TECHNICAL SUPPORT • FEBRUARY 2003©2003 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



solution needs to treat the application as a whole in order to be
effective. However, for this solution to be effective it has to be able
to work automatically and it must respond automatically to frequent
changes in the application. Any solution that requires administrators
to be aware of each potential breach and to set acceptable parameters
individually will run into the same problems inherent in manually
fixing each vulnerability. In addition, no administrator can know all
of the potential user attacks before they are attempted.

An effective Web application security solution is a single solu-
tion that checks the data input at the Web entry point and verifies
that it matches the expected input before allowing it to be passed to
the Web application. This type of solution is often called automatic
Web application firewall because it provides a single point of pro-
tection against both known and unknown Web application-layer
vulnerabilities. By observing the application, the automatic web
application firewall solution gains internal knowledge of the
application and what it expects, and then uses this information to
determine whether the input and the application behavior are
acceptable, eliminating the risks associated with application
breaches. The solution generates policies that are coordinated with
each Web application, automatically defining these policies before
the user can even attempt an attack. The policies are unique to each
application, and attacks are stopped before users are allowed to
enter the Web application on the server.

Figure 3 illustrates how automatic Web application firewalls fit
into the overall Internet architecture. To be effective, however, Web
application firewalls must have the following capabilities:

● Ability to understand individual applications: The solution
needs to be able to analyze each Web application individually
because each application is unique and is built on a unique
collection of customer and third-party code.

● Automatic policy generation: The solution needs to use its
understanding of the application to develop appropriate input
policies automatically. Any solution that requires an
administrator to generate the policy or rules manually
requires that the administrator know potential vulnerabilities
in every application.

● Automatic updates: For the same reason, the application
security solution needs to be able to recognize and adapt to
any changes in the Web applications, whether they be third-party
or proprietary applications.

● High accuracy: Because all unacceptable inputs are stopped,
the security solution must be highly accurate to avoid stopping
legitimate uses of the application.

● Scalable: Because Web applications are often built for high
user volumes, the security solution needs to scale to support
heavy usage requirements.

● Automated Forensics: The solution needs to automatically
generate the forensics required to analyze the source of
the attack and provide the details needed to aid in catching
the hacker.  
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(www.sanctuminc.com), a Web application security solutions
provider. A recognized expert and frequent lecturer on enterprise
security, Orrin has developed several patent-pending technologies
covering user authentication, secure data access and steganography
and one issued patent in steganography.
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FIGURE 3: FIREWALLS IN THE INTERNET ARCHITECTURE

©2003 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.


