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Hacking 2000
By  J im  R u e

If you don’t already modify the system registry, maybe you
should consider it. Registry hacks are essential to solving many
problems on Windows 2000 and Windows PCs in general, and
this article presents tips to help you through the process.

“Make everything as simple as possible, but
not simpler.” ~ Albert Einstein

THIS
is an article about hacking, but it
may not be what you think. The

term ‘hack’ fell to new lows in the 1990s.
The noun originally described a cough, a
taxicab or a rented horse. Later meanings
for the word had negative connotations. The
noun came to also mean a writer of hastily
created articles or ad copy, as in ‘your typi-
cal Madison Avenue hack.’ The verb in
slang meant to withstand or to cope with, as
in ‘he couldn’t hack med school so they
kicked him out.’ Since the 1980s, the verb
has come to mean gaining unauthorized
access to computers or telephone systems.
The noun described the process and the
result of doing the same, and hackers were
the perpetrators.

Hackers had diverse motivations and
rationalizations for producing the hacks they
did. They still do. However, another mean-
ing for the word ‘hack‘ emerged with the
advent of Windows 95. A ‘hack’ is a modi-
fication of the system registry to alter the
behavior of Windows or an application pro-
gram. This new meaning removed some of
the connotations from the word ‘hack,’ but
oddly, it did not affect the word ‘hacker.’
Hackers still break into computer systems.
They don’t hack the system registry. Well,
maybe they do, but so do you, and you’re not
a hacker. Are you?

HACKING THE WIN 2000
REGISTRY

If you don’t modify the system registry,
maybe you should. Registry hacks are the key
to solving a variety of problems on Windows

2000, and Windows PCs in general, and those
are the kinds of hacks this article is about.

The system registry has evolved gradually
since Windows 95. It is an increasingly organ-
ized body of data residing in the memory of a
Windows-based machine. This is where thou-
sands of the most important details about the

current runtime session are stored. Hacking
the registry entails using a registry-editing
program to change those details.

Hacking the registry can help with system
and network security issues, too (keeping out
hackers), but those issues received a lot of
attention already. While we will touch on
Windows system and network security matters,
this article can’t do them justice. A lengthy
treatise on locking down the Windows 2000
system registry would still not render Windows
completely secure from hackers. The same is
true of Windows XP, with more back doors and
vulnerabilities in the program code than Win2k
has. Added network, multimedia and market-
ing functions come at a price.

STRUCTURE OF THE REGISTRY

The ‘hive’ is a set of files loaded into mem-
ory under Windows 2000 and used to create
the virtual registry at boot time. The virtual
registry is a dynamic database at least 16MB
in size. Kept in memory throughout the com-
puting session, it organizes thousands of
Windows details. The virtual registry is where
most data related to system configuration and
current status is stored. Each detail is assigned
a key name (variable name), one of five possi-
ble data types, and a position in the hierarchy
of the registry database. The simple act of
clicking Start/Settings/Control Panel causes
over one thousand changes to occur in that
data repository. When Windows is shut down,
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the virtual registry is logically subdivided into files, which are then
stored back in the hive. Typically, most of the files comprising the
hive are stored in C:\windows\system\config\, with one big one
(NTUSER.DAT) stored in the directory C:\Documents and Settings\
HomerDoh\, where HomerDoh is the login of the current user.

While many changes to the registry can be made through Control
Panel, many others are not provided for in the GUI. The Registry Editor
is the common tool for handling those changes. But under Windows
2000 it can become confusing, because W2k comes with two complete
registry editing programs. This seems to have occurred because W2k
was the point of convergence for Windows 95, which evolved from
DOS, and Windows NT, which came from Unix. Regedit.exe was
developed for Win95, and the W2k version looks almost identical to the
original. Regedt32.exe, on the other hand, was developed to help NT
system maintainers. Below, the Win95 registry editor is shown in
FIGURE 1, with Regedt32.exe in FIGURE 2.

DIFFERENCES BETWEEN REGEDIT.EXE AND
REGEDT32.EXE

Both programs launch from the Start/Runcommand line. The Win95
version, Regedit.exe, is the simpler and easier to use of the two editors. It
opens a window in which the entire W2k registry can be seen as a single
contiguous set of nested keys. The inline body of data shown through
Regedit.exe, if expanded so that all keys and subkeys could be seen and
printed, would exceed two hundred pages. The registry can also be easily
backed up using this version. It is a simple matter to export a portion of
the registry, or all of it, to a file with the .REG extension. Further, the con-
tents of any .REG can be easily imported. A command line version of
Regedit.exe exists. It allows recovery of the registry from backup files
even when the system is incapable of booting to the desktop.

If you would like to see the registry splayed wide open with all keys
revealed, select My Computer at the top of the REGEDIT window and
press the asterisk key. All plus signs will become minus signs and you
will see the entire voluminous nested structure. Be careful. Changing
the wrong thing in the registry editor can result in an immediate
reinstall of Windows.

REGEDT32

Regedt32.exe is more difficult to use than REGEDIT.exe. Separate
windows in the editor represent different aspects of the registry and
separate files in the hive. The search capability provided in Regedt32 is
restricted. You can search for keys, but not for their contents, for
example. Despite these restrictions, Regedt32 is important in a secure
environment. Regedt32 allows a network admin to implement security
measures protecting the registry. Selected registry keys can be locked
down using Regedt32.exe, or individual users can be prohibited from
changing anything in the registry. Most users have no business hacking
the registry anyway.

Regedt32 also allows manipulation of two additional data types not
seen in REGEDIT, REG_EXPAND_SZand REG_MULTI_SZ.
Variables of these types show up in REGEDIT as BINARY keys.
Attempting to edit them from REGEDIT tends to corrupt the registry.
Therein is more of the value of REGEDT32—if you must alter or cre-
ate registry keys with these data types, use REGEDT32. By the way,
Microsoft left REGEDT32.exe out of Windows XP completely.
Instead, some versions of XP have two versions of REGEDIT installed.

One version is for manipulating 64-bit XP registry keys and the other,
for 32-bit keys. The two seem identical but are not. Clearly, REGEDIT
for XP is a new piece of software.

BACKING UP THE REGISTRY

The first stop in making even the smallest change to the registry
should be backing up with REGEDIT. Ensuring that the top level key
(My Computer) is first highlighted, use the simple and straightforward
Registry/Export command to back up the entirety of the virtual registry
to a file with the REG extension, appropriately named and located
where you can find it easily later if necessary. The file will be 20-50MB
in size, so a floppy disk won’t cut it. I recommend locating the REG
file in the root directory or the root directory of a backup disk.

There are times when having used a second, additional backup proce-
dure can save your chops. Another way to back up the Win2k registry is
through the Windows backup utility found by clicking Start/
Programs/Accessories/System Tools/Backup. Click Welcome/Backup
Wizard/Next and then select the radio button for ‘Only Backup the System
State data.’ A prompt appears suggesting Drive A as the backup drive, but
don’t you believe it. The resulting BKF file will be at least 100MB in size.

Highlighting any subkey of the registry and selecting Registry/
Export will export that key and any nested keys. Consequently, if you
have a hack that may need to be reverted, you can export the unaltered
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FIGURE 1: WIN95 REGISTRY EDITOR

FIGURE 2: REGEDT32.EXE
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key and then make your change. Then, if something goes wrong or you
have no further use for the registry alterations caused by the hack, you
can simply import the backed-up REG file, overwriting your changes.

MAKE OPEN WINDOWS ACTIVE ON
MOUSEOVER

An example. Let’s say that you would like to make a window active
by simply moving your mouse over the window it occupies rather than
clicking on it. To make this change, first back up the registry, as
explained earlier. Now, ‘Drill down’ through the registry to
HKEY_CURRENT_USER (usually abbreviated HKCU) /Control
Panel/Mouse. Here you will find, among other keys, one called
ActiveWindowTracking. Highlight that key, and select Registry/Export
to create a backup file containing the one key.

Now double-click ActiveWindowtracking and change the value from
0 to 1.

Quit REGEDIT and reboot to implement the change.
When having the active window unexpectedly change begins to drive

you nuts, find the .REG file you created before the change and double-click
on it. Your previous change will be overwritten by the original value.
REGEDIT won’t even run. Another boot will return your mouse to normal.

KICKSTARTING DISK CLEANUP

It is not uncommon to have Disk Cleanup stall when Windows
reports ‘Disk Cleanup is calculating how much disk space you will
be able to free.’ A simple hack will typically resolve that problem.
First back up the registry. Then navigate to the key
HKEY_LOCAL_MACHINE (usually HKLM)/SOFTWARE\Microsoft\
Windows\CurrentVersion\Explorer\VolumeCaches. Select the ‘Compress
old files’ key and delete it. Exit REGEDIT, and the problem is solved.

INSTALLING RATTY AND THREADBARE OLD
DEVICE DRIVERS?

I don’t know how many times I have asked ‘Install new hardware’ to use
a driver file I had serious doubts about, even while shaking in my boots that
the system might crash. I still do this, simply because sometimes it is the
most likely prospect out of a restricted pool of driver files the client has
available. Now when I find myself in that cold and lonely place, I first
back up the registry and then use REGEDIT to select the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSetand back it
up to a REG file in the root directory. That way, if a serious problem
occurs, I know which way to turn short of reinstalling Windows. I can
restore the driver set to where it was before I took the rash step. This is
effectively a replication of the “Last Known Good Configuration”
option available in the Safe Mode Menu except that in this case, you
choose when to create the backup.

MOST RECENTLY USED (MRU) LISTS

Lists of most recently opened files for most applications are maintained
in the registry. These lists can be quite convenient, but at times they can
be annoying, or even cause system instability. An example is where an
application has been inadvertently used to open an incompatible file type.
Even though the data file may have caused an application or system prob-
lem, the filename may well remain in the MRU list for that application.

An involved set of hacks will erase these lists, but TweakUI is a program
that handles this task and a variety of other Windows annoyances. Why
reinvent the wheel? It can be downloaded for free from Microsoft.com.
Search their site for TweakUI 1.33, or get it from www.annoyances.org.

AIM LOW

For a while it seemed that every third application we installed would
also install America Online Instant Messenger, or at least an ad for it.
Worse, Start Menu\Programs\Startup would contain no shortcut for the
offending junk. Using the Find function in REGEDIT can relieve this
regrettable state of affairs. Start by selecting the My Computer top-level
key and backing up the entire registry. Then search the whole thing for
the string ‘America Online.’ Delete every key that contains that nefari-
ous legend, and also every key with America Online in the name. When
you reach the end of the registry, scroll back up to the top and search for
‘AIM.’ Then do the same for ‘AOL.’ Take some care in deleting these
keys. Some of them may be unrelated to America Online.

A similar approach works for cleaning out persistent keys for Norton
System Works (NSW) or Norton Antivirus (NAV). What a sad state of
affairs when Norton Antivirus can’t be installed because a previous ver-
sion is installed and the previous version can’t be removed because it gets
an error! But caution is advised. Netscape (Navigator) also uses NAV,
and Australian readers may run into a problem with references to New
South Wales (NSW) so an imprudent choice to delete a key may cause
programs to stop working. Forgive me if I belabor the point, but what a
convenience it is to have a backup already when a problem crops up!

ADD/REMOVE PROGRAMS

Programs successfully uninstalled but still appearing in the
Add/Remove Programs list can be removed from the list by drilling to

HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows\
CurrentVersion and removing any offending entries appearing in the
Uninstall key.

CONTRACTING SUBKEYS ON EXIT FROM THE
REGISTRY EDITOR

Here’s one with the capacity to get you in trouble. Over the course
of exploring and changing the registry, many plus signs will be clicked.
If you drill ten or twelve levels down and then quit REGEDIT (or
REGEDT32), the key active when you quit will be selected the next
time you run it. If you like the idea of backing up the entire registry
every time you launch the registry editor, this will be inconvenient, as
you will always have to drag to the top of the window and select My
Computer before backing up.

To remedy this by means of a registry hack, it will be necessary to
use REGEDT32. This will also allow us to look at the security feature
of REGEDT32. Launch REGEDT32.EXE from Start/Run. Select the
HKEY_CURRENT_USERwindow.

Drill down to Software\Microsoft\Windows\CurrentVersion\Applets\
Regedit. There, double-click LastKey and delete the value found there,
leaving the field blank. Now click again on the Regedit key and select
Security/Permissions on the command bar, and remove the checkmark
from All Full Control for each user for whom the change should apply.
Notice that Full Control cannot be disallowed for Administrator, even
if you are logged on as ADMIN. And that’s a good thing.
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It might be better to simply use the ctl-left arrow and hyphen keys to
close each subkey in turn before quitting the editor.

THE PROMISED SECURITY EDIT

Unbeknownst to you, the Win2k pagefile, also known as the swap-
file, can store information you thought had been purged. The swapfile
stores data still resident in memory that hasn’t been used for a while.
So while the sensitive files may have been deleted and overwritten, the
data, including history files, passwords and credit card numbers may
still be on your drive. Drill down to HKEY_LOCAL_MACHINE/
SYSTEM/CurrentControlSet/Control/Session Manager/Memory
Management. Double-click onClearPageFileAtShutdown and set the
value to 1. This hack flips a switch, causing your pagefile to be deleted
each time you shut down Windows.

CONCLUSION

That’s it for now. Thanks for listening, and don’t forget to back up
the registry before you start experimenting with REGEDIT.  

NaSPA member Jim Rue is a Web designer, trainer and local provider of
computer service in Orange County, CA. He can be reached at
caltrainer@nfwriter.com
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