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Distributed Trust: Getting
Ready for Web Services

By  E dw i n  L a n g

How can we use Webservices, a widely embraced technology,
in a way that makes sense for us long term? This article addresses
this very question, framing Privilege Management Infrastructure
(PMI) in terms of Webservices and from the perspective of stan-
dards such as the Security Assess Markup Language (SAML).

IBMRedbook (SG24-6520) states: “Security is a vast topic.
Since security is a complex and diversified topic, it is

important to keep it simple.” This is like a call-
to-arms for those of us in IT, and immediately
we are faced with a challenge.

� How do we keep it simple when there
are so many aspects to consider, such as
mechanisms to handle authentication,
authorization, digital signing, privacy
and confidentiality and non-repudiation?

� How do we keep it simple if we decide
to embrace the notion of Web Services,
where there are components
communicating with one another across
boundaries outside of our control?

This is the third in my trilogy on creating a
secure infrastructure for eBusiness. I had
hoped to end with a discussion on creating
what has become known as a ‘privilege man-
agement infrastructure’—PMI. In the first
article (“A Secure Infrastructure for
WebSphere eBusiness Solutions,” Technical
Support, May 2002), I discussed security from
the infrastructure and network-based perspec-
tive: placing Web and application servers
within firewalls and using SSL and VPN—the
external aspects of security. The second article
(“Internally Securing a J2EE-Based Application
Server,” Technical Support, August, 2002)
focused on internal security, using the J2EE
security model1 to create a roles-based access mechanism that was not
only under the run-time control of an application but operated at a

pretty granular level. My agenda all along was PMI. I had participated
in research for a product suite that would handle authorization man-

agement in a major J2EE rollout. Gartner
summed this up nicely in 2001:

“An Enterprise Access Management (EAM)
product provides an integrated privilege man-
agement infrastructure (PMI): a single, uni-
fied mechanism and interface that embraces
both user authentication mechanisms
(including single sign-on) and mechanisms
that allow an organization to manage and
enforce users’ access rights within the
extranet. (PMI is sometimes used as another
synonym for EAM, but a PMI is a generic
term that can embrace access controls for any
information system.)”

THE OLD REPLACED BY
THE NEW—THE EMERGENCE
OF A FEDERATED
SECURITY MODEL

Well, what happened? I became passionately
involved in Web Services, assessing it from a
tactical view, asking if we can use it today,
and moving to a strategic view. Furthermore,
if we can use Web Services today, how can
we do so in a way that makes sense for us
long term (for example, by standardizing
new development on a services oriented
architecture (SOA) approach)?

Therefore, I decided to frame PMI in terms
of Web Services and from the perspective of standards such as the
Security Assess Markup Language (SAML2).

The entire landscape
for application-level
security is changing.
Two influences are at
work here. One is the

emergence of the
Intranet as a basis for
real-time transactions.

The other is Web
application development,

most prominently in
the use of .Net and J2EE

application servers as
consolidation points for
eBusiness transactions.
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� At the technical level, Web Services is nothing more than
plumbing—basic infrastructure that comprises a few good
standards: XML, WSDL and SOAP.

� SAML is a little more complicated, but it is important to robust
distributed computing, which lies at the heart of the value we see
in using Web Services.

THE NEED FOR VERY GRANULAR
APPLICATION-LEVEL SECURITY IS INCREASING

The entire landscape for application-level security is changing. Two
influences are at work here. One is the emergence of the Intranet as a
basis for real-time transactions.

The other is Web application development, most prominently in the
use of .Net and J2EE application servers as consolidation points for
eBusiness transactions. The future of application server (AS) technol-
ogy is very promising, especially when it is positioned as a base for
providing ‘loosely coupled’ Web Services. Because business logic is
now externalized in an AS, it can be accessed over the Internet.
Moreover, all the resources at the disposal of this discrete piece of busi-
ness logic, for example, the data that it accesses from any number of
locally attached and mainframe systems, is available, too.

Let us say, for example, that on a visit to remote British Columbia, I
fall in love with the terrain and decide to settle there and drop into the
municipal government office to establish myself as a resident. After
‘registering’ (establishing my identity) the municipality is now in posi-
tion to do some work on my behalf, say as a result of my initiating a
change of address request. This simple transaction could propagate my
address all over the place, but ideally could do much more. There could
be a wholesale transfer of records (financial, health, insurance, driver
record and other affiliations) from the old to the new.

A few things are happening here that are of special interest to us in
this article.

For one, these transactions are crossing jurisdictional boundaries.
These might be government jurisdictions, privacy jurisdictions (for
example, my confidential health records) or financial ones. Unknown
to me, activities in the financial institutions may trigger the transfer
of additional records from parties not directly targeted, such as my
credit rating.

Second, applications and their mission-critical data and processes
are now being exposed to an exponentially larger and more diverse
community of users than in the past.

Third, the initiating transaction is accessing—either directly or
through intermediaries—a variety of application “silos.” Each may be
proprietary—built with their own tools and technologies such as IMS
mainframe, a Microsoft 2000 server, an ERP application. In theory, the
diversity of these systems will not matter. What really matters is
whether the security policy associated with the information contained
about me is adhered to—authentication and authorization rules—and
this is where SAML-enabled PMI tools shine.

LONG LIVE SILOS

In FIGURE 1, AS1 connects to AS2 which coordinates various trans-
actions to myriad (silos) within that complex. AS2 redirects the request
to a SAML server that is part of the AS2 infrastructure. The SAML
server communicates with the originating host (AS1) to establish an
identity and the role(s) of the user entering the AS2 environment.

In this architecture, a SAML compliant service (contained in AS2)
sends a SAML request to an issuing authority (contained in the AS11

complex), which returns a SAML assertion response. In my case, the
issuing authority sends a positive (or negative) authentication assertion
response depending on credentials—User ID and password—that I,
now in British Columbia, supplied.

With SAML, authentication—the process of verifying that we are
who we say we are—is delegated to an external environment outside
the scope and jurisdictional reach of the target application.

ROLE-BASED ACCESS IN SPADES

Once my identity has been vouchsafed for, the target system has to
(1) determine my role and then (2) assess my privileges in light of my
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FIGURE 1: USING SAML IN A CROW JURSIDICTIONAL TRANSACTION

FIGURE 3: WEBSPHERE APPLICATION SERVER SECURITY ARCHITECTURE

Baltimore SelectAccess 5.1

Entegrity AssureAccess

Entrust GetAccess 7 (part of Entrust Secure Web Portal Solution)

Hitachi Quadrasis EASI Framework

IBM Tivoli Access Manager)

Netegrity SiteMinder 5.5

Oblix Netpoint 6

RSA Cleartrust 

SUN SUNONE Identity Server 6.0

FIGURE 2: PMI VENDORS
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role (and other attributes such as location and
device). For example, let’s look briefly at the
profile of someone accessing a government
portal site, who may enter the system in the
role of a:

� Citizen
� Resident
� Customer
� Employee
� Employee requiring access to highly

sensitive information (for example, a
social services case worker updating the
files of children under the protection of
the state)

� Business owner, or officer of a company
with delegated authority

The process of granting a role to an identity
needs to be separated from the process of
making decisions around what a user should
be authorized to do. In the eBusiness world,
authorization is dynamic and must remain
flexible. This is further complicated by the
fact that the even privileges for a role may be
affected by the context of the access.

A nurse, for example, may be associated with
the public health group for certain transactions,
as a clinician for others, as administrator for oth-
ers, and in a small community perhaps even as
social worker. The nurse’s rights may also vary
depending on the day and time and the dial-up
location. Different access issues for the nurse
might include dialing in from home with or with-
out storage and printing rights, using a tablet
with limited display capabilities, or connecting
over a secure, high-bandwidth communication.

THE CASE FOR PMI

According to an IBM presentation for Tivoli:

� 29% of companies view eBusiness (that
is, real-time access) as number 1 priority

� Elapsed turn-on time for new users can
take as long as 12 days

� Help desk costs $20-per-call for
password resets

� Up to 20% of application development
time is spent on access control

PMI was introduced as a Web access man-
agement tool to complement legacy mecha-
nisms such as RACF and ACF2 and provides
users with a sense of single sign-on.

� From the perspective of the customer:
being able to reach, transparently, across

disparate systems. This is a classic
problem solved in banks. Today this is
being looked at again using portal
technologies. In fact, PMI is being widely
implemented as a centrally managed access
control environment, often in conjunction
with PKI and portal technologies.

� From the perspective of the administrator:
to ensure that the right users access the
right resources in accordance with the
business rules of an organization. PMI
also significantly reduces the number
of access control lists to be managed
across applications.

In general, PMI tools conform to the J2EE
security model3 (JAAS) based on the roles-
based access use case model. This security
model may be used for both authentication
and authorization. The model supports plug-
gable authentication, permitting applications
to remain independent from the underlying
implementation technique. Application devel-
opers thus have the capability of plugging in a
PMI tool (or their own code) without having to
change the application itself. Also the decision
regarding which authentication technology to
use—SSL, PKI, or secure token—may be
deferred and determined dynamically at runtime.

Generally, the PMI tool includes a suite of
agents such as Web agents, affiliate agents (for
example, cross jurisdictional/SAML candi-
dates) and application server agents. The Web
agent is integrated within the Web server. The
affiliate agent runs on the Web server of an
affiliate (such as a business partner, bank, or
government office). An application server
agent is integrated with a J2EE application
server to control servlets, JSPs and EJBs gen-
erally at the method level. This is part of what
makes security models like JAAS so valuable—
the granularity and dynamic aspect of control
and the ability to audit—and what also makes
the argument for a PMI so compelling.

So rather than simply building infrastructures
based on the fortress model, which we still need,
there is a growing sense that the applications
themselves have to become far more secure.
While it may be difficult to retrofit some legacy
applications, those built on a mid-tier using J2EE
and .Net technology and best practices will be
prime candidates. Privilege management may be
the beginning of a move away from relying prin-
cipally on external controls—like the firewalls
we discussed in the first article—to powerful
application access mechanisms themselves.

In the list of vendors (see FIGURE 2) in
the authentication—including SAML, .Net

Passport, Liberty Alliance and Kerberos—and
authorization space, I have included Quadrasis
from Hitachi. This way, I show the extent to
which security is being implemented at a
greater and more precise level than in the past.
This implements as a firewall technology. It
deciphers a SOAP message that was sent over
IP, unmarshals the XML, and looks at the con-
tent in terms of one’s authorization profile. The
tool provides end-to-end security, dynamically
and generically, and it uses open standards
across jurisdictional and corporate boundaries.

AND FINALLY, HOW EVEN THE
NOTION OF “EBUSINESS” IS
CHANGING WITH WEB SERVICES

Initially eBusiness meant providing browser
access to corporate resources through a Web
site. This has expanded to include portals which
might be implemented using the Web services
WSRP4 standard and application-to-application
integration, initially via Enterprise Application
Integration (EAI) products. The vision for Web
Services is that of loosely coupled and poten-
tially highly distributed process integration.
Another name for process is business rules, and
these have usually been embedded deeply in
program code. Externalizing these rules into
network-accessible components (Web Services)
will be revolutionary, even if the underlying
technology is not.

What is key is security.
As professionals, we must keep the technol-

ogy simple, as far as is in our control. The
essential standards for implementing a reason-
able Web Services-based solution are XML,
SOAP, WSDL, and adherence to a security
policy framework. Network-based security
(SSL and VPNs), application APIs like JAAS
and the SAML-enabled PMI toolkits provide
us with good support in this area.  

NaSPA member Edwin Lang is a technology archi-
tect, focusing on providing architecture and infrastruc-
ture for mission-critical applications and researching
emerging technologies. Always keenly interested in
distributed computing, he has recently been bitten by
the Web Services phenomenon. He has been a
member of NaSPA for about ten years.
1 It is important to remember that JAAS covers both 1) authen-

tication (as simple as userid and password or as sophisticat-
ed as using PKI with a keyfob) and 2) authoritzation.

2 The Security Assertion Markup Language (SAML) is an
XML-based standard approved in late 2002 as a framework
for exchanging information over networks and is supported
by virtually all PMI vendors.

3 See http://java.sun.com/security/jaas/doc/api.html
4 See http://www.oasis-

open.org/committees/download.php/1236/wsrp-whitepaper-
020922.pdf.
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