
WHAT
does a network administrator
do when there’s a hiccup in

the network in Denmark and he’s based in
Detroit? Is it worth it to fork over costly travel
expenses to fly overseas to attempt to eradi-
cate the problem? Or should he engage in
exhausting trial and error methods to locate
what’s causing the slow connection or disrup-
tion in printer performance? What if the
administrator could solve the problem without
leaving his office?

Fortunately, with protocol analysis tech-
nology, IT can solve network problems without
costly travel and extensive trial and error.
Protocol analysis consists of employing software
and/or hardware tools to capture, decode,
interpret and react to the contents of data
packets as they transit a network’s media.
Simply stated, a protocol analyzer captures
traffic on a medium, breaks it down according
to established rules, and displays results for a
network administrator to evaluate and act upon.

As networks become more complicated and
diverse, administrators’ jobs have increased in
complexity and frustration. They are managing

networks that span multiple city-blocks, run
across the country, and even around the globe.
More often than not, they are working with a
variety of network types, with many different
sets of problems. Such topography can be next
to impossible to handle on a day-to-day basis.

The benefits of protocol analysis are obvi-
ous, and IT is catching on. IDC predicted 11
percent compound growth rate from the year
2000, when vendors sold $756 million in
product, through the year 2006. Similarly, ana-
lyst firm Frost & Sullivan predicts the market
to grow by $50 million from 2002 to 2003.
Although there are various types of solutions,
no other tool can provide an independent view
of what is actually happening on the wire,
while allowing administrators to see system
interactions in real time.

Protocol analysis can help administrators
identify the catalyst for some of the most
common network problems, including:

� Problems in communication between
systems. This can be as simple as a
printer not working correctly and as

complex as a voice over IP (VoIP) call
failing to connect.

� Flow and capacity planning or capacity
overload problems.

� Failing hardware and improperly
configured hardware or software.

� Quality of use determination using
response time analysis.

Obviously, administrators experience differ-
ent problems with different network-types,
whether it’s VoIP, wireless, wired or fiber
optic. An effective protocol analyzer will be
able to identify potential problems, regardless
of network-type, some of which are:

� VoIP—Troubleshooting is mainly
focused on the capacity of the network
to carry the voice data. Voice data is
particularly susceptible to dropped
packets because resending is not
an option.

� Wireless—Administrators frequently
deal with access and speed issues, which
are easily identified with protocol analysis.
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� Wired—Problems usually consist of
connection and distance issues, along
with configuration and capacity issues.

� Fiber optic—Operate similarly to wired
networks, but are full duplex with higher
speeds. Therefore, analyzers must offer the
ability to capture within the environment
and will have to work harder than it
would on low-throughput networks.

KEY FEATURES

There are several features to look for when
investing in protocol analysis technology,
including packet capture and decode, network
trending, expert systems and “distributed- by-
design” architecture.

Packet capture and decode is an essential
tool, as it allows administrators to track and
understand communications between systems.
The source of almost any communications
problem can be viewed using a capture and
decode tool. Statistical views of traffic will
inform administrators of patterns that may be
a precursor to a problem, therefore acting as a
warning system.

Network trending is a valuable tool that can
compare current statistics to old statistics,
enabling administrators to identify capacity
issues or failing hardware before there is a
problem. For example, a failing network
adapter in a server may have a re-sent packet
rate of two percent in December, but up to four
percent in February—a warning sign that
something needs to be carefully examined.
Protocol analyzers that offer expert systems
provide the ability to sort through billions of
packets and identify problems that are not
obvious, saving valuable time.

By choosing an analyzer with distributed by
design architecture, the quality of remote or
distributed troubleshooting is not compro-
mised. Ultimately, a protocol analyzer with a
distributed design will save the company from
having to spend hard-to-come-by dollars on
unnecessary travel and lodging expenses,
while providing productivity gains to the net-
work administrator. The products will offer
the same functionality set—menu for menu,
screen for screen, click for click—when trou-
bleshooting a remote network, as with a local
network, so when a feature is added, it is
always available both locally and remotely. In
the above scenario, the administrator in
Detroit can easily solve the problem in
Denmark because of distributed design.

Finally, as wireless local area networks
(WLANs) become a more integral aspect of

network infrastructure, administrators need to
support wireless networks, which are creating
a host of new network troubleshooting issues
for companies. Besides the standard capacity
and access issues, administrators now face
additional security and expandability concerns,
as well as the challenge of integrating a new
technology into existing infrastructures. A
product that includes wireless support inte-
grated with wired support will provide the
most comprehensive troubleshooting and will
allow the technology to remain invisible to the
end user.

Wireless analyzers can be used to find dead
zones in wireless networks prior to installation
so that access points can be more efficiently
deployed. These types of products can also act
as a security tool, alerting administrators of
unauthorized access.

IMPLEMENTATION
CONSIDERATIONS

Typically, installation of a protocol analyzer
on a laptop is standard, if the tool is to be
portable. Once problems arise, points of visi-
bility can be established and the analyzer
moved to that area. If the site justifies a dis-
tributed solution, probes—which report data
back to the main console—are installed at
critical locations such as server rooms, distri-
bution closets and in line to routers or core
switches. Probes can be non-dedicated software-
based or hardware-based. Consoles are then
installed on the administrator’s desktop or at
the network operations center.

There are several considerations for deter-
mining if there’s a need for a distributed
solution. Are there multiple physical sites?
Are the sites large enough that moving from
one end of the network to the other is not prac-
tical? Remote probes can provide visibility
into remote and physically inconvenient areas
of the network. Having probes on both sides of
a network transition point, such as between
wired and wireless, can pinpoint a problem
with that transition.

Probes collect data—both historical and
real-time—and report back to the console. If
a problem erupts in an area where a probe is
located, the administrator simply clicks on
the probe to get instant visibility into that
section of the network—whether it’s in
Tokyo or Miami. Remote probes will take the
hide-and-go seek out of troubleshooting and
provide total network visibility, even in
switched environments that have typically left
administrators blind to certain trouble-spots.

Certain WAN circuits will require hardware-
based probes. High-speed gigabit links require
equally high-performance gigabit collection
devices, but for most networks, these hard-
ware-based additions to a software-based
monitoring strategy are the exception rather
than the rule.

THE FUTURE OF
PROTOCOL ANALYSIS

Network speeds continue to increase, so the
speed of protocol analyzers must keep up.
Network access is often limited by switched
environments, so providing the facts needed to
identify the appropriate point of visibility is
key to using the tool. Offering SNMP query
tools in conjunction with protocol analysis has
been extremely useful in providing these
points of visibility and is a trend that will
likely continue.

Furthermore, as the world races toward
mobility, protocol analyzer vendors are pro-
viding analyzer support for handhelds,
which will continue to present new chal-
lenges. Handheld devices do not connect to
probes, have limited battery life, a small
screen and lack the hard drive needed to save
reports. It’s possible that administrators will
adopt the Tablet PC, which has more screen
resolution, full capture and decode, expert,
trending, and it connects to the network at
anytime to save data.

One thing is certain, as systems and net-
works become more complex and offer more
functionality, and as organizations become
more spread out, the need to analyze and mon-
itor traffic flow—and stop problems before
they start—becomes greater and greater.  
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