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Linux Do-It-Yourself:
Part V — The Dynamic Host

Configuration Protocol
Now that Penny has her internal systems in place, it is time to focus on the systems outside

of her gateway computer. This installment addresses how Penny centralizes her network
administration function by using DHCP, the Dynamic Host Configuration Protocol.

PENNY is now at the point where she has a fully
functional network. Name resolution from

both inside and outside of her network is operational. Penny
allows permissible traffic into her network and forbids the
rest. Any connection from inside her network is masqueraded
so that it appears to come from her
gateway computer.

At this point, Penny wants to turn
toward the systems on the inside of
her gateway. Right now, that is a very
limited set; she has a server, a desktop
and a laptop. These three machines
have fixed IP addresses, and presum-
ably, they are all already set up with
their static addresses. Figure 1 shows
the IP-to-name mapping of her network
based on earlier adventures.

In a four-machine network, it is
very easy to maintain static name-to-
IP-address mappings and to let that
information reside on the hosts.
However, one of Penny’s goals is to grow her business. She
expects to have many employees, who will not all be tech-
nical, and she therefore wants to centralize her network
administration so that network configuration is not left in
her employees’ hands.

DHCP: INTRODUCTION AND BACKGROUND

Fortunately, a protocol exists to solve this very problem. It
is DHCP, the Dynamic Host Configuration Protocol, and is
documented in RFC 2131. The basic concept of DHCP is
very simple. A host, before it knows anything about its own
IP address, simply broadcasts a request, saying “To anyone
who’s listening: Who am I? Where am I?” The DHCP server

catches this broadcast request and consults its database;
based on what it finds there, it gives the host some information,
which may include a network address, a hostname, addresses
of name servers, a default gateway, and so forth.

DHCP is based on an older protocol called BOOTP, which
did a similar job, but was less flexible.
These days, the most common use of
DHCP is probably in dial-up net-
working: Rather than having to
reserve a static IP address for each
customer, an ISP will reserve a number
of addresses equal to the maximum
number of simultaneously-connected
customers, and hand out hostnames
and addresses from that pool. However,
even outside an ISP environment,
DHCP is also a boon to system
administrators who wish to centralize
control of their addressing schemes.

First, we will look at the most basic
use of DHCP — handing out addresses

on a first-come, first-serve basis to hosts asking for IP
addresses. This is actually most of what Penny wants to do,
as it fits her needs quite well. When an employee comes in,
plugs a laptop into the Ethernet port by the desk or starts up
a wireless card, and is up and running, the new host will have
a valid IP address and hostname. Because the outbound con-
nection is masquerading, the machine will not be vulnerable
to attacks from the outside world.

DHCP ON A SUSE SYSTEM

Penny first needs to enable dhcpd, the DHCP server daemon,
on her machine “server”; I have not really talked about this
machine much before, but it is a standard PC running SuSE

The basic concept of DHCP
is very simple. A host,

before it knows anything
about its own IP address,

simply broadcasts a
request, saying “To anyone
who’s listening: Who am I?

Where am I?”
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Linux. Penny decides that she wants to use
the range 192.168.1.100-199 for her
dynamically determined addresses; if she
needs more addresses later, she can always
modify the configuration file, but she feels
that 100 addresses should be plenty to start
with. Penny needs to add the following lines
to /etc/rc.config:

START_DHCPD=”yes”
DHCPD_INTERFACE=”eth0”

Next, Penny needs to run SuSEconfig. (She
could also enable this from YaST; what
YaST would do is to change those two lines
and then run SuSEconfig.)

Now Penny needs to set up the
/etc/dhcpd.conf file on server.icefloehous-
ing.com so that she will be handing out
addresses correctly. This file should look
like Figure 2. That is all there is to it. Most
of it is self-explanatory. Whenever she
hands out a name — even if she is going to
be using multiple subnets down the road —
that name will reside within the “icefloe-
housing.com” domain, and her name server
will not change. The default lease is 10
minutes, and the maximum lease is two
hours; these are standard values.

Penny currently has only one subnet,
192.168.1.0/24. Within that subnet,
192.168.1.255 is the broadcast address,
the router is at 192.168.1.1, and addresses
the server should give out have
192.168.1.100 at the bottom end and
192.168.1.199 at the top.

Now Penny simply needs to run
/etc/rc.d/dhcpd start on server.icefloe-
housing.com, and the DHCP server will be
up and running. Since she has already run
SuSEconfig, DHCP will be enabled to start
automatically at boot time as well.

At this point, anyone can plug a com-
puter into her network, and if its networking
parameters are set up so that it uses
DHCP to get its address, the machine will
simply start working. Users do not need
to know or care what their IP address is;
they simply choose “use DHCP” in their
network setup tool, and the server takes
care of the rest.

ADVANCED DHCP
CONFIGURATION

Now Penny wants to go the extra mile
and make her laptop and desktop computers
use DHCP as well. Her reasoning is simple:
The less configurations that are distributed

among multiple hosts, the less there is to
keep track of. If all addressing is central-
ized, Penny only has to maintain it in one
place. The server will maintain a truly static
address, and her gateway box will as well,
since it has one interface that is not on the
same network as her DHCP server, and will
therefore have to set at least one of its inter-
faces statically as well.

Penny certainly could simply turn on
dynamic addressing for her current laptop
and desktop machines. However, if she did
that, they would no longer be at 192.168.1.4
and 192.168.1.3, and their names would no
longer be “laptop” and “desktop”; instead,
they would be “host1xx” with IP addresses
somewhere in the dynamic range. This is not
what she wants. She wishes to have DHCP
always return the same address to those hosts.

This begins to tie into the larger ques-
tion of keeping name resolution working
in a dynamic environment; we will
approach this question a bit later. For now,
let’s simply assume that the name server

knows the correct mappings for these two
machines, and that we want to force
DHCP to return the correct names and
addresses when either of these machines
broadcasts a query.

There are several ways of constraining
DHCP responses. One is simply to allow
the host to know its own name and to ask “I
am laptop.icefloehousing.com; what is my
IP address?”

However, this is not my preferred
method. The big drawback is that if some-
one else calls his laptop “laptop,” and
plugs into Penny’s network, he will get that
address. Penny does not want to rely on
any assumptions about what other people
have called their machines. Instead, she
decides to rely on something a bit more
likely to be machine-specific: the Media
Access Control (MAC) address of the
Ethernet card.

The MAC address of each Ethernet
device is a 48-bit value that is supposed to
be globally unique; it is usually written as
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# dhcpd.conf
#
# Configuration file for Ice Floe Housing
#

# Common options for all networks

option domain-name “icefloehousing.com”
option domain-name-servers server.icefloehousing.com;

default-lease-time 600;
max-lease-time 7200;

# Subnet definitions

subnet 192.168.1.0 netmask 255.255.255.0 {
option broadcast-address 192.168.1.255;
option routers 192.168.1.1;
range 192.168.1.100 192.168.1.199;

}

FIGURE 2: THE /ETC/DHCPD.CONF FILE 

  
  

  
  

  

FIGURE 1: IP-TO-NAME MAPPING OF PENNY’S NETWORK 

host desktop {
hardware ethernet de:ad:be:ef:f0:0d;
fixed-address desktop.icefloehousing.com;

}
host laptop {

hardware ethernet de:ad:be:ef:fa:ce;
fixed-address laptop.icefloehousing.com;

}

FIGURE 3: BINDING A SPECIFIC MAC ADDRESS TO
A SPECIFIC CONFIGURATION AND HOST NAME
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six pairs of hex digits separated by colons.
Each device manufacturer gets a range of
numbers, and manufactures devices with
at most one device per number. Now in
fact, this is not quite the case. A fair
amount of high-end networking gear is
designed to allow modifiable MAC
addresses, so that in the event of an adapter
failure, another adapter can seamlessly take
over for it. In an S/390 environment,
where the entire network infrastructure
may be virtual, the MAC address defined
for a particular virtual QDIO device may
not be persistent across that virtual
machine’s logoff. However, in the context
in which Penny is running — mostly laptops
plugging into a small network — it is a
safe assumption that the MAC addresses
are unique and persistent.

Penny needs to collect MAC addresses
from the laptop and desktop. In Windows,
the command (from a DOS prompt) ipconfig
/all will show you the MAC address, which
is called “Physical Address” in the output.
In Linux, ifconfig shows you the same infor-
mation, although the field you are looking
for is called “HWaddr.”

Penny quickly ascertains that the MAC
address for “desktop” is de:ad:be:ef:f0:0d
and, for “laptop,” de:ad:be:ef:fa:ce. (The
similarities here make it likely that the cards
are the same make and model and were
produced rather close together; since the
desktop card is probably a PCI card and the
laptop is likely to use a PC Card interface,
this is actually rather implausible.)

Now she needs to go back and append the
lines in Figure 3 to the bottom of
/etc/dhcpd.conf. What this says is that any

time the host owning the Ethernet card with
hardware address “de:ad:be:ef:f0:0d” asks
for an address, give it “desktop.icefloehous-
ing.com” (which will then be resolved
through the DNS). If “de:ad:be:ef:fa:ce”
comes around, it should always be given
“laptop.icefloehousing.com”. Obviously, if
the network cards in these machines are
ever changed, this file must be updated with
the new MAC addresses belonging to those
new cards.

At this point, Penny is through with her
DHCP configuration. She can reconfigure
her laptop and desktop to use DHCP, secure
in the knowledge that they will retain their
fixed addresses. Thus, she has the benefit of
static addressing for them, but their network
configuration is stored on the server, rather
than on the individual hosts

DYNAMIC DNS AND DHCP

The final question remaining with DHCP
is whether you should allow hosts to check
themselves into the DNS (Dynamic DNS, or
DDNS) as they register with the DHCP server.
This is a local policy issue. Bind 8 and Bind
9 certainly support DDNS, but I feel it is a
bad idea. If you can get away without doing
Dynamic DNS, you really should. Microsoft
more or less mandates it for using Active
Directory, but as a system administrator, I am
very uncomfortable with believing information
that random machines joining my network
tell me. I feel it is much better to hand out
dynamic hostnames and IP addresses, and if
a host is important enough that it should have
a fixed hostname, give it a fixed IP address
based on its MAC address, as in the last

example. If you have more fixed hostnames
than available fixed IP addresses, your net-
work needs a redesign in any event.

CONCLUSION

This month, Penny has implemented her
IP addressing scheme so that up to 100
machines can plug into her network and
receive IP addresses, hostnames, routing
information, and name service automatically.
She has also simplified her existing config-
uration by migrating hostname/address
mapping from hosts to a central server. Next
month, we will help Penny set up Samba on
her server so that it can act as a Windows
File, Print, and Authentication server for
other machines on her network.  
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